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Guidance Note

EHLEESRE
Office of the Privacy Commissioner
for Personal Data, Hong Kong

Guidance on Recommended Model Contractual
Clauses for Cross-border Transfer of Personal Data

PART 1: INTRODUCTION

Given the increasing digitalisation in the handling of personal data and globalisation of business operations in
recent years, local enterprises, especially the small and medium-sized ones, may experience practical difficulties
in crafting appropriate contractual terms for effecting cross-border transfers of personal data while ensuring
that the data concerned be given equivalent protection to the degree provided under the Personal Data
(Privacy) Ordinance (Cap. 486) (PDPO). Meanwhile, with the proliferation and advancement of information
and communication technology including the big data, cloud computing and data analytics, the challenges
and complexities involved in cross-border data transfers are set to mount.

The Office of the Privacy Commissioner for Personal Data has prepared two sets of Recommended Model
Contractual Clauses (RMCs) to cater for two different scenarios in cross-border data transfers, namely (i} from
one data user to another data user; and (ii) from a data user to a data processor. The RMCs set out the general
terms and conditions which are applicable to the transfer of personal data from a Hong Kong entity te another
entity outside Hong Kong; or between two entities both of which are outside Hong Kong when the transfer
is controlled by a Hong Kong data user, with a view to facilitating the parties to cross-border transfers of
personal data to take into account the relevant requirements of the PDPO, including the Data Protection
Principles (DPPs) under Schedule 1 thereof.

The RMCs are prepared as free-standing clauses, which may be incorporated into more general commercial

between data and data This Guidance provides detailed elaborations as
to the substantive effect of the RMCs, and how adherence to the same ensures that adequate protection be
given to the personal data as provided under the PDPO as if the data concerned were not transferred outside
Hong Kong.

Notwithstanding that section 33 ofthe PDPO, which imposes restrictions on cross-border transfers of data, is not
yetin this Guidance rec ds to data users, especially the small and medium-sized enterprises,
the best practices to be adopted as part of their data governance responsibility to protect and respect the
personal data privacy of data subjects.

This Guidance supplements the Guidance on Personal Data Protection in Cross-border Data Transfer, including
the Recommended Model Clauses in the Schedule annexed thereto, issued by this Office in December 2014 1.

Thelegal requirements

Data Protection Principle 3 of the PDPO, which is directed against the misuse of personal data, specifies
that personal data shall not, without the data subject’s prescribed consent, be used for a new purpose.
“New purpose” means in essence any purpose other than the one for which the personal data was originally

T “The Guidance on Personal Bata Protection in C ross:border Data Transfer s availabe at
t Y L_crossborder_e.pd.
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