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Uber admits covering up data
breach involving 57 million
users

BY IAMS FUBLISHED: UPDATED OM - 10:531 AM, TUE - 26 JULY 22

©000

San Francisco: Uber has admitted that it covered up a massive data

WAy iIF : SRELAVRZ

 HKCERT

breach in 2016 that exposed data pertaining to approximately 57 million
users and 600,000 drivers® license numbers.

The breach was not reported to the FTC until approximately a vear later,
when new executive leadership was managing the company, revealed the
Justice Department.

Uber settled civil litigation with the attorneys general for all 50 States and
the District of Columbia related to the 2016 data breach, paying $148
million and agreeing to implement a corporate integrity programme.
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HKCERT Postincident Actions
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Conti cyber
attack on
the HSE

Independent Post Incident Review

Commissionad by the HSE Board in conjunction
with the CEO and Executive Management Team

03 December 2021
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1. FA1.KF1 The HSE did not have a single

TR INER

responsible owner for cybersecurity, at senior

executive or management level at the time
of the Incident.

13. FA1.KF13 The HSE did not have a documented
cyber incident response plan and had not
performed typical preparatory activities
such as exercising the technical response.

applications and systems were not well
understood.

2. FA1.KF15 The HSE’s antivirus identified a
tool commonly used by ransomware groups
(Cobalt Strike) on six servers on 7 May 2021
(and several more servers in the following
days) but these alerts were not appropriately
actioned. The HSE did not identify these alerts

11. FA1.KF11 The antivirus tool ( ]l Endpoint
Security) was over-relied upon to detect and
prevent threats on endpoints.

1. https://www.meditologyservices.com/case-study-ransomware-locks-up-80-of-54-hospital-health-system/
2. https://www.hse.ie/eng/services/publications/conti-cyber-attack-on-the-hse-full-report.pdf

9. FA1.KF36 The complexities of recovering /
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Conti cyber
attack on
the HSE

Independent Post Incident Review

Commissioned by the HSE Board in conjunction
with the CEO and Executive Management Team

03 December 2021

1l

10.
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FA1.KF14 The cyber attack was not

actively identified or contained prior to the
ransomware execution, despite the Attacker
performing noisy and ‘unstealthy’ actions.

FA1.KF27 The HSE’s Incident Response
provider identified evidence of how the
Attacker was able to gain unauthorised access
to the HSE’s IT environment and the Attacker’s
subsequent activities.

1. https://www.hse.ie/eng/services/publications/conti-cyber-attack-on-the-hse-full-report.pdf
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3. FA1.KF30 The HSE took action to contain

systems and disconnecting the NHN from the

internet.
Conti cyber
attack on
the HSE
Independent Post Incident Review
e e o 1. FA1.KF18 The HSE with the help of third-

03 December 2021

parties mobilised a response to the
ransomware attack and overcame many of
the significant challenges the ransomware
attack presented, drawing on their experience
responding to crises, including COVID-19.

pwc Redacted

10. FA1.KF37 Despite the challenges presented
by the ransomware attack and the lack of
preparedness, the HSE was able to recover
1,075 applications and over 87,000 systems.'®

1. https://www.hse.ie/eng/services/publications/conti-cyber-attack-on-the-hse-full-report.pdf
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Data Security

Implementing protective and

critical data

Conti cyber

attack on
the HSE FA2.KR20 Review processes, plans and resaurcing/’

s et T for response to future potential data breaches

Conmissioned by the HSE Board in conjunction
ith the CEO and Executive Management Team

03 December 2021

Security Culture

Improving security awareness
through tactical activities like

i training high risk users and

pwe — strategic initiatives like designing
and delivering security awareness
and phishing campaigns.

1. https://www.hse.ie/eng/services/publications/conti-cyber-attack-on-the-hse-full-report.pdf
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