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About ZA Bank 

One-stop digital financial platform

for all your financial needs

StockBack x ZA Card
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Code of 
Banking 
Practice 

HKMA 
Circular / 

Guide

ZA Bank 
Policies 

and 
Practices

PCPD 
Guidance

Customers provide their personal data to the Bank based on a relationship of 

trust. We are expected to process the personal data in a manner which is 

respectful, beneficial and fair.

Code of Banking Practice Equitable and Fair Treatment of Customers

Protection of Consumer Data and Privacy

Disclosure and Transparency

HKMA Circular / Guide Customer Data Protection 

Sound Practices for Customer Data Protection

Practical Guide on Cloud Adoption

PCPD Guidance Guidance on the Proper Handling of Customers’ 

Personal Data for the Banking Industry

Best Practice Guide on Privacy Management 

Programme 

Digital Banks and Traditional Banks
Same level of Customer Data and Privacy Protection

(Non-exhaustive list for reference only)
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ZA Bank’s Personal Data Privacy Management Programme

“The Commissioner is pleased to note that ZA Bank appointed a Head of the Compliance 

Department and a dedicated Data Protection Officer to continuously supervise its Privacy 

Management Programme (including all relevant procedures, trainings, monitoring or auditing, 

documentation, evaluation and other follow-up actions in relation to the collection, holding, 

processing and use of personal data). The Head of the Compliance Department and the 

Data Protection Officer reported directly to the ZA Bank’s top management.” 

PCPD Inspection Report, Oct 2023
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t

Penetration

➢ Senior Management Buy-in

➢ Chief Compliance Officer’s 
Leadership

➢ Regular Reports in Relevant 
Governance Committee 
Meetings 

Growth

➢ Roles of Dedicated Data 
Protection Officer (DPO)

➢ DPO Annual Action Plan

➢ Training and Promotion of 
Staff Awareness

➢ Departmental Coordinators

➢ Personal Data Inventory

➢ Privacy Impact Assessment 
Template

Developmen

tGrowth

Developmen

t

Penetration Penetration

➢ PICS and Privacy Policy

➢ Consent Management

➢ Customer Notification

➢ Direct Marketing

➢ Data Access and 
Correction Requests

➢ Introduction of 
Doxxing Offences

➢ Data Processor Management

➢ Recommended Model Contractual 
Clauses for Cross-border Transfer 
of Personal Data

➢ Data Breach Notification

Penetration

ZA Bank’s Personal Data Privacy Management Programme Manual

Governance Framework

Compliance with PDPO

Privacy by Design

➢ Data Minimization

➢ Minimum Retention 
Period

➢ Data Security

➢ Data Quality and Reliability 
of Algorithms

➢ Anonymisation

➢ Pseudonymisation

➢ Customer Centricity

➢ Privacy-Protective Option 
as Default Choice

➢ Avoid Using Biased 
Language and Design
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Highlight - PICS and Privacy Policy 

• Comprehensive PICS aligns with industry practices.

• Privacy Policy in Q&A style makes it easier for customers to 
navigate.  

• Include our commitment to using innovative technologies in a 
secured and responsible manner, including the use of Big Data 
and Artificial Intelligence (BDAI) to provide better services to 
our customers.

• For regulatory circulars involving data privacy implications, the 
Compliance Department and Data Protection Officer will 
assess whether there is any gap in the PICS and the Privacy 
Policy and propose necessary amendments.

• For New Product Assessment, the Product Manager is 
required to assess whether the existing PICS and Privacy 
Policy are still applicable to the new product. If it is necessary 
to update the PICS or the Privacy Policy, the revised version or 
the revision schedule should be available before the product 
launch.

(Annual notification to all customers)
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Highlight – 24x7 Privacy Options
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Staff Awareness of Privacy and Data Protection
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Anti-Fraud Measures and Public Education
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Thank You
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