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Data Protection Principles
(DPPs)

* All data users must comply with the
six DPPs

*The six DPPs cover every item of
personal data in the whole data
processing cycle from collection,

retention, use to destruction
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Persomal dala musl be collected in a lawhul and Fair way, far a
‘purpase dirctly related to a function/actvity of the data wser

All practicable steps shall be taken o nolily the data subjects of
the purpose of data callection, and the dasses of pemsars to
whom the data may be travsfermed,

Trata collected should be necessary but not excesshve,
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Persanal data s accurate and s not kept for a peried bonger than
is meoessary to fulhill the purpose Tor which it is used.

M FH Use

©

A A B L LT A O e ) Y A A Y .
1 8 AR o A O Ny el

T

—_

Persanal data s wsed for the purpose for which the data =
coflected or for 3 directhy elated purpose, urless valuntary and
explicit consent is ohiaived from the data subject.
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A data user must make kndown to the public its personal data
palicies. and practices, types of persanal data it holds and how
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A data subject must be given acoess 1o his persoral data and to
make comections whene the data i naccurate.
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The Requirements under the PDPO in Transferring
Personal Data from Hong Kong

DPP1 (Purpose and Manner of Collection of Personal Data)

* All practicable steps shall be taken to ensure, inter alia, that the
data subject is explicitly informed of the purpose for which the
data is to be used and the potential transferees of the personal
data concerned

DPP3 (Use of Personal Data)

* The data subject’s prescribed consent would be required if the
transfer is for a new purpose, unless it falls within the exemptions
under Part 8 of the PDPO

POl J) £ -]
@ E

pcrOlf <
H o EREASRLEBEENS
Office of the Privacy Commissioner
a - @ for Personal Data, Hong Kong
[~




The Requirements under the PDPO in Transferring
Personal Data from Hong Kong

Engagement of data processors to process personal data outside
Hong Kong

* The data user must adopt contractual or other means to

v’ prevent any personal data transferred to the data processor
from being kept longer than is necessary for the processing
of the data (DPP2(3))

v prevent unauthorised or accidental access, processing,
erasure, loss or use of the data transferred to the data
processor for processing (DPP4(2))
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Il. Cross-boundary flow of personal information
within the Greater Bay Area
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The PCPD Welcomes the Implementation of the Facilitation Measure of the Standard
Contract for Cross-boundary Flow of Personal Information Within the Guangdong—Hong
Kong—Macao Greater Bay Area (Mainland, Hong Kong) (“GBA SC”)

 The PCPD welcomes the Government's initiative to extend the facilitation
measure of the GBA SC to all sectors in Hong Kong since 1 November 2024

* Further promoting the cross-boundary flow of personal information within the
GBA, thereby building a “Digital GBA”

« The PCPD is extremely grateful to the staunch support of the Cyberspace
Administration of China and Cyberspace Administration of Guangdong Province
In facilitating the cross-boundary flow of personal information within the GBA
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Aligning with the Relevant Laws and Regulations of
the Mainland

 The GBA SC adopts the concept of “respective
jurisdiction”

* Ensuring that personal information processors
and recipients can transfer personal
information across boundaries in accordance
with the relevant legal requirements of their
respective jurisdictions

The PCPD encourages organisations to adopt the GBA SC for cross-boundary transfers of personal
information within the Greater Bay Area
8
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The GBA SC applies to cross-boundary personal information transfers

including cross-boundary personal information transfers from the Mainland cities within the GBA to
Hong Kong and those from Hong Kong to the Mainland cities within the GBA

/Cross-boundary tra nsfersx
of personal data from
Hong Kong to
the Mainland cities
within the GBA

K (Northbound) /

/Cross—bou ndary tra nsfersx
of personal information
from the Mainland cities
within the GBA to
Hong Kong

& (Southbound) /
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Requirements of the GBA SC

Personal information processors and recipients have to comply
with the requirements set out in the GBA SC. For instance:

 The personal information processor shall conduct a personal
information protection impact assessment

 The parties have to file the GBA SC
* The recipient shall not provide personal information received

under the GBA SC to individuals or organisations outside the
GBA
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Relaxation of Requirements as a Facilitation Measure

As a facilitation measure, the GBA SC has relaxed some of the requirements set out in the
Mainland’s Measures on the Standard Contract for Cross-border Transfers of Personal Information out of
the Mainland

The restriction concerning the amount and sensitivity of the personal

information that may be transferred across borders was removed

The parties to the GBA SC are not required to conduct relevant
assessments of the personal information protection policies and
regulations in the region where the recipient is located

There is no specific requirement regarding sensitive personal information
or automated decision-making mechanisms
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The GBA SC

Article 1 Definition

Article 2 Obligations and Responsibilities of Personal Information Processors
Article 3 Obligations and Responsibilities of Recipients

Article 4 Rights of Personal Information Subjects

Article 5 Remedies

Article 6 Termination of Contract

Article 7 Liabilities for Breach of Contract

Article 8 Miscellaneous

Appendix | Description of Cross-boundary Transfer of Personal Information

Appendix Il Other Terms Agreed by Both Parties (If Necessary)
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Key Definitions under the GBA SC

Personal Information Processor
(The party who transfers personal
information across the boundary)

Personal Information Subject

Personal Information

Mainland

an organisation or individual that
autonomously determines the
purposes and means of processing
the personal information

a natural person who can be
identified by or is associated with
the personal information

determined in accordance with
the Personal Information
Protection Law

Hong Kong

covers a “data user” in Hong Kong
— a person who, either alone or
jointly or in common with other
persons, controls the collection,
holding, processing or use of the
personal data

covers a “data subject” in Hong
Kong — the individual who is the
subject of the personal data

determined in accordance with

the PDPO
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Key Obligations and Responsibilities of Personal Information Processors

Article 2

(2) Inform the personal information subjects (including
data subjects) of the requisite information, such as name
and contact information of the recipient, purposes and
means of processing, etc.

(3) Obtain the consent of the personal information
subjects prior to the cross-boundary transfer of personal
information in accordance with the laws and regulations
of the jurisdiction concerned
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Key Obligations and Responsibilities of Personal Information Processors
Article 2

(5) Make reasonable efforts to ensure that the recipient
adopts  technical and management measures
(comprehensively considering the personal information
risks that may arise), in order to fulfil its obligations and
responsibilities under the Contract

(7) Respond to enquiries from the regulatory authorities
of the jurisdiction concerned regarding the personal
information processing activities of the recipient
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Key Obligations and Responsibilities of Personal Information Processors

Article 2

(8) Conduct a personal information protection impact assessment
on the intended activities of transferring personal information to the

f recipient, which shall focus on the following:
1.

The legality, legitimacy and necessity of the purposes and
means, etc. of processing personal information by the personal
information processor and recipient;

2. The impact on and security risks to the rights and interests of
personal information subjects;

3. Whether the obligations undertaken by the recipient, as well as
its management, technical measures and capabilities, etc. to
perform the obligations, can ensure the security of personal
information transferred across the boundary
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Key Obligations and Responsibilities of Recipients

Article 3

(5) Safeguard security of personal information processing

by:

1. Adopting technical and management measures and
conducting regular inspections to ensure security of
personal information;

2. Ensuring that the personnel authorised to process
personal information fulfil their confidentiality
obligations and responsibilities, and establishing
access control with the least privilege.
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Key Obligations and Responsibilities of Recipients

Article 3

(6) If the personal information processed is or may be

tampered with, damaged, disclosed, lost, unlawfully

used, provided or consulted or accessed without
authorisation, the following measures should be
adopted:

1. Adopt appropriate remedial measures in a timely
manner to mitigate the adverse impact on the
personal information subject;

2. Notify the personal information  processor
immediately and report to the regulatory authorities
of the jurisdiction concerned,;
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Key Obligations and Responsibilities of Recipients
Article 3(6)

3. Where personal information subject shall be notified

under the relevant laws and regulations, such notice shall

contain:

* the categories of personal information involved as well as
the reasons and possible harm

* remedial measures adopted

 measures that the personal information subject may take
to mitigate the harm

e contact information of the person or team in charge;

4. Record and retain all related circumstances, including all

remedial measures adopted
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Key Obligations and Responsibilities of Recipients

Article 3

(7) Not to provide personal
information received under the
Contract to individuals and
organisations outside the GBA

#####
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Key Obligations and Responsibilities of Recipients

Article 3

(8) May only provide personal information to a third party in the same

jurisdiction in the Mainland cities within the GBA or Hong Kong if:

1. There is a business need for the transfer;

2. The personal information subject has been informed of the requisite information,
such as the third party’s name, contact information, purposes and means of
processing, etc.;

3. The consent of the personal information subject has been obtained in accordance
with the laws and regulations of the jurisdiction of the personal information
processor, if the processing is based on the consent of the individual, AND

4. The personal information is provided to a third party in the same jurisdiction in
accordance with the terms set out in Appendix |: “Description of cross-boundary
transfer of personal information” 21
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Key Obligations and Responsibilities of Recipients
Article 3

. (12) Agree to be supervised and managed by the regulatory
' authorities of the jurisdiction concerned under the relevant
supervisory procedures in the course of the implementation of
the Contract:

* answering the enquiries of the regulatory authorities of the
jurisdiction concerned

* cooperating with the regulatory authorities of the
jurisdiction concerned in inspections

 complying with the measures taken and decisions made by
the regulatory authorities of the jurisdiction concerned, etc.
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Key Obligations and Responsibilities of Recipients

Article 3
(13) Where government departments or ’ /
judicial bodies of the jurisdiction where the .,

N

recipient is located request the recipient to
provide personal information received under
the Contract, the personal information
processor shall be notified immediately
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The GBA SC - Appendix I:
Description of cross-boundary transfer of personal information

, (1) Purposes of processing

, (2) Means of processing

( (3) The scale of personal information transferred Details of the cross-boundary

( (4) The categories of personal information transferred \ transfer of personal information as
"(5) The provision of personal information to a third party in | agreed under the GBA SC //

_the same jurisdiction (if applicable)

, (6) Means of transfer

( (7) Retention period after being transferred

(8) Place of retention after being transferred —

, (9) Other matters (as the case may require) \ p
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PCPD’s

Guidance on Cross-boundary

Data Transfer: Standard

Contract for Cross-boundary

Flow of Personal
Information Within the
Guangdong-Hong Kong-
Macao Greater Bay Area
(Mainland, Hong Kong)
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Guidance on Cross-boundary Data Transfer:

Standard Contract for Cross-boundary Flow of Personal
Information Within the Guangdong - Hong Kong - Macao
Greater Bay Area (Mainland, Hong Kong)

Part 1: Introdusction

Givien the claie inkiegation of €ilsd wmithin
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oF Bhar Horey Ko Sircial Bdminiatiatres Reghen
JIMIE sagreed Tt Memsrasdus of Usdivitasding
on Faclbxing Dross-bourdary Dats Flow Wihin the
Gubregdang-Hong By —Madao Goiater Bay Ana
1Mall] on 35 June 3037 10 jointy prormaobe oress-
taunckary data flows in the GRA,

The Sipndard Coniract for Creas-boundary Fos
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Horg Kong-hacps Greater Bay Area (iMalnkang,
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rraaiuig under the ol 10 Posler Db < reod-
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caganisaiinng in Hong Kong understand the
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iebewdid Combractual Climssin For Droai- borden Traslae
of Petusnal Dt (RACE | idoed ey the PCFDL

Beoussroanld usade Ihe Foicnal Duls (Bivacsl
[icinance

Wiere & dats ier transfers permonal datn 1o pleoe
oubilde Hong Bosg, il b reqoined b cosply il
the sikewan! seqoiseriats undei The Pirional Dals
Frivaecyt Drdinarae Cap. £30 PRAOL ingluding the
Data Frotidlian Prindipks (BDPPSY) in Schefule § oF
the FOFTL

DFP1 = the PEPO st pulines thi sl nermenls
redyiing toshe pumposs and manres of the oplkscsion
of perional data. F a data oier colleets pasossl
data diseetly fom a dana subgect, s data e
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of persGns 5o whom the data may be trarglersd
Therefoti, whin & dita uied canducts cross-
hoendary daba trarafers 10 plaoes owssdde Hong
Koty It dhoulkd inform the dats st that his
of hir perienal data will B ransberred b dala
recipienis gusdte Hong ong and the purposs dor
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Disclaimer

The information provided in th|s Power mi for general reference only.
It does not provide an exhaustive guide to@he application of the Personal
Data (Privacy) Ordinance. The Privacy-Commissioner for Personal Data
(“the Commissioner”) makes—nf) express or implied warranties of

accuracy or fitness for a jculdr purpose or us respect to the - |
information/set| oyt in this |PowerPoint. The co vided v!n'kl not |
affect the of the functions and powers conferred to \ﬁ\e//
Commission r the Ordinance. \Y/
e = 3 Bl frle ~ BEMAEFHLE A
e od e : '=:E!ﬂ’f!" :
| - i;u EB
e, dudiRd Protect, Respect Personal Data Privacy I
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Sy www.pcpd.org.hk (@ communications@pcpd.org.hk
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E— Seminar on
“Protecting Personal Data Privacy —
Challenges and Opportunities
in the Digital Era”

Hoxg Kong
A Practical Guide on Compliance

SPEAKERS

Ms Ada CHUNG Professor ZHU Guobin Ms Joanne WONG

Lai-ling Professor of Law, Assistant Privacy Commissioner
Privacy Commissioner for School of Law, for Personal Data
Personal Data City University of Hong Kong (Compliance, Global Affairs

and Research), PCPD
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