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Medibank says hacker accessed data of
9.7 million customers, refuses to pay UnitedHealth hackers used stolen login

ransom credentials to break in, CEO says

By Zeba Siddiqui
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November 8, 2022 5:05 AM GMT+8 - Updated a year ago
May 1, 2024 5:09 AM GMT+8 - Updated 21 days ago
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Casino giant MGM expects $100 million hit from
hack that led to data breach

Reutsrs

Eorporate logo of the UnitedHealth Group appears on the side of one of their office buildings in Santa Ana, California, U.S., April 13, 2020
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A 2024

200

150

100

50

NEEEHNERINE S OB

2023

140

2021

2023

157
157
105
2022 2023
36
2022 29
64 2023

36

2024 Q1

2022

2023

41%

28%



BEBAERLBEENE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




Bx=7Z (1) -SREEANSRACIFERINEER

4 )
A 2021 A

\

A
\_ J

300

BRBAENLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong



-
G
(1l

BEBEAERLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




BEBEAERLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




4 )
A 2021 B
\_ J
4 )
1,600
\_ ),

EREABHILBEELE

Office of the Privacy Commissioner

for Personal Data, Hong Kong



(1l

BEBEAERLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




BEBEAERLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




ERD=Z (3) - EMBRASCRIEN R AENRENGFINE
KA 2023 C | A
Trigona
- y
4 13,000
\-

EEEAERILBEELNE
Office of the Privacy Commissioner

for Personal Data, Hong Kong



P
1l

BEBEAERLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




BEBEAERLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




ER=2ZE (4) -2EDNERZFZEDZRGINE
D

(A 2022

EEEAERILBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




(1l

BEBEAERLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




BEBEAERLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




BEEEAERLBEELE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




& RE AR E R R
- AnrzEEEs

b= 1115
wEfH
o
mg
oy o
=T

SRS RN
{2 57 12 fifa 15 S|

BRBAENLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong



&l B BHR AV E AR Z B R 18 b

BRBAENLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




&l B BHR AV E AR Z B R 18 b

NJ

To I

a th e —

EREABHILBEELE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




&l B BHR AV E AR Z B R 18 b

AR A
HEANER

nepewe O

FEERAER A B

BRBAENLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




&l AR BRI E R R Z 2R IS

EREABRHLRERLE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




&l AR BRI E R R ZIE RIS

oo oo o o o o o I

ERBAEHILBEENE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




= ol A BB RN E R R L R E ST
R __

T:T:H%Fﬁﬁﬂ BRERENEAER

REE K/ A
ERMRZEMNERE
A
EEREZIE

A
65(2) A
; A

EEEAERILBEELE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




&l B BHR AV E AR Z B R 18 b

y
[
ErrhgEE (V) | ExsER @, / -
, A\ | BARELAE —y ~
BAREELL O | pxazaees'E
Ais s
He

/| REERRHY &

EBHRZ IR —

EEEAERILBEELNE
Office of the Privacy Commissioner

for Personal Data, Hong Kong



&l AR BRI E R R ZIE RIS

BEBAAEHLBEENE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




&l B BHR AV E AR Z B R 18 b

A (BYOD)
A

EREABHILBEELE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




MmN
Lt

&l B BBV E R ZZ

EEREMNGRERARFRTFREPHESR

EEEAERILBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




BRBAENLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




®

FLEE

5|

z

BENRESMEBER BEES]

BlE

BEQREIABLEBERTTZE

SRR B UF Y 4 S 2 R R T B R B
BHEHEREHENMFHABROAE R
HEAR B9 B P R R AR B BT R
B TR RALRERMBENR
e B—AH fFHEAMNEERT KNS
BROEAEEA R R R
AMARERER FRESLBRERAEHEHE
REBHE MEERBAT BERRSLR
HREREEAES -

FEIIEEBHEREAREHRREEHINL
# - RS BB B R - W EEN e
BEHEEAMMENALAAE  SHERN
MEEHRREEARS -

HEEEARH 7

HRANERE S REA (PR OES - R
BEAE  EERRWME) WEASE - RITE
AEH (FLER) ORBID (58 % 5158 486 30) ({FLMIR
H3) - EAERETA L THEMEAEN —

(o) BESMEN - B HEA TR
) REHHEERDECREAMNEAN RS
RORTGH | B
ERENOGERR S THEMRABER N
LT

&

{

&

EEERFIATY 7

WESMABS—REAHEAE SENEAR
FRENCERINA  ¢ARAHERAGE
ARHABRREANFOERSOEN B2 W
B BREERANRE

— LRSI T R

> WEAMAEATHNTNIRE - FlNF
Bl - USBEIFERE - TMEERDE
R

TREZEARH  ANTEERR . B
WHRE TIREENREARE AR
H R 2R R
HRERENTEARRNRERARE
ERARHAMERNE=SEMN
BESANRRFLERREREMEEA
Hit

EREZEMED FRAMBTHAN

v

v

v

v

FR AT AT AR (R R R R
MAEEA) R (2) A - REAEE40) HAE
RAHEAERRRNAAIRTTHER  #R
B RERE BN EHZ RN TEAE
RFTERE SR - R - W WARER
FiecW  REAER—

1 CREIER) E2E
) 3 200 5

TOEHEH | - BEATEEIT S - 00 B A A SR B A S R s

EEEAERILBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




EEEAERILBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




"BWEER, - REEMINESHND R

BRBAENLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




SE 1 URIWSEEZER

.
s

- M—

A D S —
M—
B}(—
@—

>4 >

Io B0 Do Do Do Do e
T
>
=\
=

BEBAERLBEENE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




TE 2 BUESHREA

o To Io Do Do Io I

BEBAAEHLBEENE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




SR 3 HESHolIERNEE

o To Do To o

\
o To Do To Do Do I

BREAGRALREELE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




T4 TRIFLERINZER

X NOTE
4 A r

y

o Io Do I

BERBAERLEBEELE

Office of the Privacy Commissioner
for Personal Data, Hong Kong

HK



SRS : FCIRF AL

BBEAERLEBEELS
Office of the Privacy Commissioner
for Personal Data, Hong Kong




To

B HNRE

FEEARSILEBERENSE

Office of the Privacy Commissioner
for Personal Data, Hong Kong

BRNREEERRE

REABR-RERAERFNENREARRIIN > CHERERKEZ KRB EFHNES
FIZERT - M - WBR - MEREANER - REMEINFIRME - RESPOABETHEKER
E(BARE (B8 %6 ( (RBEGD ) e9mEREE 4 70 -

B (RLBES) ZARERNERFLARRRINABRFHER - BERARTHLREY
BAFE (RBLAE) BARNAERAFERSIABEERRELBLAE -  2RERHES
N B AR MR e R -

RREAFIEALEREBRELBATERTRIINBE - REF ALY 10-15 558 - fRo]
SFRWATFN "RETEIABRNRHRR ) (RH%) LENESREA -

LE S PNCLSL L2

FEE R ERERBAFREFHEARS - FRENFAFAREAREHNERXR
RRMABHEREBATHLBYRTERERIAREEREWNAR -

FEREREMENELBATRNARHBARS - ERANEXSTRE > A AEES
PREERS EERY - A TEBF2EAEE 48 AFHEMP L 121 -

fRATRENEARE TERBELRAFEAEAEEMEEMHA T RBE - wERER
WU BE SR DA FE H PUE SRR 1T SR A LU -

0 XAHEERAS  EARKEEAFEIRMINABEER - *

CHRRE  CREHEEY
R EOER TN

REHEARMM 0 LEnE Q RS
AE/WRER®
FRMEROREBIBLE ©

B AR

it BRI ALOES" S /B L
B © W
MRE® (FEEEERS)
BEESRE:
RS AT, RGN RBEE?* B/ &

BEBEAERLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




BREEAERALBESAE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




BREEAEHALBESLE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




)0111010100101010100011

110101001010101

SR EN R

01010100011011000111000011000111 10001 (N Data Security Hotline

110101 10101 01111010100 010101011101 2110 1155

11103 00101

BRI R

0101
ey Data Security Scanner
g8] https://www.pcpd.org.hk/Toolkit/tc/

01 10 wrem B LR

‘) - s EARKE REE R g
LA IIIH &

o e Data Security EI 7
0101000101016 ' Webpage

1110 https://www.pcpd.org.hk/tc_chi/
111100 1 data_security/index.html

0101010100011100001

01001010101

Q4

01011101

0111010100

01010001 01.0) 100111 )

010101¢

011 1010101011




(OGCIO) https://www.cybersecurity.hk/tc/index.php

https://www.infosec.gov.hk/tc/
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BREAGRALREELE

Office of the Privacy Commissioner
for Personal Data, Hong Kong



https://www.cybersecurity.hk/tc/index.php
https://www.infosec.gov.hk/tc/
https://www.hkcert.org/tc/security-bulletin
https://www.hkirc.hk/zh-hant/public-mission/cybersec-training-hub/hkirc-cybersec-training-hub/
https://www.hkirc.hk/zh-hant/public-mission/cybersec-training-hub/hkirc-cybersec-training-hub/
https://cyberdefender.hk/

BRBAENLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




X
<
£
Q
(@)
a
O
Q.

[




EREAEHDBEELE
Office of the Privacy Commissioner
for Personal Data, Hong Kong

=1 o

o (RREE A ZH E A
. $TE8 THEJE
. FARE{RIEIBED
| ¢ A\TERE

o o DK e A
BRI o (RIEFEIEAREL 1
BAEZERINEEE HFE




REEN IS

(EFEHGR)

$450

dpoc@pcpd.org.hk

%
FU Dara

g Proricrion

* 0
G OrFricers

B Cuwse
m

https://www.pcpd.org.hk/misc/d

poc/files/AppForm_23 24 New

Member_OnlineVersion.pdf



mailto:dpoc@pcpd.org.hk
https://www.pcpd.org.hk/misc/dpoc/files/AppForm_23_24_NewMember_OnlineVersion.pdf
https://www.pcpd.org.hk/misc/dpoc/files/AppForm_23_24_NewMember_OnlineVersion.pdf
https://www.pcpd.org.hk/misc/dpoc/files/AppForm_23_24_NewMember_OnlineVersion.pdf

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6: 數據安全風險與日俱增 
	Slide 7: 海外資料外洩事故的例子
	Slide 8: 公署接獲的資料外洩事故通報
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48: 謝謝！
	Slide 49
	Slide 50
	Slide 51

