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Statement Assessment Evidence
Achieved | Partially Not Please describe how
achieved | Achieved | each area has been
achieved in practice,
and provide evidence
where possible.
Your

organisation has
an internal data
privacy
(consistent with
legal
requirements)
policy which has
been embedded
into everyday
practices

Your
organisation has
allocated
someone at a
sufficiently
senior level to be
responsible for
privacy
governance and
management

Your
organisation
ensures staff are
given training
regarding the
protection of

15




personal
information, and
you inform them
of organisational
privacy policies,
procedures and
best practices

Your
organisations
performance is
monitored in
relation to data
protection
standards (i.e by
conducting self-
assessments
and/or audits of
your privacy
programme and
in relation to
complaints /
enquiries /
breaches)

Your
organisation
actively
maintains
policies to
explain how you
handle personal
data, and these
easily accessible
to customers
and the general
public

Your

organisation
maintains a
documented

16




incident
response
procedure

In the event of a
breach, your
organisation has
a procedure in
place to notify
affected
individuals and
report the
breach to the
regulator where
necessary

Your
organisation
maintains an
incident log
detailing all
breaches that
occur

Your
organisation has
policies and
procedures in
place to respond
to requests and
complaints from
individuals, and
other external
enquiries (such
as the regulator)

Your
organisation has
documented
processes in
place to assess
the risks
associated with
new products,

17




services,
technologies and
business models
(for instance,
you conduct
privacy impact
assessments)

Your
organisation
maintains an
inventory of your
personal data
holdings

Your
organisation
maintains an
inventory of any
data flows (for
example, data
transfers to third
parties)
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RATING CRITERIA

The below criteria is for consideration when rating each organisation’s
response to PEA’s queries. These examples are for guidance only, and
PEAs may choose to adopt their own grading criteria.

Very Good

The organisation demonstrated that they have implemented the
essential elements of accountability into everyday business practices
and policies (as broken down into common indicators).

Examples of good practice may include:

The organisation maintains a data privacy framework (consistent
with legal requirements) which has become embedded into everyday
practices.

A data protection officer / privacy officer has been appointed, and/or
there is someone at a sufficiently senior level responsible for privacy
governance and management.

Regular data protection training is given to staff (this would include
training for new starters and refresher training for current
employees).

The organisation conducts regular self-audits, and regularly reviews
its performance in relation to data protection standards.

The organisation demonstrated that they maintain a clear privacy
policy, which is easily accessible to customers and the general public.
The organisation demonstrated that they have a documented
incident response procedure, and has steps in place to notify
affected individuals and the regulator.

The organisation maintains an incident log which is regularly kept up
to date.

The organisation has policies and procedures in place to respond to
requests and complaints from individuals, and other external
enquiries (such as the regulator).

The organisation has a documented processes in place to assess the
risks associated with new products, services, technologies and
business models (for instance, it conducts privacy impact
assessments for all new projects).

The organisation maintains an inventory of the personal data held by
them and records data flows.
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Satisfactory

The organisation showed some evidence of having implemented the
essential elements of accountability (as broken down into common
indicators), into business policies and practices, but they are lacking in
some aspects and require improvement.

Examples may include:

The organisation is either in the process of implementing a data
privacy framework (consistent with legal requirements) or they have
a partial framework which they aim to implement into everyday
practices.

A data protection officer / privacy officer has been appointed, but
there is nobody at a sufficiently senior level responsible for privacy
governance and management.

Some data protection training is given to staff, but the organisation
may fail to give refresher training, or only provides training for some
employees.

The organisation shows evidence of having conducted self-audits
and reviews its performance in relation to data protection standards,
but reviews should be more thorough and/or held more regularly.
The organisation demonstrated that they have a privacy policy, but
this may not be easily accessible to the general public, lacking key
principles of data protection, or outdated.

The organisation has some measures in place to deal with privacy-
related concern and queries, and their ability to appropriately deal
with a data breach was satisfactory, but may lack some essential
steps and requires improvement.

The organisation indicated that they records incidents, but may fail
to keep this up to date, or fail to have set processes in place.

The organisation shows some understanding of the importance of
assessing risks associated with new products, services, technologies
and business model, but may not have a written process and
requires improvement.

The organisation has some understanding of the sort of data they
hold, but fails to maintain an adequate inventory of the personal
data held by them and/or record data flows.
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Poor

The organisation was not able to show any understanding of the
practices which form the essential elements of accountability (as broken
down into common indicators).

The organisation demonstrates little to no understanding of privacy
frameworks necessary in the everyday course of business.

No data protection officer/privacy officer has been appointed.

No data protection training is given to employees.

The organisation does not monitor it performance by conducting
reviews of its adherence to data protection standards.

The organisation does not have a privacy policy.

The organisation has no measures in place to deal with privacy
related concerns or queries, and/or is unequipped to appropriately
deal with a data breach.

The organisation does not record or log incidents/breaches when
they occur.

The organisation demonstrates little to no understanding of the
importance of assessing risks associated with new products, services,
technologies and business model.

The organisation has little to no understanding of the sort of data
they hold, and fails to maintain an adequate inventory and/or record
data flows.
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