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50.3. FHZCZRIAFER|— L4155 36 K 37 Efralt » Android F2—&E45¢ -
{5 AT AERR A 4 BE_ERYERL - i 10S Fe (IR R/ DR E
REEIFF BRI =R R ATREIR - A - T30 T HAYRL
& 1 By Android flvA CilE ATERHHEEHUE LI EER - NAE
£ THEIR , HRVHERE ) [FRFEST RS E 2 & i A U
EMIEER - 220 " RAV I ESE y B - M ISR
R H EEE TR E L L BB -

2! 552254 http://www.pcpd.org.hk/tc_chi/resources_centre/publications/guidance/files/Mobileapp_guide_c.pdf
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s B
B E

51 S@AHIRE (RIBECREH) MIZREE (60 [y 27 () ok (i
S AOUTHE SR 45%) o BEASERTAIZ ARG R - (IR R 28
DB EL T SRS R R B S A5

52. &R [ 33 FUAfRHt (RRECREY) iEAIgEER A Miif e 2miE (5
R34 -

10 {23 (30%) | ZAe U A TR I AR & 40 ] (5 ket

11 {EEF(33%) FARRERNA e DAl & 1 i S dn{mr (o &k
10 {EFEF(30%) HAER TR AR RER - & NI s
e HH AT EERAYEN -

53. 60 {EfEx\TA 34 E (57%) FRURNTIERES KA 30 {# (50%) #4577
A BERARUB =3 (P 48nt) R = w12 205 25 rh B ax 1Y IR = &
A o B BHE A rREE R A FITF R &G T RIEAVIEIL T - A ELE RS
HEF B ST R e 241 ~ BCETLHFE AR R K BiE 0 > UfEHREHZ
H o EEREEREEHE SR I = A ERRBEEE - B AR S TLUEEA
ERLRIRE - A E R B EM AR M MESEERES - I
AV EHZSFEER -

54.  HHRRaERAERE ROBIANE - KERIHES (85%) (IR TAE B AL 1%
AHEEERE (BIAN(sE SRR R & v il ~ slas B A dar ascnles ~ e r & ~ F
PN AR = R RN SR ) T T 0L RokE Y 1B Bl R EITHAE - BEF AKX
E R ERERE A 31% -

55. HE L > KEEAALHRMLEEWERAGSRAR HTELEATE
e UL PR Z A RANE R -

56. R AFESREAPIEm oM HEEWHER (REEREN) > &
R AR MM s E L~ (EH - (R oy EEEER - LT REE
- AEEFEAFERE2EAZ LR (FEEREEAENRETEITHIE
51) K (PREEMEAZRIFAR © REEAREMEEREBEAEL) “EhH
ok > LU T FEAN{AIBH & ORIERLRRAVAZ S -

22 =25 59 http://www.pcpd.org.hk/chinese/publications/files/apps_developers_c.pdf
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L) i)

57.  AFEHIHFEEL Android 7 ZECEASAVIE SR LR REE TR, HEA
% - #EAILRIEAE Android 4.4 (ECEE#ThA ) EHCE LR > HERHE E=57
P2k A FURR AR Android S5 A H (31 F SE BT 2 Android 4.4 > LRI
ARG B AR B EE B -

58. &R ANFHEER Google HEIFHMERIFE (o AE(L(T Android Fi
K EARGHOF RIS EA G GEAUHLECRENE - IINAE IR =
RS Android %5y SEECIRAGHIBURE RN -

RETETAOIT

59.  AFHBLEERRLEWEEN TRV E ) BARME 58 5
R 2 Y (RLRBERE ) -~ SRR R AT AT R G I LLEE)
R AU Android FAEHYE LT EEF -

60. R NFEREAFIEESE T WK E ) AR AR 0 T
B 2% R 0] DLOR AL R AV RS FERIET 2 (RRBBUREW ) - AN R GE
Android FZR A FHE A GE TP (E B = RHEEUE P77y (G Android 1Y
sca e A e A JEIR G A R i 4 B BV ) o B KRR A B 5
PR [E —sat R - DU E AR EA BRI ORE -

2 5k 2014 4E 12 H 1 HAE Android 3545 (https://developer.android.com/about/dashboards/index.html) _F-75-
HIRHE -
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Fifsk A — BERERIER

WY Android F25 (AT Ay 2014525 F 12 HEHWHEE R TEHE)

T | BEE L2l B A A | TEHEE
Y 6 JR L myTV 3.0.6 | 1,000,000-
k=4 5,000,000

16 A EH StudioKUMA Call Filter 4.22 1,000,000-
JINBEAR B A 5,000,000
29 JikdE A | KMB & LW 2.2.1 | 1,000,000-
5,000,000
35 TH Octopus /\ £ 3.0.1 | 1,000,000-
5,000,000
39 Jifk#iE fz At | MTR Mobile 6.2.1 | 1,000,000-
5,000,000
60 WEIBIREE | SRR 2.22 | 500,000-
1,000,000
62 QAL HK Radio &y &1k 1.3.8.1 | 100,000-
500,000
72 PN HK District Weather 1.96 500,000-
EAMER R 1,000,000
74 iRHE e A | CitybusNWFB i 1.5.1 | 500,000-
1,000,000
75 JiE3=3 Hong Kong Mahjong Club 2.79 1,000,000-
G R B () 5,000,000
77 TE. OFCA Broadband Performance 2.0.1 500,000-
Test 1,000,000
RS R A TN
G2
100 4Bk | Hong Kong Movie & B8 1.29.1 | 500,000-
1,000,000
108 gt | fmEeER 1.2.1 | 500,000-
1,000,000
110 AL Hong Kong Toolbar 255 | 500,000-
1,000,000
113 K& TS Price.com.hk (F-f# 1.31 100,000-
FR) 500,000
114 AR | FHESNEE (Mark Six) 4.1 1,000,000-
5,000,000
116 Hrigegst | RTHK On The Go 1.3 500,000-
1,000,000
131 HA&g HSBC Mobile Banking 1.5.5.0 | 1,000,000-
5,000,000
137 R Money18 Real-time Stock Quote 1.7.1 | 500,000-
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i i A | TEHEE
1,000,000
141 BOCHK & & 4.4.3 | 100,000-
500,000
159 F N 2.1.3 | 500,000-
1,000,000
165 Haf 2.91 | 100,000-
500,000
167 UA Cinemas — Mobile ticketing 2.9 500,000-
UA Cinemas - UA [EL[7E F-14 1,000,000
TEAR A !
180 now player 3.8.2013 | 500,000-
now [ 51 6 1,000,000
39 Moon+ Reader Pro 251 100,000-
AR K TN EESERR 500,000
13 KB RER (CEIRERR ) 1.13 | 10,000-
50,000
23 Ay — [5f] 5.1.4 | 500,000-
1,000,000
28 MR 3.0.2 | 100,000-
500,000
55 AR E =R 1.8.8 | 100,000-
500,000
58 A A 2.9 100,000-
500,000
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HEEBEH iPhone #25( (DAT A 2014 4£ 5 H 12 HEHETHRS )

TR e | =2 L=l B %
EFY 8 K&, MyObservatory IR X & 42.1
R

9 By myWorldCup 1.0.1
15 SR PARKNSHOP 1.4
33 TEIEK B (ZBEKAN) BRSSO 301
41 i 85 Ffef1y-7e & Call fy+- App 1.2
42 Jiidica HKTaxi &1+ 2.0.2
68 HREE EIEHBICER] ~ 280 - B 201
gt - I~ )
69 e TT%.7F 5] Genki Sushi 2.4
71 e WhatsCap - & FH¥f [ > $55€ CAP 1.1
» NREE
2 e W EM 1755 Itacho Itamae Sushi 1.2
76 e OpenRice Hong Kong G &k 4.0.11
79 e OpenSnap:Food Photo 1.1.4
Album+Nearby Search
FRERAHSE: S5 E S+ I
=
81 il HE BN 314
82 HRLE & {F up 1.0
2| 31 e = A e P o ] 131
g \ .
33 ¥ Hong Kong Taxi Translator 3.0

A E R 3 TEIEK L 2 3% 5.03

7 i3 Efun-tis (% (= 2 R IERR 1.8.0
20 HEIER NBA 22 [%-T-Mac {#5 3.0
24 IEEL -+ Online 1.3.7
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HATHS & gl BEALHE &N
30 i34 RS- E RN 2.02.04
34 1Y KFPEHE-3D (B . KRIKE 1.09.01
35 I Efun-fiEins T 2.7.0
40 i34 ) 1.0.5
41 1Y Efun- Rk 1.4
43 it BE-RZ1A8 1.4.1
47 i SCMP Mobile Edition F5# F#F 2.0.2

ThK
7 it 3 ELIAHRE 2 -GBS 1.14
84 1Y KBS TR (=B 4.2.01
91 W RO MT Zpy 3.5.4
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GPEN Privacy Sweep 2014 —Sweep Form

BASIC INFORMATIOMN
App name App seller f data controller Platform Tablet/phone Free/Paid (if paid, how much?)

PRE-INSTALLATION METRICS
Age [content rating Category Country of Data Controller

PRE-INSTALLATION COMMUNICATIONS — Please answer all applicable guestions with ¥/N

. . . If o policy in the app marketplace listing: Does the privacy policy speak specifically to the app’s collection,
. th:: E; pm{??“ﬂ“i’?;“”ame on the: apyr's Is there a privacy policy available on the data use or disclosure of personal information (as opposed to the
marketplace listing? (Y/N) controller's wehsite [Y/M)? data controller's practices, more generally)?*

PERMISSIONS — Please answer all applicable guestions withY/N | If the app does not ask for any permissions, please write ‘None’ here:
Location | Contacts | Calendar | Microphone | Camera | Device identifier | Accessto other | SMS Call Other
(IMEI, etc.) acCounts Log [specify)

Does the app ask for the permission? (If
M, do not answer the below)®

Does the app explain how it collects,
uses and discloses personal data
associated with the permission?*®

After completing your sweep, does the
permission exceed that which you
would expect based on the app’s
functionality #*

POST-INSTALLATION COMMUNICATIONS — Flease answer all applicable guestions with ¥/M

If ¥, is the privacy practice information therein
consistent with the policy you saw before
installing the app (Y/N)?

Do the in-app communications appear to be tailored for the
‘small screen’ (pop-ups, etc.) (Y/MN)?#

Is there a link to the privacy policy within the app
(Y/N)?

OTHER POST-INSTALLATION METRICS

If log-in reguested: Are you asked to create a new account, login to

2 = 2 = : 2
e e Ll Ll L an existing account (Google, Facebook, etc.), or given both options?

H LB S £



144

COMCERNS [Based on sweeper's assessment)

INDICATOR 1. The app fails, Which 3. After completing Does the app 5. Owerall, the app fails to explain the permissions
prior to pErmMissions your sweep, do fail to tailorits and how it collects, uses or discloses the
installation, to does the app pErmMIissions privacy associated personal data?
explain how it will request? exceed that which communications
collect, use or you would expect for a ‘small {Answer to the belowis0, 1, 2 or 3)
disclose personal based on the sCreen’®
data? app's M/A = App does not collect personal information.

functionality? 0= Mo privacy information, other than permissions.
1 =Privacy information not adeguate; sweeper does

Answer:Yor N List (or refer to Answer:Y or N Answer:Y or N not know how information will be
above) {and list collected/used/disclosed.

permissions of 2 = Privacy information somewhat explains the app's

Concern) collection, use and disclosure of personal information,
however, sweeper felt that guestions remainwith
respect to certaim permissions.
3 = Privacy information clearly explains how app
collects fuses/discloses personal information; sweeper
is confident in his/her knowledge abowt app's
practices.

Response Answer:

List:

MNote: Answers

based on

guestions noted

on Sweep Form.

Comments - Any positive observations identified during the Sweep—
whether related to the questions or not

Anyconcernsidentified during the Sweep —whether related to the questions
or not




fif$% C — 72X, File Explore 7 [5] Android frA = v PAFIHETE

DUT I8 ~2 = File Explore 7£ Android4.3 J 4.4.2 fjiiASH o] DIGEHHY A [E]

&t

Android 4.4.2 fr4

S¢

Android 4.3 fg 4

S0 & O L =N 1] @ %, < 4 10:52

2R T S AR AR AT
FERR

— File Explorer —. File Explorer

. 1eeds access to o needs access (¢
File Explorer does not require any File Explorer does not require any
special permissions. Learn More special permissions. i

»b Google play ACCEPT ’)‘ Google play ACCEPT

EAWEH

Android version: 4.3 Android version: 4.4.2
GT-N7105 GT-19505
samsung samsung

Show Folders/Files Show Folders/Files
Show Pictures Show Pictures
About me About me
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Android 4.3 fi 4

B T LB

16
'

File Explorer

[firmware
/preload
/factory
/sdcard
/storage
/config
/cache
/acct
/vendor
/d

/etc

/data 2

Jsdeard SCPFIETT LI T EORT

File Explorer
/sdcard/S Note
/sdcard/Samsung
/sdcard/Android
/sdcard/.face
/sdcard/Music
/sdcard/Podcasts
/sdcard/Ringtones
/sdcard/Alarms
/sdcard/Notifications
/sdcard/Pictures
/sdcard/Movies

/edrard/Nownlnad

/system/bin SZ{AEA] LUERETE
it

£ File Explorer

/system/bin/ATFWD-daemon
/system/bin/abcc
/system/bin/adb
/system/bin/am
/system/bin/app_process
/system/bin/applypatch
/system/bin/at_distributor
/system/bin/atrace
/system/bin/auditd
/system/bin/bttestd

/system/bin/bttestintf

/euetem/hin/clatd

10:26

Android 4.4.2 fg A&

File Explorer

/persdata
/preload
/knox_data
/sdcard
/persist
/storage
/efs
/config
/cache
/acct
/vendor

/d

:Z| File Explorer

:| File Explorer
/system/bin/ATFWD-daemon
/system/bin/PktRspTest
/system/bin/StoreKeybox
/system/bin/drsd
/system/bin/adb
/system/bin/am
/system/bin/app_process
/system/bin/applypatch
/system/bin/at_distributor
/system/bin/atrace
/system/bin/bintvoutservice

/svstem/bin/bmar
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LC

/sys/block/ram0 2 {4~ A& 5] DLEE <
&R}

Android 4.3 fg A&

46

+:i| File Explorer

/sys/block/ram0/uevent
/sys/block/ram0/dev
/sys/block/ram0/subsystem
/sys/block/ram0/range
/sys/block/ram0/ext_range
/sys/block/ram0/removable
/sys/block/ram0/ro
/sys/block/ram0/size
/sys/block/ram0/alignment_offset
/sys/block/ram0/discard_alignment

/sys/block/ram0/capability

/eva/hlack/ramn/atat

R A IEURAHE A

/storage/emulated/0/DCIM/
.thumbnails/1416975666289.jpg

/storage/emulated/0/DCIM/
.thumbnails/1413111339049.jpg

Android 4.4.2 fg A&

File Explorer
/sys/block/ram0/ro
/sys/block/ram0/bdi
/sys/block/ram0/dev
/sys/block/ram0/size
/sys/block/ram0/stat
/sys/block/ram0/power
/sys/block/ram0/range
/sys/block/ram0/queue
/sys/block/ram0/discard_alignment
/sys/block/ram0/subsystem
/sys/block/ram0/ext_range

/svs/block/ram0/slaves
= @ 45 .d74% @ 10:32

£33 File Explorer
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