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Leveraging Artificial Intelligence for a
New Digital Privacy Era

Welcome to the 2024-25 Annual Report of the Office of the
Privacy Commissioner for Personal Data (PCPD). The year
covered by this report was defined by the dual themes of
Al — Accomplishments and Impacts, as well as Artificial
Intelligence (Al).
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The accomplishments and impacts can be seen through
our work over the year, during which we achieved record-
breaking results in compliance actions and proactively
commenced investigations into multiple high-profile cases,
demonstrating our commitments to enforcement actions
and zero tolerance of breaches of the Personal Data (Privacy)
Ordinance (PDPO). In the face of escalating data security and
cybersecurity risks, we successfully launched a multitude
of data security initiatives to drive home the importance of
safeguarding data security in this new digital privacy era.

In the realm of Al, our initiatives have created impacts
both locally and globally. We published the city’s inaugural
model personal data protection framework for Al to steer
Hong Kong’s industries and organisations towards the
responsible protection of personal data in using Al, while
spearheading efforts to strike a delicate balance between
innovation and security in Al among global privacy or data
protection regulators.

This Annual Report reflects the long-standing values of
my Office that shone through the year — a year marked
by determination and growth as a reformer for the PCPD,
showcasing our drive to proactively identify, respond to and
steer changes in the rapidly evolving digital landscape.
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P EBE3ASORIEHRER
Received 3,450 complaints;

P REE370%R K] ER
Handled 370 doxxing cases;

g EHI134KHASL
Commenced 134
investigations;

P EE207 FERINREW
A
Received 207 data breach
notifications;

g EHE18381RAREN
Received 18,381
public enquiries;

g E1TA4A3RERITH
Conducted 443 compliance
actions;

g EH88AAEREL :
Initiated 88 criminal
investigations;

Notable Figures in 2024-25

As the guardian of personal data privacy, we are dedicated to
upholding the protection of individuals’ personal data privacy
by fulfilling our responsibilities on all fronts in 2024-25. During
the reporting year, we:

P ERER0X\FITENNHF21A
Mounted 20 arrest operations and arrested
21 persons;

P Eme2RFEMR ;

Issued 62 media statements;

P ER225RERER
Responded to 225 media enquiries;

P FIEREEMT 3,024 HAREERETIEN
FARFE
Noted 3,024 news reports relating to the PCPD's
work across various media channels;

P HBEAFH344610 NXABALREEAS
EN
Logged an average of 344,610 visits to the PCPD’s
website each month;

P RERERBER67IRMN : &
Published 671 social media posts; and

P $£1557,900 NR2MILEEZEERENHBE -
B R TIES -
Recorded 57,900 attendances at the PCPD’s talks,
seminars and workshops.
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Highlights of Our Work in 2024-25

As with previous years, my Office spared no effort to take
enforcement actions. Effective from 8 October 2021, the
Personal Data (Privacy) (Amendment) Ordinance 2021 has
empowered the PCPD to adopt a holistic approach that
has been instrumental in streamlining and expediting
enforcement and prosecution actions against doxxing cases,
as highlighted by the outstanding results we accomplished
over the year.

When compared to the 2022-23 reporting year (i.e. the first
year after the commencement of the new anti-doxxing
regime), the number of doxxing cases uncovered by the
PCPD's proactive online patrols dropped by 92%, from
841 cases in 2022-23 to 65 cases in the reporting year. The
number of doxxing complaints also decreased by 55%, from
676 to 305.

Furthermore, we initiated 88 criminal investigations and
mounted 20 arrest operations, resulting in the arrest of 21
individuals. By serving cessation notices on online platforms
and removing as many as 3,482 doxxing messages, we
achieved a very satisfactory removal rate of over 98.3% of
doxxing messages.

As regards our work on complaints handling and compliance
actions, we released multiple investigation reports during the
reporting year, including one covering investigation findings
on the operation of a cryptocurrency project in Hong Kong,
and another regarding the act of placing “blind” recruitment
advertisements on an online recruitment platform by eight
organisations. In addition, we published our flagship report
titled "Privacy Protection in the Digital Age: A Study of the
Collection of Personal Data by 10 Online Travel Platforms”
in November 2024 after reviewing the collection and use of
personal data by 10 online travel platforms commonly used
by citizens in Hong Kong.
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As the 21" century ushers in an era of digital transformation,
we are simultaneously witnessing data security threats
ramping up and becoming more intricate, both domestically
and internationally. Safeguarding data security is critical
for both upholding personal data privacy and driving a
sustainable digital economy. Throughout the reporting year,
we adopted a multi-pronged approach characterised by
diverse initiatives and collaborative engagement to promote
the importance of safeguarding data security across different
sectors. These efforts included offering data security tools,
launching awareness programmes and collaborating with
industry partners.

In particular, owing to the upward trend in data breach
incidents, particularly those involving schools, non-profit-
making organisations, and small and medium-sized
enterprises, we launched the “Data Security” Package,
providing free quotas for participating organisations to join
our professional workshops and seminars upon completion
of an assessment by the “Data Security Scanner”, which
assesses the adequacy of their data security measures.
Organisations can also access relevant information and seek
assistance via the “Data Security” thematic webpage and
the "Data Security” Hotline provided by us to better equip
themselves against cybersecurity threats.

Beyond equipping industries with tools to proactively
prevent data breaches, we organised various promotional
activities, including the flagship event “Privacy Awareness
Week 2024" under the theme “Safeguard Data Security -
Safeguard Privacy” in May 2024. In addition to organising
seminars on data security and conducting in-house training
sessions for different organisations, we also strengthened our
collaboration with the industry to create synergy in promoting
data security.
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Promoting Al security has always been a priority for my Office.
Building on prior success in publishing the “Guidance on the
Ethical Development and Use of Artificial Intelligence” in 2021
and the “10 TIPS for Users of Al Chatbots” leaflet in 2023, we
timely issued the “Artificial Intelligence: Model Personal Data
Protection Framework” (Model Framework) — one of the first
leading guides on Al in the privacy landscape in the Asia-
Pacific region — in June 2024, and the “Checklist on Guidelines
for the Use of Generative Al by Employees” (Guidelines) in
March 2025. This year was marked by intense discussions
on generative Al and ongoing debates about balancing
innovation and safety. The Model Framework provides
internationally recognised and practical recommendations
and best practices, with a view to assisting organisations in
procuring, implementing and using Al, including generative
Al, in compliance with the relevant requirements of the
PDPO, while the Guidelines focus on assisting organisations
in developing internal policies or guidelines on the use of
generative Al by employees at work.

Since the publication of the Model Framework, it has
garnered widespread recognition and support across various
sectors of the society. My Office has won the “2025 Hong
Kong Public Sector Initiative of the Year — Regulatory” award in
the Asia Pacific GovMedia Conference & Awards for the Model
Framework. This international accolade underscores the high
reference value and impacts of our published guidance both
locally and globally.
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My Office commissioned the Hong Kong Productivity Council
to conduct a survey on cyber security readiness and released
the results of the "Hong Kong Enterprise Cyber Security
Readiness Index and Al Security” survey in November 2024.
The survey revealed that a significant majority (around 70%)
of the surveyed enterprises perceived that using Al in their
operations posed significant privacy risks. This underscores
the need for organisations to adopt appropriate guidelines,
such as my Office’'s Model Framework, to mitigate privacy risks
associated with the implementation of Al

The surge in Al-related risks has become a pressing global
issue. In response, my Office has stepped up to the plate,
joining forces with international partners. Since October 2024,
we have taken on the role of co-chair in the Ethics and Data
Protection in Artificial Intelligence Working Group under the
Global Privacy Assembly (GPA). Since the GPA is a leading
international forum for over 130 privacy or data protection
authorities worldwide, this marks a significant milestone
in our active participation in the discussions on global
Al governance.

As my Office remained the co-chair of the International
Enforcement Cooperation Working Group of the GPA, we
continued to look into the worldwide data scraping issue,
including mass extraction of personal data online for training
Al models. Riding on an initial joint statement from August
2023, my Office and 15 other privacy or data protection
authorities around the world issued a concluding statement
to major social media platforms and public websites in
October 2024, providing the industry with further guidance
on protecting personal data against unlawful data scraping.
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ER B (R E Moving with the Times in

¥E RS FL S (R = Promoting Privacy Protection

BN ERHRIEE B B EE - fLFE  Given the dynamic nature of the personal data protection
HEANEMHERE I EZRERS landscape, our promotional efforts must also adapt and
" - HEREEE - Hf o AFBTEE  advance. In particular, we have constantly refined our anti-
LB SRS (ERBE - LAFES THT )RS  fraud promotional efforts to keep pace with evolving
HIPkEL - BlanALFEEBEREZA L  challenges, such as the emergence of Al deepfake scams. In
IR o fE2024-25FF - VB E 202425, we continued to reach out to the community by
HHE  EAEREETES - EWN  broadcasting anti-fraud videos on social media platforms,
BER IR IR EE S - EERE  housing estates and hospitals, organising anti-fraud talks
M RERE - WA FKEI R EFE  at schools and visiting the elderly during the Mid-Autumn
EifRzp [ KR! a5 Festival and Christmas periods to enhance anti-fraud
BREH MmN EAZH (55  awareness, featuring our“Six Tips to Prevent Fraud”
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Facilitating Cross-boundary Flows of
Personal Data within the Greater Bay Area

Recognising the crucial role of cross-boundary data flows in
driving the development of Hong Kong as a data centre and
fostering the development of digital economy within the
Guangdong-Hong Kong-Macao Greater Bay Area (GBA), my
Office has continued to work closely with the Hong Kong
Government and Mainland authorities to facilitate the safe
and orderly cross-boundary flows of personal information
within the GBA during the reporting year.

With the extension of the facilitation measures of the Standard
Contract for Cross-Boundary Flow of Personal Information
Within the Guangdong-Hong Kong-Macao Greater Bay
Area (Mainland, Hong Kong) to all sectors in Hong Kong
in November 2024, we enthusiastically engage in different
publicity and educational activities to further promote the
adoption of the facilitation measures across industries and
sectors.
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This Annual Report covers an unprecedented period in
human history marked by the rise of Al as the "new electricity”.
This transformative era has brought challenges to all of us,
and my Office was of no exception. Looking ahead, we would
continue to proactively identify, respond to and steer changes
in the constantly evolving digital privacy landscape. We would
strive to embrace the role of a reformer in our innovative
journey, seeking to facilitate the high quality development of
the Country and Hong Kong while safeguarding a high level
of security, including data security and Al security. In tandem,
we would continue to promote the building of a harmonious
society that respects personal privacy for the betterment of
the society, a society that emits the dazzling radiance of the
Pearl of the Orient.

Last but not least, | wish to extend my heartfelt gratitude to
the Constitutional and Mainland Affairs Bureau of the Hong
Kong SAR Government, as well as members of my Office’s
two advisory committees, the Personal Data (Privacy) Advisory
Committee and the Standing Committee on Technological
Developments. Their unwavering support has been integral
to our continuous accomplishments and impacts. | would also
like to acknowledge and thank the dedicated professionals of
my Office for their exceptional contributions. Their collective
expertise, coupled with tireless commitment, has been of
profound benefit to the public good.

Let us Embrace the Role of a Reformer to
Usher in a New Digital Privacy Era.

Ada CHUNG Lai-Ling, SBS
Barrister

Privacy Commissioner for Personal Data
September 2025





