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Vision, Mission & Values
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Vision

To develop and promote a culture of protection and
respect for individual’s privacy in relation to personal data.
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Mission

® To promote the protection and respect for personal
data privacy through publicity and education

@® To facilitate lawful and responsible use of personal
data by providing guidance and best practices

® To monitor and supervise compliance through
effective enforcement

® To maintain the efficacy of the regulatory regime
through continuous review and enhancement, taking
into account global standards for the protection of
personal data privacy
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B{E Values

- §-) Respect

o BEEMAMNBAAERTLE » Respect others’ personal data privacy

H Integrity

o TTERIEFEE ® Acting fairly and professionally

-1E Innovation

o RELBHY  HEHEENER » Embrace technological, social and economic
developments

Bir Independence

o B BAT A E g » Independent from the Government and other bodies

= Excellence

o BNHiERFEKERESELE ® Striving for the best results and highest standards
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Privacy Commissioner’s
Message
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I have much pleasure in presenting to you the Annual
Report of the Office of the Privacy Commissioner
for Personal Data (PCPD) for the year 2021-22.
Undoubtedly, the reporting year was a hectic yet
eventful year with a wide array of developments in
the privacy protection landscape both locally and
globally. The passage and implementation of the
Personal Data (Privacy) (Amendment) Ordinance 2021
(Amendment Ordinance) in the year not only heralds a
new era in the regulatory regime for the protection of
personal data in Hong Kong, but also drives the PCPD
to another major milestone in its history.

ERR
Ada CHUNG Lai-ling

BARHILBER

Privacy Commissioner for Personal Data
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2021-22 FFE R EE B ZF Key Figures in 2021-22

ERBAERLBHNTEE  RMAR221-22FEEEES T HBTHRELTHERED - U
HE BRIEBHEAEHLBHRE -EREFER - RF:
As the guardian of personal data privacy, we strove to continue promoting, ensuring
and upholding the protection of personal data privacy by discharging our powers and
functions on all fronts in 2021-22. During the reporting year, we:

D #3368 RIFFMESR D 853272 NRLBAEN TEEE
Received 3,368 complaints; WHERTENEEREFEAERE ;

Saw 2,742 news reports relating
to PCPD’s work being published on
various media channels;

D 2188 AF1H155901 AR BEFLEL

D EE1351RERIER
Handled 1,351 doxxing cases;

D BR%RHAE;

Initiated 96 investigations;

EHFIE
D EE1RETEHIMNBESER ; Recorded an average of 155,901 visits
Received 142 data breach notifications; to the PCPD’s website per month;
D BE16,URAREN ; D RUREWBR296BH; &
Received 16,944 public enquiries; Published 296 social media posts; and
D ETIBRERESE ; D $#1832,794 KRB MABAB KB -
Carried out 373 compliance checks; MEHRIES > EmmRyEAE
B (FAR) R B KR RBARED) HIE R K
D BB RMERE ; B o

Initiated 65 criminal investigations; Reached out to 32,794 persons at

O BHBEHERE ; PCPD’s talks, seminars and workshops
Issued 33 media statements; to enhance understanding of and
compliance with the Personal Data

D EE14REREN (Privacy) Ordinance (PDPO).

Responded to 144 media enquiries;
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Highlights of Our Work

In 2021, my team and | were heavily engaged in
supporting the Secretary for Constitutional and Mainland
Affairs, as we put forth concrete legislative proposals to
amend the PDPO in a bid to combat doxxing behaviour,
and in the subsequent legislative process. In parallel, we
spared no effort in preparing for the implementation of
the new regulatory regime including the establishment of
a dedicated criminal investigation team, the formulation
of investigation and prosecution policies and procedures,
new workflows and procedures to issue cessation notices
to remove doxxing messages, and the preparation of
guidance materials, specimen forms and the like.

Thanks to the unstinting efforts of all parties involved,
and, in particular, the generous support of the
Government and members of the Legislative Council,
the Amendment Ordinance was enacted, and came into
effect, on 8 October 2021.

| am pleased to report that thanks to the hard work
and perseverance of my team, we managed to achieve
a seamless transition to the new regulatory regime
last year. To this end, my colleagues and | are also
indebted to Hong Kong Police and the Department of
Justice for their staunch support in the entire legislative
process, and for their advice and arrangement of
necessary training for my office in our preparation for
the assumption of our new roles and duties under the
Amendment Ordinance.
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| am particularly proud of the concerted efforts of my
colleagues. Together, we sowed the seeds for initiating
65 criminal investigations as of March 2022, within
a period of around five months from the enactment
of the Amendment Ordinance, followed by a swift
issuance of 602 cessation notices to 13 platforms which
involved 3,110 doxxing messages for the same period.

Regulatory overhauls are not confined locally. The
Personal Information Protection Law (PIPL), the first piece
of legislation on the Mainland dedicated to protecting
personal information, came into effect in November
2021. To help the general public and businesses in
Hong Kong better understand the regulatory regime for
the protection of personal information on the Mainland,
the PCPD published a booklet entitled “Introduction
to the Personal Information Protection Law of the
Mainland” within three weeks after the PIPL came into
effect. As part of our educational efforts, | also hosted
a webinar on the subject with renowned scholars and
practitioners from the Mainland appearing as guest
speakers, met with relevant stakeholders to understand
their needs and concerns, and published various articles
to highlight the requirements under the PIPL on the
transfer of personal information out of the Mainland.
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During the reporting year, Hong Kong continued
its uphill battle against the COVID-19 pandemic.
Addressing any lingering doubts and privacy concerns
arising from the anti-epidemic measures naturally
became another priority of our work. To that end,
we issued, for example, the “Guidance for Employers
on Collection and Use of Personal Data of Employees
during COVID-19 Pandemic” amid the fifth wave of the
pandemic. We also issued advisories appealing to the
public to take proper measures to protect their personal
data when they worked from home and to pay extra
caution when they registered for various lucky draws for
the vaccinated population.

Given that the Vaccine Pass arrangements made by
the Government sparked some concerns over the
protection of personal data privacy and security of data,
we looked into the Vaccine Pass in terms of its design
and functionality. Following our assessment, we assured
the public that the operation of the Vaccine Pass was in
line with similar measures taken on the Mainland and
other parts of the world, and also in compliance with
the requirements of the PDPO.
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The PCPD, like any of its counterparts around the globe,
has been racing against time to address the thorny
issues brought about by technological advancements.
One of those which we highlighted and addressed in
the year was the privacy and ethical risks caused by
artificial intelligence (Al) — a game changer in our times.
As the use of Al has been gaining momentum in Hong
Kong, we issued in August 2021 the “Guidance on the
Ethical Development and Use of Atrtificial Intelligence”
to help organisations understand and comply with the
relevant requirements of the PDPO when they develop
or use Al. In line with international standards in the
field, organisations are recommended to embrace
three fundamental Data Stewardship Values and seven
ethical principles when they develop and use Al. We
believe that the healthy development and use of Al will
contribute to making Hong Kong a technology and
innovation centre and a world-class smart city.
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It is beyond dispute that socio-technological
developments have posed unprecedented challenges
to personal data privacy and impacted people from
all walks of life. Whilst each and every one of us is
tasting the fruits brought about by technological
advancements, the extensive use of online social media
and video teleconferencing (VTC) software also comes
with privacy risks in terms of excessive collection,
retention and unauthorised use of personal data, as
well as mounting concerns on data security. In the wake
of the changes in the terms of use of a major instant
messaging application and several high-profile data
breach incidents allegedly involving various social media
platforms in early 2021, the PCPD issued the “Guidance
on Protecting Personal Data Privacy in the Use of
Social Media and Instant Messaging Apps” in April
2021, followed by a series of publicity and education
campaigns on the subject. In October 2021, my office
joined hands with five data protection authorities
from Australia, Canada, Gibraltar, Switzerland and the
United Kingdom in publishing a joint statement on
global privacy expectations for VTC companies. The
joint statement highlighted the good practices reported
by the major VTC companies in safeguarding personal
data when they provide their services, while reminding
the VTC companies of the possible areas of further
improvement.
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Looking ahead

2022-23 is set to be another challenging year for
the PCPD. While we will continue to enhance our
capabilities to enforce the Amendment Ordinance
to combat doxxing behaviour more effectively, we
will also be working closely with the Government in
carrying out a review of the PDPO, with a view to
formulating legislative proposals to further amend the
PDPO to incorporate the latest international norms and
regulatory practices. We will also continue to offer our
views and advice to relevant stakeholders on a myriad
of issues relating to personal data privacy, in support
of the development of Hong Kong into a technology
and data hub in the Greater Bay Area under the Outline
Development Plan for the Guangdong-Hong Kong-
Macao Greater Bay Area.

Last but not least, | wish to express my sincere gratitude
to the Government, members of the Personal Data
(Privacy) Advisory Committee and the Standing
Committee on Technology Development, and our
stakeholders, for their relentless support to our
work. | am also indebted to all my colleagues, whose
professionalism, devotion and perseverance have
contributed to the successful transition to the new
regulatory regime.

Together, we will scale new heights in the privacy
protection landscape.

Ada CHUNG Lai-ling

Barrister
Privacy Commissioner for Personal Data
September 2022
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One Year at-a-glance
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2021

4H1 Apr
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Issued “Guidance on Protecting Personal Data Privacy in the Use of
Social Media and Instant Messaging Apps”

2021

5H/ May

/

LB AEZ EMILER2020-21 FEEERE B RTE [ £ 5]
The PCPD’s various websites received “Gold Award” in the Web Accessibility
Recognition Scheme 2020-21 —_—

2020-2021 TRIPLE ) @[N]

web-accessibility.hk
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The Privacy Commissioner for Personal Data (Privacy Commissioner) and
Professor WONG Kam-fai, Associate Dean (External Affairs), Faculty of
Engineering of The Chinese University of Hong Kong, spoke at a webinar
on “Social Media and You”

B kA EERRRELEZEEMCGLEEIDNBRBETEFELR
EeRtEREEeeR

Secretary for Constitutional and Mainland Affairs and Privacy Commissioner
attended the meeting of the Legislative Council Panel on Constitutional
Affairs on proposed amendments to the PDPO

BRI BBNECAAEEREDNIBRE ///
Z

Launched a thematic webpage on the PIPL of the Mainland . =
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Privacy Commissioner attended the 55" Asia Pacific Privacy Authorities

(APPA) Forum, updating members on the Government’s proposals to

amend the PDPO to curb doxxing behaviour

2021 I 1

6 A/ Jun BWFEIAILER]  E8R
[ B Bt R IRIEALEE

PR' CY 21_27‘];Ug Launched the annual Privacy

AWARENEss WEEK /N Awareness Week with the theme

v - 2021 - Protecting Privacy in the Internet
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Launched “Student Ambassador for
Privacy Protection Programme — Partnering
Schools Recognition Scheme 2021” cum
“Mobile Game Apps Design Competition
for Secondary School Students”
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2021

7A1 Jul
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Privacy Commissioner met with representatives of the Asia
Internet Coalition to exchange views on the proposed

% _ amendments to the PDPO

2

~s

<




FLB2 2 EF R PCPD ANNUAL REPORT 2021-22

Q

2021

2021

KBI%'J&W#@%W%)%EE@M

EE#/\EJ_{ nT<<ﬂ:L\|§91|7k1§|J>>J//<
HEIREITRZRER L
A (2021 F 8 A& # (R
Ba)( SEDIGBIER)ZES
15:}'56

Secretary for Constitutional and
Mainland Affairs and Privacy
Commissioner attended various
meetings of the Bills Committee
in its scrutiny of the Personal
Data (Privacy) (Amendment) Bill
2021

BHCABRFRAATISRERIEE cwmeommm

Artificial Intelllgence <

¥Esl)
Issued “Guidance on Ethical Development
and Use of Artificial Intelligence”
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ERBEMBLAASEENEFPEAAERRSGNRERS
Released an inspection report on customers’ personal data systems of two
public utility companies

J

K
B THBEZE SRR ENREREAEN ZIFEBE R

IR ES QOGRRINERBEER - RERHEEER LHEE
Published a set of Frequently Asked Questions & Answers on “Understanding
the European Commission’s New Standard Contractual Clauses for Transfer
of Personal Data from EU to Non-EU Regions” and organised a webinar on
the subject

— B E IR R B KL R R T BB (R HHRE '
# E 508 % 15,000 7T =
An estate agent was convicted of and fined HK$15,000 for /

failing to comply with the direct marketing provisions under
the PDPO
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2021

10H/ Oct
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The Amendment Ordinance was
published in the gazette and came into
effect to combat doxxing acts that are
intrusive to personal data privacy
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MEREEREFAERIAEZE - TR E MR B 17 1F
Privacy Commissioner attended the 43 Global Privacy Assembly, appealing
for greater international collaboration

ERREBRM - MEX - EMER - BT REBRM A EEBHRIERE
HRBEER MERERQARRERKARNMLERE

Released a joint statement together with five data protection authorities
from Australia, Canada, Gibraltar, Switzerland and the United Kingdom on
global privacy expectations for VTC companies

EREFARL2019EREFERAD T 14HREHELBETEHD
REEBHNFAERE

Released an investigation report on security measures taken by 14
restaurants to protect customers’ information collected under the COVID-19
anti-pandemic regulations

’
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Privacy Commissioner explained
the Amendment Ordinance at
a public webinar on the subject.
With its re-run in December, the
two webinars attracted more than
1,300 participants

(i RS 4 F £
THE OMBUDSMAN'S AWARDS

MAaNEAEEEERERFE
BEari82021 | A A B
Two PCPD officers received the
Awards for Officers of Public
Organisations of The Ombudsman’s
Awards 2021

AR (B A S BRFER) 7)) MBF

Published a booklet on “The Personal Information Protection Law of the Mainland”
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2021

128/ Dec

{5015 643A) 15 - BITEEARERE T HEEAE R

Made the first arrest for a suspected doxxing offence, in which a male
was arrested for a suspected contravention of section 64(3A) of the PDPO
relating to “disclosing personal data without consent”

and use of artificial intelligence

EEELREFS6EEANRLEEER

EEAERERAALISRNBEEE
Privacy Commissioner attended the 56"
APPA Forum, advocating ethical development
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2022
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Published “Protecting Personal Data under
Work-from-Home Arrangements” leaflets
2022
1H/ Jan
o U )
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Released an investigation report on a data breach incident caused by a hacker’s
intrusion into the email system of Nikkei China (Hong Kong) Limited

4 N
HRUBKTE (FB) BRATNEBEFERZARNBERING

R TEREBAERE LK Rt eHNEBaERMNE
Established Anti-Pandemic Volunteer Team to contribute to the community’s
efforts to combat the pandemic

2022

3H/ Mar

BRIRME TLEkE

Donated anti-epidemic medical supplies to social welfare organisations

2H/ Feb
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A Yea r i n N u m bers (APRIL 2021 - MARCH 2022)

IS, 368/T\¢xpﬁ HES
Received 3,368 complaints

FRIR 1,351 R [EE B %
Handled 1,351 doxxing cases

96 142

PGS BRI RER
Initiated 96 AN B B R
investigations Received 142 data

breach notifications

N

373

HEITIT3RERES
Carried out 373
compliance checks

16, 944

16,944 RARE
Received 16,944 public enqumes
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65 33 144

RS AMERE i 33EFER Bl fE 144 RIEHKEH
Initiated 65 criminal Issued 33 media Responded to 144
investigations statements media enquiries

2,742

2,742 Q| EFLR AZE B TER AR ER T RNE KT o e
2,742 news reports relating to PCPD’s work were published on
various media channels

155,901

Bk15 8 H 7159 155,901 AR BIBEALE A F A8k
Recorded an average of 155,901 visits to the PCPD’s website per month

< S
“ o™ [ 32,794
hthb \ |
Q- - 32,794 NRZ AR REEH
> > BB R T - iy
CRLEZ R ) B0 38 i 2 3B Aie
2 9 6 Reached out to 32,794 persons
at PCPD’s talks, seminars
AR i 82 2% 22 006 EE L X and workshops to enhance
Published 296 sodcial understanding of and compliance

media posts with the PDPO
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The Office of the Privacy Commissioner for Personal
Data (PCPD) is an independent body that monitors,
supervises and promotes compliance with the Personal
Data (Privacy) Ordinance (PDPO) to protect privacy
of individuals in relation to the collection, holding,
processing and use of personal data.

Established in August 1996, the PCPD is headed by the
Privacy Commissioner and comprises different functional
units, including the Complaints Division, Criminal
Investigation Division, Compliance & Enquiries Division,
Legal Division, Global Affairs & Research Division,
Corporate Communications Division and Corporate
Support Division. It had a total of 83 staff members at
the end of the reporting year.
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BASHILBER

Privacy Commissioner for Personal Data

BEEAAERLBRES(LXEARER)
Assistant Privacy Commissioner for Personal Data
(Corporate Communications and Compliance)

BEEAERLREECER - REBHRHIE)

Assistant Privacy Commissioner for Personal Data

(Legal, Global Affairs and Research)

BEEAAERLEEEFEFREMNERASE)

(Complaints and Criminal Investigation)

(&

Assistant Privacy Commissioner for Personal Data

4(?5%5 Complaints

{ﬁﬂg%ﬁﬁ Criminal Investigation

{%ﬁ&ﬁ%ﬂ Compliance & Enquiries

{iﬁﬁ Legal

{Eﬁ;ﬁ&ﬁﬁﬁ Global Affairs & Research

{ﬁ#ﬁ%ﬂ Corporate Communications

%ﬁ#i‘i% Corporate Support

NEDZ N NN N N NN
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CHAIRPERSON
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Ms Ada CHUNG Lai-ling

Privacy Commissioner for Personal
Data

Personal Data (Privacy) Advisory

Committee

The Personal Data (Privacy) Advisory Committee (PDPAC)
was established pursuant to section 11 of the PDPO to
advise the Privacy Commissioner on matters relating to
personal data privacy protection and the operation of

the PDPO.

541

MEMBERS (zitxzxssitsin alphabetical order of last name)

EEEE=Xt
72EM
Ms Terese AU-YEUNG

Kar-wai
Solicitor

Al 4

EHEWEE, MH, JP
hEMERIESR A A
AR T ERITHAR

Mr Addy WONG Wai-hung,
MH, JP

Chairman and Chief Executive Officer
(Asia Pacific),
Centaline Property Agency Limited

PREEZL, P
EHEEEERAF

BITES

Ms Karen CHAN Ka-yin, JP
Executive Director,

German Pool Group Company Limited

BRZXt
RIEXESEBRAA
WITEREEZ R AIWE
(FA 2021 10 5 1 H#E)

Ms Eirene YEUNG

Executive Committee Member &
Company Secretary,

CK Asset Holdings Limited
(Appointment from 1 October 2021)



A

A

Dﬁ@i%%ﬂ%% ANE 0B
WHFLEABETE

ERIME
FEVERE %ﬁﬂkﬁﬂﬁﬁ@%

A

HElxE
RAEREEEERAAISLEEE
EEMARBEERBERARES
(IEHIFE 2021 4F 10 A 1 HAE)

Mr Alex CHIU Chih-sun
Honorary Chairman,

Oriental Press Group Limited; Director,
Hong Kong Aerospace Technology
Group Limited

(Appointment from 1 October 2021)
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Clarksdale Investment Limited
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Ms Cordelia CHUNG
Chairman,

Clarksdale Investment Limited
(Appointment up to 30 September 2021)
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The PDPAC receives regular reports on the operational
performance of the PCPD and advises the Privacy

Commissioner on the handling of major issues relating

to the work of the PCPD.

The Privacy Commissioner is the chairperson of the
PDPAC, and members of the PDPAC are appointed by
the Secretary for Constitutional and Mainland Affairs.
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Ms Carmen KAN Wai-mun

General Counsel,
Bank of China (Hong Kong) Limited
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ASI Analytics & Media Limited
o g
(HEHIZ 202149 A30H)

Mr Stephen LOH Chan
Chief Executive Officer,

ASI Analytics & Media Limited
(Appointment up to 30 September 2021)
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Mr Joseph LIN Ho-man
Founder,

Ever Royal International Limited
(Appointment from 1 October 2021)
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Deputy Secretary for Constitutional
and Mainland Affairs or

Principal Assistant Secretary for
Constitutional and Mainland Affairs
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Ms Ada CHUNG Lai-ling

Privacy Commissioner for Personal
Data

&

o
—

["l
RiGE k&

EEPBEABRLEES
O - RIREB LR

Mr Dennis NG

Acting Assistant Privacy Commissioner
(Legal, Global Affairs & Research)

Standing Committee on
Technological Developments

The Standing Committee on Technological Developments
(SCTD) was established to assist the Privacy Commissioner
to better perform the statutory functions under section
8(1)(f) of the PDPO, namely researching into and
monitoring technological developments that may affect
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Mr Francis FONG Po-kiu
Honorary President,

Hong Kong Information Technology
Federation
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Professor YB YEUNG
Adjunct Professor,

Department of Computer Science,
Hong Kong Baptist University
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personal data privacy. The SCTD also advises on the

drafting of codes of practices, advisories and guidance
notes on privacy issues arising therefrom.

The SCTD is co-chaired by the Privacy Commissioner

and the Assistant Privacy Commissioner.
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Professor Jason LAU
Adjunct Professor,

Department of Finance and Decision
Sciences,

Hong Kong Baptist University

ik Jk BA # $5%

EERNEHERRER
HERRIRERE
(LRI 2022F 1 A1 H#E)

Professor SM YIU

Professor and Associate Head,
Department of Computer Science,
The University of Hong Kong
(Appointment from 1 January 2022)

A

HAHREE
GRS
ARA

Mr Mark PARSONS
Partner,
Hogan Lovells
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Professor John BACON-SHONE

Director,

Social Sciences Research Centre,

The University of Hong Kong
(Appointment up to 31 December 2021)
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Professor KF WONG
Associate Dean (External Affairs),
Faculty of Engineering,

The Chinese University of Hong Kong
(Appointment from 1 January 2022)
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Dr KP CHOW

Associate Professor,

Department of Computer Science,
The University of Hong Kong
(Appointment up to 31 December 2021)
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Senior Management Team
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Mr Cliff IP

Assistant Privacy Commissioner (Complaints
and Criminal Investigation)
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Ms Ada CHUNG Lai-ling
Privacy Commissioner for
Personal Data
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Mr Dennis NG Ms Joyce LAI
Acting Assistant Privacy Commissioner Assistant Privacy Commissioner (Corporate

(Legal, Global Affairs and Research) Communications and Compliance)




NAANRY

W\
\W\W\W\W\w\

=

M W\ E\W W\ W\

‘A'A‘A‘-"’
vv .

Y
o
)
!

%

Y

#MayEEX OUR TEAM

Y

SBIERRSE A
EREFAAAREM(ARREN)

Mr Brad KWOK
Acting Chief Personal Data Officer
(Compliance & Enquiries)
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Ms Gloria YU
Chief Personal Data Officer (Criminal
Investigation)

BRE@ELL BEERT

B EEAEREE OREF) BREABEREFE(DESE)

Ms Amy CHAN Ms Natalie POON

Chief Personal Data Officer (Complaints) Senior Personal Data Officer
(Corporate Support)
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Mr Billy KWAN

Senior Legal Counsel
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Senior Officers
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Ms Christine CHAN
Senior Personal Data Officer
(Compliance & Enquiries)
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Mr Raymond CHAN
Senior Personal Data Officer (Information
Technology)
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Ms Joanna CHAN

Senior Personal Data Officer (Complaints)
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Mr DF LO
Senior Personal Data Officer
(Criminal Investigation)
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Ms Kimmy CHENG
Acting Senior Personal Data Officer
(Compliance & Enquiries)
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Ms Tessa FAN
Acting Legal Counsel
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Ms Joyce LIU

Legal Counsel
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Ms Terri WU
Acting Senior Personal Data Officer
(Complaints)
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Ms Clemence WONG
Acting Legal Counsel
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Mr Eric PHENG
Acting Senior Personal Data Officer
(Corporate Communications)






