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Thorough and Impartial Investigations

The Enforcement & Complaints Section investigates and
resolves complaints effectively and in a manner that is
fair to all parties concerned, and proactively investigates
areas where privacy risks are significant.
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HEERR COMPLAINT INVESTIGATION
EEABREAERILBNIRF Data Privacy Complaints Received

NEE2015 216 FEHEE 2,022 RIRFE A record high 2,022 complaint cases were received in 2015-16, a
R AERFEZ BREFELAT20%-C 20% increase from that of the previous year. (Figure 3.1)
(E3.1)

Figure3 . ’I RIFEREF

Number of complaint cases received

REFEREER F4
Number of Year
complaint cases

1225 2010-11
1507 2011-12
1233 2012-13
1888 2013-14
1690 2014-15

2022 2015-16
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NEETIEERN 2,022 RIRFEREE -
* 72% (1,4565R) RERALE RS ;
* 17% (345R) IWRMEA : &

* 1% (2213R) RF D EHE (BNBRATEBPT
RAHERB) - (B3.2)

Among 2,022 cases received during the year :
* 72% (1,456 cases) were against private-sector organisations;
* 17% (345 cases) were against individuals; and

* 11% (221 cases) were against public-sector organisations.
(Figure 3.2)

Figure3 2 wWIREREER

Types of parties complained against

W2015-16
2014 -15

BIFEREE
Number of
complaint cases

L37

76
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145

= 241
345

1279
1456

NILHE
Public bodies

AT ERPT

Government departments

Individuals

AEE

Private sector

AERBNEIE

* 25% (367 °R) REFIRIT R BAT5 1448
° 14% (199°R) RFVMHEEE QT ; &
* 7% (101 3R) BFFEA AT © (E3.3)

HYEAR D EHEBRVIRFESR - K& H
B RBEFAERNER KO BRBEERE
SHEVHTIRL ©

Figure3 3 HAERBRIRER

For the private-sector organisations :
* 25% (367 cases) were against the banking and financial sector;
* 14% (199 cases) were against the property management; and

* 7% (101 cases) were against the telecommunications sector.
(Figure 3.3)

The majority of the complaints against companies in the
telecommunications and financial sectors related to the collection
of personal data and breaches of the new direct marketing
provisions of the Ordinance.

Complaints against private-sector organisations

W2015-16
2014-15

RFEREE
Number of
complaint cases

105 Bt

\ 101 Telecommunications

=114 TR
199 Property Management

314 RIT R
367 Banking & Finance

RFNERBHERS - K& FR -

s AWK ER » RABBESAREME
RS EEAER (34%) ;

c BESRAFREBAER (26%) ;

cAREETEMERNERFIREERER
(16%) ;

o RRREEAER B REZERE (15%) °

BRER/ BERRY - B UREEHR
HEZ o (E3.4)

Figure3 4 FNEHBIEER
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The majority of complaints against public-sector organisations
involved :

» the use or disclosure of personal data beyond the scope
of the collection purpose and without the consent of the
individual (34%);

« the excessive or unfair collection of personal data (26%);

* non-compliance with data access or correction requests
(16%); or
« lack of security measures to protect personal data (15%).

The hospital / health service organisations, police force, and
housing generated most of the complaints. (Figure 3.4)

Complaints against public-sector organisations

W2015-16
2014-15

REFEREAE

Number of

complaint cases

M0 BRAS
Fire Services
iR R ED
Electioneering
RE
Universities
BEE
Housing
i

Police

BEPR / BEER
48 Hospital / Health Services
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NER2015 16 FEEEN 2,022 RIXKF

BZ% » $K2,585EERIKHBRENIER
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©2,09118 (81%) IEMERREER FAI
(RETERAERET) &

© 494718 (19%) BVIEFE B IR MBIV o

RIFIEBOMENT (B3.5) :

- 82 HEAWEERWEMNRAIRNERR ;

+ 835 HEAH A ERTE R LR ZMNER T
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- 321 IHERH I RIHEE ;

« 237IHEERNRZER ;

« 165 B IE ERNREEREREGE ;

c 149TEHEE RN ERM RREBIER &

- BIEEERBERN A AHERR -

Figure 3 . 5 REFAVIEE

Nature of complaints

W2015-16
2014-15

Of the 2,022 complaints received in 2015-16, a total of 2,585
alleged breaches of the requirements under the Ordinance
were involved:

© 2,091 (81%) were alleged breaches of the data-protection
principles (not a criminal offence per se); and

* 494 (19%) were alleged contraventions of the provisions of
the Ordinance.

Nature of the complaint allegations was as follows (Figure 3.5):
862 related to the purpose and manner of data collection;

« 835 related to the use of personal data without the consent of the
individual concerned;

¢ 321 related to direct marketing;

¢ 237 related to data security;

* 165 related to compliance with data access or correction requests;
* 149 related to accuracy and period of retention; and

* 8 related to openness of data policy.

R
EfHSEHE
Number of
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breaches
‘7 ERBERNARE
8 Openness of data policy
107 AR R AR B HR
149 Accuracy and retention
LSS 00/ EER
165 Access / correction requests
=193 REFE
237 Inadequate security
286 Hiz{etH
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689 KRB E A
835 Use without conset

666 e
862 Collection
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It is worth noting that the PCPD received a total of 127
electioneering-related complaints in 2015-16. The majority of
these complaints (106 cases) was received in the third quarter of
2015-16 and was related to the 2015 District Council Election. Most
of the complaints related to using personal data in electioneering
activities without consent. The PCPD updated its Guidance on
Electioneering Activities in August 2015 to provide candidates and
their election agents with practical guidance on compliance with
the requirements under the Ordinance.

Figure 3.6 shows the breakdown of complaints by topic. A total
of 239 ICT-related complaints in 2015-16 represented a 7%
year-on-year increase. The rising trend is principally attributable
to the increasing popularity of smartphones and the Internet.
ICT-related complaints involved :

* 90 cases related specifically to social networks;

« 85 cases concerned disclosure or leakage of personal data on
the Internet;

* 54 cases related to smartphone applications;
« 28 cases involved cyber-bullying; and

22 cases related to other sub-topics.

RFEREE
Number of
complaint cases

114 ety ELs] ]
185 Property related

131 ERRBIEER
159 Access / Correction Requests

~ 184 BANEREH
219 Human Resources related

235 FPRIRS / B2 R F 195385
281 ID Card number / Copy & Other Personal Identifiers

286 HiE(EH
320 Direct Marketing

223 BEEMRBAREEE
239 ICT-related
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TEREE  NEBEEREET23FHALEFEEFT
REREF > I LEFHIEENERR > FARE
R 2,275 RIREF - EELEZRY > 2,013
R (88%) EAFEFHRACT KL » MEKRT
#2625 (12%) ' B ZE 2016 3831 BH1E
R o

FERFRE

Summary of complaints handled in the year

In addition to the new complaints received, the PCPD handled
253 complaints carried forward from the previous year, bringing

the total number of complaints handled during the year to 2,275.

Of these, 2,013 (88%) were completed during the report year, and
262 (12%) were still in progress as at 31 March 2016.

2015-16 2014-15 2013-14

J:fﬁﬁii;i?iﬂgixsﬁ 253 329 393 381
Complaints carried forward
37 apzA
*"Em?“ﬁ , 2,022 1,690 1,888 1,233
Complaints received
KRB IZF

BRI ﬁ 2,275 2,019 2,281 1,614
Total complaints processed

=4k A\ =
B 5E4E E’J;ﬁnﬁ 2[0‘] 3 1,766 1,952 11221
Complaints completed
AR e RIS 262 253 329 393

Complaints outstanding

Es i

TERYPASH2,013RBERTHE - &FRE

AT -

© 243 (12%) AL ERHERE L ERF
RAWBMSREFOR - WRFEHIRFAR
HOBEEFEFLHEENAME (REEEIG
Hrb156M#EBRNBmE / RNER)

c 74°R (4%) FIEEXAEREFHER (Eh
B42R (57%) B RAEBRAERABRREER
R (RTXITERFAESER]) ) &

* 38R (2%) X HMB EREH METH
ERIE - ([E]3.7)

B3.11 R WIRERE KRB FAERATEREAY
MIETEIDHE -

RERMAAENIRFER :

* 7895R (39%) AR AZEHAFLIRFA
WETEEZWRF—HREBIER » H
MREEERRFARKBEFEE
o BRFARBEE

* 379°R (19%) R EXREBIEZHER |

* 2105R (10%) T HEMKPINEEZLER ;

©162R (8%) EAEMWIRFEERRE
REETE S K

* 118K (6%) EH L ERHBIRFABE
REF ©
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Outcome of Complaint Handling

2,013 cases were completed during the report period as follows

(Figure 3.7) :

© 243 (12%) were resolved through conciliation or mediation
during preliminary enquiries, i.e. the problems raised by the
complainants were remedied by the parties complained against.
(The Commissioner gave advice and / or recommendations to 156
organisations involved in these cases);

* 74 (4%) were resolved after formal investigation, and of these,
42 cases (57%) were resolved through conciliation or mediation,
(see “Results of Formal Investigations” below); and

* 38 (2%) were transferred or reported to the other authorities
e.g. Hong Kong Police.

Figure 3.11 shows the breakdown and categorisation of remedial
actions taken by the parties complained against in conciliation.

Among the remaining cases which were not investigated:

789 cases (39%) involved mostly complaints where the matter at
issue had been dealt with by relaying the complainants’ concern
to the parties complained against, or the complainants did not
respond to the Commissioner’s inquiries after being invited to
provide evidence to support their allegations;

* 379 cases (19%) were found to have no prima facie case
of contravention;

» 210 cases (10%) were outside the jurisdiction of the Ordinance;

» 162 cases (8%) were found to be unsubstantiated after enquiries
with the parties complained against; and

* 118 cases (6%) were withdrawn by the complainants during the
preliminary enquiries.

. Outcome of complaint handling

O SERERE

No prima facie case
O SEEER

No jurisdiction

© #AE/ AR

Conciliation / Mediation

REZERE /REFE
Relay concern only / No response

BIETE
Unsubstantiated

i

Withdrawn

EXAE

Formal investigation

O HiREHERE
Reported to other authorities

10% 39% 6% | 2%

19% 12% 8% 4%
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ABEAFRMATHT4RERBE -

Bk

C10R (13%) BRREHIRE (REEH
A

C 23 (3%) RERRIFOIRE

< 42R (57%) EAEHBRE S ERAEFER
FBEBRMG R

© 205R (27%) B RREMAILAE - M
EELERY  WEREEHERAERER
EERER - (E3.8)

ERAEER

Figure3

0 ERREERFENNEE
Contravention (DPPs)

O mER
No Contravention

O RILAE (BHEAESFARERERMUL)
Discontinued (resolved through conciliation
or mediation)

® #KiIEAE(ERTEERRA)
Discontinued (for other reasons)

Results of Investigations of Complaint Cases
Results of Formal Investigations

During the report period, the PCPD completed 74 formal
investigations, of which :

¢ 10 cases (13%) were found to have contravened the requirements
under the Ordinance (the DPPs under the Ordinance);

¢ 2 cases (3%) were not found to have contravened the requirements
under the Ordiancne;

* 42 cases (57%) were resolved through conciliation or mediation
during the investigation; and

* 20 (27%) were discontinued for various reasons, and amongst
these remaining cases, it was unnecessary for the Commissioner
to draw any conclusions as to whether or not there were any
contraventions. (Figure 3.8)

Results of formal investigations

([
3% 27%
(2 5Rcases) (20 Rcases)
13% 57%
(10 ZRcases) (42 ZRcases)

RILAEMEZRNMETEMNE

TFA2REREBRAGERNAH MG R FHRNE
B WIRIREMMRIMNYETE - &
3.9 (5 : HE—REZRS - WIRFE R
WA ETBAREZR—E) °

Figure3 9 AMIETEINMEE
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Nature of Remedial Action in Discontinued Cases

The nature of remedial action taken by the parties complained
against in the 42 cases resolved through conciliation or mediation
is categorised in Figure 3.9 (N.B.: more than one type of remedial
action may have been taken by the party complained against in
some cases).

Nature of remedial action

(r

FEA2 REQZFFAFENFAB M S 2 FERAVE
R AREEYH 22 RERNVBEIRFER

HEE -

EFIBENME

EREEFMIORMERES - XBR121RE
BIEIE - EREBRERSRZHER LA
WA - FRES.10 (& —REXRT
BRERZN-IEREERRAD) -

.Flgure3 ’IO EfISBSENMEE

ERXFAEMEEK
HH
Number
of investigation
cases
15 HAbal E1TE)
Other remedial actions
8 WIRERE M LS
Undertakings by parties complained against
10 2/ REBABRSRESEA
Supply / Correction of personal data or reduction of fee
12 i BRAE A & Y
Deletion of personal data
16 mE S HEEES
Proper guidance to staff
20 BT RIBET 5

Review and revision of practice

Of the 42 conciliated or mediated cases, the Commissioner
issued warning notices to the parties complained against in
22 cases.

Nature of Contravention

A total of 12 contraventions were involved in the 10 cases where
the requirements under the Ordinance were found to have
been contravened. The classification of the nature of all the
contraventions involved in these cases can be found in Figure 3.10
(N. B.: One case may involve a contravention of more than one DPP).

Nature of contravention

EHIEEHE
Number of
contraventions

. 1 REZRZE
Inadequate security
. 1 REH
Retention
4 RICREEHA
Use without consent
6 BEWEMEAER

Excessive collection of personal data
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HETE

AEHERGHRENERRRT A
T8

EREERFHRENIORERS - B
SEEBEPABWRFE R HAITERN - KU
LSBT IEEFIRVERITR - ERERTHI—
RIER - ERRFERIMEERR - LB

Enforcement Action

The PCPD takes enforcement action in cases of contravention of
the requirements under the Ordinance.

Of the 10 cases found to involve contraventions of the requirements
under the Ordinance, the Commissioner issued nine enforcement
notices to the parties complained against to stop or prevent
contraventions. In the remaining case, the Commissioner issued

ES OB HESE -

BAEREE
(FERIREF)

Annie CHIU

Personal Data Officer
(Enforcement &
Complaints)

warning notice to the party complained against after he had taken
measures to remedy the contravention.

& Sharing

BT oREAREEQAFTRERNEZFE B ENTFERERSES ZEB/ET E TR
BRI - IR E TETE - EREBEREBEAAENLBEENERE - RFEZBWIEZEMK
BIWIRE - ARMEEERT BEAMEN A IR B R EF A RIS - B RRNEE  KRT
HABHEFEFBREGEEAB N ERBT TOEMBITESG - 2F 7T EANRE -

HINSH - AREEEBTERAINTR - 2 E 7RV SER - REFRRTIEPRER
TERSETENER  BFEX - TRANEES  EEAEYACEAANBREEEETE -

FINERBHNBRRRMEN S TLIFIES - FlanEmslaR - BRI EES - YA
ENT/EFERER -

HENITEHARBES  BERESBHES  BREFEAC @ S2INABNKITTESEE
A BUORBHE -

I am glad that | can work in the PCPD as an investigation officer. This job offers me many
opportunities to meet people from all walks of life. In handling matters relating to protection
of personal data privacy, | need to have a thorough understanding of the requirements under
the Ordinance, and sometimes it is necessary for me to have a grasp of other laws so as to
help the complainants solve their problems. As years go by, | have become more proficient
in the PCPD’s operation and the Ordinance, and | have also learnt more about many other
ordinances. My work experience has broadened my horizon.

Meeting people from different sectors has also enriched my social experience. In my work,
| came to know of the operation of different industries, including patterns, rules and practices.
Such knowledge is very beneficial to my personal development.

I am also thankful to the PCPD’s diversified training activities offered to me, e.g. leadership
training, mediation skills and English writing. These training courses are very useful.

Although my work is challenging, | will try hard to equip myself and make use of the knowledge
and skills learnt to serve the public with passion.

KAIF B MR ERNMIETS
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Nature of Remedial Action in Conciliated or Mediated Cases

During the report period, 285 cases were resolved through
conciliation or mediation (243 during the preliminary enquiries and
42 during formal investigations), i.e. the problems raised by the
complainants were remedied by the parties complained against.
The remedial actions taken by the parties complained against are
categorised in Figure 3.11 (N.B.: More than one type of remedial
action may have been taken by the party complained against in
some cases) and are summarised as follows:

* Revision of operational practices by the party complained against
to prevent a similar breach in the future (98 cases);

* Proper guidance given by the party complained against to the staff
concerned to ensure compliance with the Ordinance (81 cases);

* Deletion of personal data unnecessarily collected by the party
complained against or disclosed to third parties (72 cases);

» Undertakings by the party complained against to cease the
malpractice leading to the complaint (58 cases);

* Supply / correction of the personal data by the party complained
against as per the complainants’ data access / correction requests,
orreductionin the fee for complying with the data access requests
(44 cases); and

» Other remedial actions taken which met the complainants’
expectations (64 cases).

Figure 3 ’I ’I KFRIFRARMAROERVAIE/TENGE
. Nature of remedial action in conciliated or mediated cases

REFERBE
Number of
complaint cases
64 Hba E1TE
Other remedial actions
44 R/ BUEBAERSRKEA
Supply / Correction of personal data or reduction of fee
58 WIRERE A
Undertakings by parties complained against
72 I BRAELA & )
Deletion of personal data
81 m S HEE RS
Proper guidance to staff
98 o RAS T

Review and revision of practice
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BEgZ  IEEFEHERAEESTES CASE STUDY: GUIDING DATA USERS TO COMPLIANCE
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Case 1 - Excessive collection of copies of HKID Card of
parents by a kindergarten — DPP1(1)

The Complaint

The Complainant applied for admission to a kindergarten for
her son. Apart from the application form, the Complainant was
requested to provide a copy of her HKID Card. The Complainant
queried the purpose of the kindergarten to collect a copy of
her HKID Card.

The kindergarten explained to the Commissioner that a copy
of the Complainant’s HKID Card was needed for verifying the
relationship between the applicant (the student) and the
Complainant who submitted the application. The copy of the
Complainant’s HKID Card also facilitated the kindergarten to
issue the “student pick-up card” for the parent / guardian
designated to pick up the student from school.

Outcome

Given that HKID Card number was a sensitive personal data,
data user should not collect a copy of HKID Card lightly without
genuine need or justification.

For the purpose of simply verifying the relationship between the
applicant and his parent/guardian, the kindergarten could ask
the parent/guardian to present his HKID Card when submitting
the application in person or when attending the school interview.
The kindergarten could then verify the name on the HKID Card
against the names of the parents recorded on the birth certificate
of the applicant or any other relevant legal document. Based on
the verification result, the kindergarten might issue the “student
pick-up card” accordingly. If the kindergarten doubted the
identity of the person who came to pick up a student, it might ask
that person to present his HKID Card and verify his name against
the record.

The Commissioner was of the view that the collection of copies of
HKID Card of the parents/guardians was excessive and in breach
of DPP1(1).

As a result, the kindergarten agreed to stop collecting copies of
HKID card of the parents/guardians, and to destroy all copies of
HKID Card previously collected.
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Case 2 — An employer charged an excessive fee for
complying with an employee’s data access request -
Section 28(3)

The Complaint

The Complainant made a data access request (the “DAR”) to his
employer for a copy of his appraisal report. His employer imposed
a flat-rate fee (HK$50 per page) on a requestor and charged the
Complainant HK$200 for an appraisal report of four pages. The
Complainant considered the fee to be excessive.

Outcome

According to the principles laid down by the Administrative
Appeals Board in Administrative Appeal No. 37/2009, a data user
is allowed to charge a requestor only for costs which are “directly
related to and necessary for” complying with a data access
request. A data user should not charge a fee on a commercial
basis. Any fees that exceed the costs of compliance would be
considered excessive.

As the charge of HK$200 for four pages appeared, on the face of it,
to be exorbitant, the burden was on the Complainant’s employer
to prove that the fee of HK$200 it had charged was not excessive.
However, the Complainant’s employer failed to provide details
of the basis of the flat-rate (HK$50 per page) or justify how the
amount of HK$200 was cost-related to the compliance with
the DAR.

After the Commissioner had explained the requirements
under 28(3) of the Ordinance and the principles laid down
in Administrative Appeal No. 37/2009 to the Complainant’s
employer, the flat-rate of HK$2 per page was charged instead
and a total of HK$192 was refunded to the Complainant.
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Case 3 - A bank should not show remitter’s address on the
electronic advice issued to payee — DPP3

The Complaint

The Complainant instructed Bank A to remit a sum of money by
telegraphic transfer to an account at Bank B, and later found that
the electronic advice issued to the payee by Bank B showed his
name and address. Dissatisfied with Bank B's disclosure of his
address to the payee on the electronic advice, the Complainant
lodged a complaint with the PCPD.

Bank B explained that when it received an international
telegraphic transfer from the remitting bank (i.e. Bank A), it would
extract two lines of text from the field of remitter’s information
and put it into the electronic advice in accordance with the
banking practices so as to provide sufficient information to the
payee for identification of the remitter. According to Bank B, the
remitting bank generally inputs the remitter's name in the first
line of the field and the remitter’s address in the second line.

Outcome

According to the information provided by Bank B, the purpose
of showing the remitter’s name and address on the electronic
advice was to provide sufficient information to the payee for
identification of the remitter. However, it seemed that Bank B
had not considered the fact that the payee might not have
known the remitter’s address (as in this case). Therefore, the
act of showing the data on the electronic advice could not help
the payee to identify the remitter, but the remitter’'s address
was unnecessarily disclosed to the payee. The Commissioner is
of the view that showing the remitter’'s name and account data
on the electronic advice is sufficient to achieve the purpose of
identifying the remitter by the payee. Hence, the act of Bank B
in the case had contravened DPP3.

After the PCPD’s intervention, Bank B agreed to amend the
format of its electronic advice, which would then only show the
data in the first line of the field. Such amendment can avoid
unnecessarily disclosing the remitter's address to the payee
in future.

R4 — PEEE QR TEREE
FRZEMmER G ERRBEBRER
BAER - LN H T2 =
[EERE3RA

RIS

KFABES —BEHRERBEHEN £
FIREr - HEEEMAZEERASEEY
ERAMFINRE - ZEBERBIRFAR
B-UEARERBHEMRRERE - BRZEIR
HHRER M P AT E 2 EHNFHAFE
RFABEERENEBEREREENE
BRI OZEERE - Bl - REFABDA
ERFZEEQTAEARNESHEZET - @
BN B EAE R -

ZEBATRT 0 ARIRFASZIREN
BREFY  HMARARZEBITNTAR
RFARBEERE - ZHERFAENT
R MZEBIKE R IRFARDPET
Rl o ZEE QAR ARERNEBRFA
WETRERIET » BT RFA TS - X
EBREPRAZEBREETRFANES
aBH e

#HR

ZEBERARERRFARBERES
E— B RRZEB AN ABIRFA
RHEEEREURZHER - HEAMILEEZ
BIRFANZEE - EREEN TZEE
WEZEBRBEELBEAER - LWBEE
AR HRAZEEERENRZER
NAIENWERFABAERAE B (BD
AEEBREERNFUEE) HEH 0 M
EEARKBNERFANTHARE
ZEBEARANMECERTREESR
% 3FA -

ERBNAE  ZEEQRCHEARR
METHHEmMESIRFEHOEINIR - £
EETHEBEFPNBEAERENTHEK
THE=ER X EASENEEETANER

EE o

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16

63

Case 4 — A property management company should not
refer a resident to a mental health service organisation
by disclosing the resident’'s personal data without
consent — DPP3

The Complaint

The Complainant had received a home visit from a mental
health service organisation, during which he agreed to join the
organisation as a member and use its services. The organisation
later wrote a report on the Complainant’s mental condition.
As the report mentioned the details of disputes between the
Complainant and his neighbour, the Complainant believed that
the data was supplied to the organisation by the management
company of his housing estate. Hence, the Complainant lodged
a complaint with the PCPD against the management company
for disclosing his personal data to the organisation without
his consent.

According to the management company, as the Complainant
had several disputes with his neighbour, it believed that
the organisation might provide appropriate service to the
Complainant. Hence, it referred the Complainant to the
organisation, which then paid the Complainant a visit at his
home. The management company admitted that it had,
without the Complainant’s prescribed consent, supplied the
Complainant’s background information to the organisation when
making the referral.

Outcome

In view of the disputes between the Complainant and his
neighbour, the management company wishfully assumed that
the organisation could intervene to provide the Complainant
with appropriate follow-up and hence improve the situation.
However, the management company had not considered the
Complainant’s will before referring him and disclosing his
personal data to the organisation. The Commissioner was of the
view that the referral did not relate to the original purpose of
collection of the Complainant’s personal data by the management
company (i.e. for handling disputes among residents of the
housing estate), and the management company had not obtained
the Complainant’s prescribed consent before disclosure, thus
the act of the management company violated DPP3.

After the PCPD’s intervention, the management company
gave written guidelines and verbal instructions to its staff,
requiring them to obtain written consent from residents
before transferring or releasing residents’ personal data to any
third party.
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PROSECUTION AND CONVICTION CASES

The regulatory regime for direct marketing activities under the
Ordinance has been substantially revamped and come into force
on 1 April 2013. More stringent requirements are introduced in
relation to the use of personal data and provision of personal data
for use in direct marketing. Contravention of the requirements
is a criminal offence and its maximum penalty was raised from a
fine of HK$10,000 to a fine of HK$500,000 and imprisonment for
three years. If the personal data is provided to a third party for
its use in direct marketing in exchange for gain, non-compliance
may result in a maximum penalty of a fine of HK$1 million and five
years’ imprisonment.

In an effort to enhance the current mechanism of referring
suspected offences under the Ordinance to the Police, a meeting was
held between the Commissioner and the Commissioner of Police
in August 2015, followed by a series of meetings between Deputy
Commissioner and Assistant Commissioner of Police (Support),
Assistant Commissioner of Police (Crime), senior officers of Crime
Wing Police Headquarters, Commercial Crime Bureau, Kowloon
East Regional Headquarters (Crime) and Kwai Tsing District. Besides,
the PCPD regularly delivered lectures and training sessions on the
requirements under the Ordinance to the Police officers.

In the report year, six cases, all of which related to the use of personal
data in direct marketing, had been prosecuted. Four of such cases
were concluded in convictions while the remaining two cases were
still in progress in the report year. Case 4 below clearly shows that
the direct marketing provisions are to be observed not only by
organisational data users, but also by non-corporate data users.

Ez=1 : —EEMRBHERKLBIMX
REFHNEWREFEMSER

REFAR

RFAR—EEMRBHEFNRIES
F - BERHREAERIAREIRFAETR
REMNEWEHMEER - BRHEEN
BENHERFANRBEFLES * &
At IRE AR K @ 1F L HEE -

R

2B WA E R B MRIEIRFARNERE
HAEER  FILEAEBAERER
R - EREPIZEISG (3) RIVAE -
WH E =8 T (HK$30,000) (& : #%
HEBIRHAE  ESRXELFEAS
BRI -

B2 : —EREEFERSEQAHEBEE
EREFEAAERMFEREREERNIRKAE
REIEAMITENBRIEF

REFAR

RFAERRFANREERE - L@ QT
ARBETEAER  SFEKS - EHAFR
% RBBRERE - AHEATEN AT
B - URBENEL - HE - AF
ABRIETBIER  HEBREHRREHG
EFREN AT BEE -

H#Z  QABARFABERT —EEERE
HNWER - EEEEHR - AFBERBY
i B P HRER A - BT b 3 ek A7 AR AK 3R E
REHNIFRR - BRIFARQIBBIIRIEE
AIRAE - FREARBBLATBBEANSHEAE
BAERMEEEREZE  BRBHETFALEB
HEZ -

R

DA BPIZEE AR ANEAERET
BHIER - RAERBIERNTHE AR
A BRIFHIZE 35C (2) RIVIRE - X FB
IR WHE R —BE T (HK$10,000) °

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16

65

Case 1: A telecommunications service provider failed to
comply with a customer’s opt-out request

The Complaint

The Complainant was a customer of a telecommunications
service provider for its broadband service. Despite this service
provider’s acknowledgement of the Complainant’s written
opt-out request, its staff still called the Complainant on his
mobile number and left a voice message informing him of,
amongst other things, its available services and promotions.

Outcome

The service provider was convicted, after trial, of failure to
comply with the Complainant’s request to cease to use his
personal data in direct marketing, contrary to section 35G(3) of
the Ordinance and fined HK$30,000 (N.B.: This service provider
subsequently filed a notice of appeal against its conviction, and
the hearing was yet to complete).

Case 2: A storage service company was convicted of using
a customer’s personal data in direct marketing without
taking specified actions

The Complaint

The Complainant engaged the storage service of Company A and
provided it with his personal data including his name, credit card
number, mobile phone number, company email address managed
by him and current residential address. Subsequently, Company A
ceased its business in Hong Kong, and the business was taken over
by Company B which provided similar storage service.

Thereafter, Company B sent a direct marketing email to the
Complainant addressing the Complainant by his name and
enclosing a storage service quotation with the terms and
conditions of the service. The Complainant had no prior
dealings with Company B and he had not been informed of,
or given consent to Company B’s use of his personal data in
direct marketing.

Outcome

Company B was charged with the offence of using the personal
data of the Complainant in direct marketing without taking
specified actions, contrary to section 35C(2) of the Ordinance.
Company B pleaded guilty to the charge and was fined HK$10,000.
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Case 3: A body-check service company was summonsed
for failing to comply with an opt-out request

The Complaint

The Complainant was an ex-customer of a body-check service
company. Since mid-2013, the company had repeatedly
made direct marketing calls to the Complainant promoting its
body-check services. Despite the Complainant’s earlier verbal
and written opt-out requests, the company continued to make
direct marketing calls to him in July 2014.

Outcome

The body-check service company was charged with the offence
of failing to comply with the Complainant’s requests to cease to
use his personal data in direct marketing under section 35G(3) of
the Ordinance. The company pleaded guilty to the charge and
was fined HK$10,000.

Case 4: A non-corporate data user was fined for providing
personal data to another for use in direct marketing

The Complaint

The Complainant’s Christian name and mobile phone number
were provided to his alumnus on a social occasion, and without
informing or seeking his consent, the alumnus provided the
Complainant’s name and mobile phone number to an insurance
agent for direct marketing. The case came to light when the
insurance agent subsequently made calls to the Complainant
with a view to promoting insurance products.

Outcome

The alumnus was charged with failing to take the specified
actions under section 35J(2) of the Ordinance before so providing
the Complainant’s personal data to the insurance agent for
direct marketing. The alumnus’s defence was that he had the
consent of the Complainant beforehand. His defence was not
accepted by the court, and he was fined HK$5,000 upon conviction
as charged.

This is a case where a non-corporate data user was charged and
convicted under the Ordinance, and it is also the first conviction
under section 35J (N.B.: This alumnus subsequently filed a
notice of appeal against his conviction, and the hearing was yet
to complete).
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LESSONS LEARNT FROM COMPLAINT CASES

Complaint Case 1

Excessive collection of a customer’s personal data by a
beauty centre - DPP1(1)

The Complaint

The Complainant visited a beauty centre for its slimming and
whitening treatments, and was required to fill in a registration
form for new customers by providing her HKID Card number,
date of birth, education level, and occupation. The Complainant
was also requested to fill in her HKID Card number in two separate
letters of consent for receiving the treatments. Dissatisfied with
the beauty centre’s excessive collection of her personal data, the
Complainant lodged a complaint with the PCPD.

The beauty centre explained that the purpose of collecting
a customer’s HKID Card number in the registration form for
new customers was for identity verification. Date of birth was
collected for considering and providing follow-up advice
and treatment for a customer’s skin, which was age related.
By assessing a customer’s education level and occupation,
the frontline staff could provide a tailor made presentation to
the customer.

The beauty centre further explained that as its business nature
was stated as “clinic” in the business licence and the treatments
were considered as “high risk procedures” which might be
carried out by doctors or therapists, depending on the
circumstances, it needed to collect a customer’s HKID Card
number in the letters of consent for the beauty treatments.
Hence, the doctor-patient relationship was established and
it was justified for the beauty centre to collect the HKID Card
number of its customers. Furthermore, a customer might claim
against the beauty centre for any unsatisfactory treatments,
and in order to prove that the content of the letters of consent
was read and agreed to, it was necessary to collect the customer’s
HKID Card number in the letters of consent.

Outcome

The Commissioner took the view that for the purpose of follow
up treatment on a customer’s skin condition, collection of a
customer’s birth year would suffice, and the services provided
by the beauty centre would not be dependent on a customer’s
education level and occupation.
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Moreover, the beauty centre could verify a customer’s identity
by requesting her to produce any of her other identification
documents for the purpose of checking the name and photo, and
verify her telephone number on site. The beauty centre could
also assign a unique membership number to a customer so as
to identify her and locate her records before offering services or
treatments to her.

The collection of HKID Card number in the letters of consent for
the whitening and slimming treatments on the basis of there
being a doctor-patient relationship between the customer
and the beauty centre/therapist was misconceived, as the
beauty centre was not a clinic registered under the Medical
Clinics Ordinance. Moreover, the majority of the treatments
were conducted by the therapists of the beauty centre.
Certainly, the qualification of therapists was hardly comparable
with the training and professional assessment that doctors
received, and customers would have trust and confidence in
registered doctors’ pre-treatment evaluation, adaptability
during treatment or post-treatment follow-up which created
the doctor-patient relationship. Hence, HKID Card numbers in
the letter of consent could only be collected for the treatments
provided by registered doctors and not for the treatments
provided by therapists.

In civil actions, the beauty centre as the respondent would not
be required to submit the HKID Card number of the plaintiff
(i.e. customer who brought the claim action) when preparing its
statement of defence.

The Commissioner considered that it was excessive for the
beauty centre to compulsorily require customers to (i) provide
the HKID Card number, date of birth, education level and
occupation in the registration form for new customers and (ii)
provide the HKID Card in the letters of consent for the whitening
and slimming treatments carried out by persons other than
registered doctors. An enforcement notice was served on the
beauty centre directing it to take remedial actions. The beauty
centre subsequently complied with the enforcement notice.
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Complaint Case 2

Unnecessary collection of a patient’s Hong Kong Identity
Card copy by a doctor - DPP1(1)

The Complaint

The Complainant doubted a doctor’'s medical advice during a
medical consultation and consequently angered the doctor.
In response, the doctor threatened to sue the Complainant for
slander and demanded her to produce her HKID Card for copying
in the clinic. The Complainant was not allowed to leave the clinic
as she refused the doctor’s request. Eventually, the Complainant
called the Police for assistance and left the clinic without
producing her HKID Card to the doctor. After leaving the clinic,
the Complainant reported the case to the PCPD.

Outcome

Paragraph 3.1 of the “Code of Practice on the Identity Card
Number and other Personal Identifiers” (the “Code”) issued by
the Commissioner stipulates that unless authorised by law, no
data user may compulsorily require an individual to furnish a
copy of his HKID Card. Paragraph 3.2 of the Code stipulates that
a data user should not collect a HKID Card copy except in the
circumstances set out therein.

In response to the investigation, the doctor had neither justified
his request for copying the Complainant’s HKID Card after the
consultation by reference to the relevant requirements under
the Code nor explained his purpose for the use of the HKID Card
copy. In fact, the Complainant had already produced her HKID
Card to the nurse for registration before the consultation, and
her name, contact information and HKID Card number had
previously been collected by the doctor.

While the collection of a patient’'s HKID Card number is
permitted under the Code to ensure that the correct medical
record is referred to when treating the patient, the collection of
a patient’s HKID Card copy by the doctor is not necessary. But
for the Complainant’s refusal, the doctor would have collected
the Complainant’s HKID Card copy in a position of authority.
Such collection would be a contravention of DPP1(1). Therefore,
the Commissioner served an enforcement notice on the doctor
directing him to stop collecting any patient’s HKID Card copy
except in the circumstances set out in the Code. The doctor
subsequently complied with the enforcement notice.
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Complaint Case 3

A hospital mistakenly disclosed the medical condition
of a patient to the patient’s mother though it had been
requested to keep it confidential - DPP4

The Complaint

After having been diagnosed with serious illness, the
Complainant requested the hospital to keep his illness
confidential. The hospital acceded to the request and recorded
it on his chart board. However, the hospital’s nurse still called
the Complainant’s mother and disclosed his medical condition
to her.

The hospital explained that the complaint stemmed from the
necessity of transferring the Complainant to the Specialty
Ward of another hospital. The nurse-in-charge intended to call
the Specialty Ward for arranging the transfer according to the
data on the Complainant’s chart board. However, the nurse
mistakenly dialled the emergency contact number (i.e. the
telephone number of the Complainant’'s mother) on another
page of the chart board and disclosed the Complainant’s
iliness to the call receiver (i.e. the Complainant’s mother) without
first confirming that the receiver was a medical staff member
of the Specialty Ward.

Outcome

Patients’ medical records are highly sensitive personal data
and must be handled with extra care. As the hospital in this
case had not taken all the practicable steps to ensure that its
patient’s personal data was protected against unauthorised or
accidental use, the Commissioner held that the hospital had
contravened DPP4.

In the course of investigation, the hospital had given a warning
to the nurse and issued a written notice to all medical staff
requiring them to check the correctness of the telephone
numbers of the receivers and confirm the receivers’ identities
before disclosing patients’ medical records over the phone
in future. The Commissioner issued a warning to the hospital
urging it to clearly communicate the above requirements to its
staff, and take practicable steps to ensure staff compliance so as
to enhance staff's compliance with the personal data protection
under the Ordinance.
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Complaint Case 4

Unnecessary collection of HKID Card copy of a corporate
customer’s representative by a telecommunications
company when the customer applied for replacement
of a mobile SIM card — DPP1(1)

The Complaint

The Complainant was authorised by his employer to apply for
replacement of his employer’s mobile SIM card at a branch of a
telecommunications company. Although the Complainant had
produced his employer’s business registration certificate and
company chop, the telecommunications company demanded to
scan the Complainant’s HKID Card for record. Considering that the
telecommunications company had collected excessive personal data
from him, the Complainant lodged a complaint with the PCPD.

The telecommunications company explained that according to
its established practices, when a corporate customer applied
for replacement of a mobile SIM card, it would collect a copy of
HKID Card of the corporate customer’s representative, in addition
to the business registration certificate and company chop. The
representative’s HKID Card copy was collected for identity
verification to prevent the SIM card from being obtained by
someone impersonating the corporate customer.

Outcome

With respect to ascertaining if a corporate customer’s
representative is legally authorised by the corporate customer,
the Commissioner was of the view that the telecommunications
company should request the representative to provide an
authorisation letter containing the representative’s name issued
by the corporate customer. To verify the representative’s
identity, the telecommunications company could request the
representative to produce an identification document with
photo (e.g. HKID Card or staff card) on-site to match it with the
representative’s appearance and name on the authorisation letter.
If the telecommunications company still had doubt about the
representative’s identity, it could contact the person-in-charge
of the corporate customer direct for clarification.

Hence, the Commissioner was of the view that the
telecommunications company’s collection of the HKID Card
copy of the corporate customer’s representative was excessive
and contravened DPP1(1).

After PCPD’s intervention, the telecommunications company
took various remedial measures, which included ceasing
collecting HKID Card number, or copy, of a corporate customer’s
representative when handling replacement of a mobile SIM card;
notifying its frontline staff of the said arrangement; and destroying
HKID Card data of corporate customers’ representatives
previously collected.
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PUBLICATION OF INVESTIGATION REPORT UNDER
SECTION 48(2)

Investigation Report: Excessive and Unfair Collection of
Employees’ Fingerprint Data by Employer

The Commissioner initiated a formal investigation against a
fashion trading company (the “Company”) to ascertain whether
the collection of employees’ fingerprint data, for the purposes of
safeguarding office security and monitoring staff attendance, was
necessary and fair.

The investigation stemmed from a complaint lodged by an
ex-employee of the Company. The Company collected the
ex-employee’s fingerprint data through a fingerprint recognition
device on her first day of work. To access the office and the
showroom, or to take attendance for work, employees were required
to place their fingers on the fingerprint recognition devices.

The ex-employee was reluctant to provide her fingerprint data,
and requested the Company to provide other alternatives in lieu
of collecting her fingerprint data, but her request was ignored.
Left with no alternative, the ex-employee let the Company collect
her fingerprint data.

Findings of the Investigation
Excessive Collection - DPP1(1)

The Company argued that the fingerprint recognition devices
were necessary for enhancing its security because its fashion items
stored in the showroom and the office were of high value, and it
had experienced several theft incidents.

The PCPD'’s investigation revealed that the Company had already
installed several security devices to safeguard its property, including
CCTV cameras, digital locks, ordinary door locks and a chain lock,
and these measures rendered the fingerprint recognition devices
redundant as a night - time security device.
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On the other hand, the theft incidents experienced by the
Company were day-time thefts, all committed by its staff
and customers, and as such, the installation of the fingerprint
recognition devices to prevent unauthorised entry would not
help prevent these thefts. The existing CCTV cameras, which in
fact detected the thefts and identified the culprits concerned,
appeared to be a more effective security means.

As for monitoring staff attendance, the Company had only 20
employees, it would be relatively easy to monitor staff attendance
using less privacy intrusive means, such as password or a
smartcard, instead of the use of a fingerprint recognition device.

Unfair Collection - DPP1(2)

The employees were neither provided with a choice to opt for
other alternatives to satisfy the purposes of safeguarding the
office security and monitoring staff attendance, nor informed of
the privacy risks involved and the measures to prevent wrongful
collection and misuse. In the circumstances, even the employees
consented that the Company could collect their fingerprint data,
the consent was not a genuine and informed consent.

The Commissioner therefore found the Company in contravention
of DPP1(1) and DPP1(2) on the collection of employee's
fingerprint data.

Enforcement Notice and Advice

An enforcement notice was served on the Company directing
it to destroy all fingerprint data collected from its present and
past employees, and to cease collecting its employees’ fingerprint
data. The Company had confirmed its compliance with the
enforcement notice.

Establishing Guidelines for Use of Fingerprint Recognition
Devices

As the use of fingerprint recognition device becomes increasingly
common, it is imperative that privacy and data protection are not
compromised. The case is a vivid example of a data user preferring
the convenience and affordability of such devices to the neglect
of the underlying privacy concerns. It illustrates the modern flow
of sacrificing privacy rights at the altar of technology without
understanding and assessing the privacy risks which technology
can generate. Technology is certainly to be used but irresponsible
use of technology must be discouraged.
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FPERSE :
www.pcpd.org.hk/tc_chi/enforcement/
commissioners_findings/investigation_
reports/files/R15_2308_c.pdf

Given the highly sensitive nature of fingerprint data, i.e., it is a
unique physiological trait which an individual was born with and
can irrefutably identify an individual, and it remains unchanged
throughout the individual’s lifetime, etc., fingerprint data should
be collected only when justified, and used with appropriate
procedural and technological safeguards to prevent unauthorised
access to and use of the data.

An organisation must satisfy itself that fingerprint collection
is necessary to meet a specific need and there is no other less
privacy-intrusive means which could be equally effective to
serve the same need. A fingerprint recognition device should not
be used simply because it is readily available, convenient and
cost-effective. It may be an appropriate tool to control entry
to high security areas but to apply it merely for checking staff
attendance is questionable.

An employer should not exert undue influence or threaten its
employees when seeking to gain the latter's consent to collect
their fingerprint data, as such conduct would amount to unfair
collection of personal data, bearing in mind the disparity in
bargaining power between an employer and his employees.
The employees’ consent must be genuine, unambiguous, and
informed of the privacy risks associated with the collection and
use of fingerprint data.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R15_2308_e.pdf
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ELECTRONIC HEALTH RECORD SHARING SYSTEM

The Electronic Health Record Sharing System Ordinance (Cap 625)
came into operation on 2 December 2015. With the consent of
the patient, healthcare providers (in both the public and private
sectors) can have access to and share the patient’s health record
in the Electronic Health Record Sharing System (the “eHR Sharing
System”) for healthcare-related purposes.

Electronic health record (“eHR") in the eHR Sharing System amounts
to personal data under the Personal Data (Privacy) Ordinance.
To ensure that a patient’s personal data will be duly protected
under the eHR Sharing System, the PCPD had participated in
the government’s Working Group on Legal, Privacy and Security
Issues of the eHR Sharing System since the early stage of the
legislative process of the eHR Sharing System in 2007. The PCPD
also rendered comments and suggestions on issues related to
personal data privacy at the Committee Stage of the Bill.

The functions and powers of the Commissioner under the Personal
Data (Privacy) Ordinance in relation to personal data in the eHR
Sharing System include:

 handling complaints of suspected breaches of the Personal Data
(Privacy) Ordinance and initiating investigation if necessary;

« carrying out an inspection of the eHR Sharing System;

« providing guidance on personal data privacy in relation to the
eHR Sharing System to citizens and healthcare providers; and

* handling any data breach notification in relation to the eHR
Sharing System.

4

B Feedback

o EAERABESHURHTREZER  ZRHFERAYLDE (BEFRELEEBRSMKRHE
R)EET) ZENHEE - HREMNVITFEERANED - RIS BSHI RS EMERESE -
EREEEBF - REFRHAEEABMAE  BEEAAENLBREEWRASTERD HESHIEEN
E£5 > EYCSETBRREBEAESREMATREZS MENER - RN ITHFREESE -

The Privacy Commissioner also offered a lot of advice and attended meetings on a number of occasions
to answer members’ (of the Bills Committee on the Electronic Health Record Sharing System Bill)
questions. This is very helpful to our work, so | also wish to thank him and his colleagues in particular.

On one occasion, a meeting of the Bills Committee was aborted due to a lack of quorum but the Privacy
Commissioner was still very generous to hold a meeting with some of the members who were present
or who were late in the café for more than two hours... it was quite helpful to our work.

EHRZEE, JP
The Hon Charles Peter MOK, JP
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* HEEsy
www.pcpd.org.hk/tc_chi/data_privacy_law/
electronic_health_record_sharing_system/ehrss.html
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One of the briefings was held on 18 December 2015
to explain the eHR Sharing System to the PCPD
staff members.

To prepare for the commencement of operation of the eHR Sharing
System in March 2016, the PCPD undertook a series of preparatory
work since the second quarter of 2015-16. Apart from continuing
to render comments on personal data privacy-related issues in
relation to the eHR Sharing System to the government, the PCPD
had worked closely with the eHR Office under the Food and Health
Bureau to set up a two-way referral mechanism in handling possible
eHR-related complaints. Representatives from the eHR Office and
Hospital Authority were invited to conduct briefing sessions for
staff of the PCPD while the PCPD was also invited to share its
experience with the eHR Office in handling complaints relating to
the medical sector. Two sets of information leaflets on protection
of personal data privacy in relation to the eHR Sharing System
were published in early 2016 for the reference of the healthcare
recipients and the healthcare providers respectively *.

* The information leaflets can be downloaded at

www.pcpd.org.hk/english/data_privacy_law/electronic_health_record_

sharing_system/ehrss.html
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Lastly, I wish to once again express my gratitude to the Privacy Commissioner — He and his colleagues are
most sincere and have provided a lot of views to us...... But | think the Privacy Commissioner absolutely
plays a most crucial role in looking into what measures should be taken to ensure compliance with the
legislation on privacy or other legislation from the angle of privacy protection, in order for Hong Kong
people to be provided with full protection under this system.

ZZM=REE, P
The Hon Emily LAU Wai-hing, JP
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The Privacy Commissioner for Personal Data has also made great efforts regarding the Bill by raising a
lot of points of doubt, and the authorities have made amendments in the light of these suggestions and
points of doubt. We support all of these.

RBIEES
The Hon Fernando CHEUNG Chiu-hung
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The representative of the Office of the Privacy Commissioner for Personal Data has also taken an active
role in the discussion of the Working Group and most of his recommendations were taken on board.

BYRBERRRSXKXFEE, BBS, JP
Dr the HON KO Wing-man, BBS, JP






