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Today’s presentation will cover… 

• an overview of the Personal Data (Privacy) 
Ordinance 

• several real life examples of personal data 
incidents 

• accountability principle in personal data 
protection, and the Privacy Management 
Programme 

• key impact of the EU GDPR 2018 
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Overview of 
Personal Data (Privacy) Ordinance 
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Personal Data (Privacy) Ordinance 

• Enacted in 1995 
 

• Core provisions came into effect on 20 December 
1996 
 

• Personal Data (Privacy) (Amendment) Ordinance 
2012 effective from 1 October 2012 except for 
“direct marketing” and “legal assistance” which 
took effect on 1 April 2013 
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“Personal data” (個人資料) means any data - 

(a) relating directly or indirectly to a living individual; 
(b) from which it is practicable for the identity of the 

individual to be directly or indirectly ascertained; 
and 

(c) in a form in which access to or processing of the 
data is practicable. 

“Data” ( 資 料 ) means any representation of 
information (including an expression of opinion) in any 
document 

What is personal data 
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Examples of Personal Data used in  
everyday life 

 
• A person’s name, telephone number, address, sex, 

age, occupation, salary, nationality, photo, identity 
card number, medical record, etc. 
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The Six Data Protection Principles (DPPs)   

https://www.youtube.com/watch?v=j6fO6JVGGHg
https://www.youtube.com/watch?v=j6fO6JVGGHg
https://www.youtube.com/watch?v=j6fO6JVGGHg
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Principle 1 – Purpose and Manner of Collection 
 
 
 
 
 

 

• Must be related to the data user’s  
(i.e. organisation’s) functions or activities  
 

• Data collected should be adequate but  
not excessive 
 

• The means of collection must be lawful and fair 
 

• Notify data subjects of collection purposes and to 
whom data will be transferred 
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   Principle 2 – Accuracy and duration of retention  
 
 

• Data users shall take all practicable 
steps to ensure the accuracy of 
personal data held by them, and 
destroy data after the purpose of 
use is satisfied – reasonable time  
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Principle 3 – Use of personal data 
 
 • Personal data shall not, without the prescribed 

consent of the data subject, be used for a new 
purpose 

      
       

     “New purpose” means any purpose other than the  
 purposes for which they were collected or  
 directly related purposes 
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Principle 4 – Security of personal data 
 
 

• Data users shall take all 
practicable steps, to safeguard 
personal data against 
unauthorised or accidental access, 
processing, erasure, loss or use 
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Principle 5 – Information to be generally available 
(Transparency) 

 
 

    Data users shall provide: 
 

     (a) policies and practices in relation to handling of   
personal  data;  
          

 (b)   the kinds of personal data held;  
              

 (c)   the main purposes for which  

  personal data are used  
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Principle 6 – Access to personal data  
 
 

• Data subject is entitled to request access to and 
correction of his personal data 

 

    

• Data user may charge a non-excessive fee   
 

 

• Data user shall respond within 40 days 
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Direct 
Marketing 
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Direct Marketing Requirements  
 

• The new provisions on regulation of direct 
marketing activities came into force on  
1 April 2013 
 

• Direct marketing activities under the 

Ordinance include such activities made to 

specific persons by mail, fax, email and phone 
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Provide “prescribed 
information” and response 
channel for data subjects 
to elect whether to give 
consent  
 
Notification must be easily 
understandable 

Consent should be given 
explicitly and voluntarily 
 
“Consent” includes an 
indication of “no objection” 
 
 
 

Intends to use 
or provide 
personal data 
to others for 
direct 
marketing 

Provides 
personal data 

Direct Marketing Requirements 

 
Data User  
資料使用者 
Notification 

通知 
 

 
Data Subject  
資料當事人 

Consent 
同意 
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Direct Marketing Requirements 
 

• If a data subject submits an opt-out 
request, the data user must comply 
with the request without charge 

 

• Criminal sanctions may apply if a data 
user fails to comply with the 
requirements on notification, consent 
and opt-out request 
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Direct Marketing Conviction Cases 
 

 Date Case Penalty 

Sep 2015  
 (1st conviction after the 

2012 amendments) 
 

• A telecommunication company ignored  

customer’s opt-out requests. 

• The company appealed against its conviction 

at the High Court, and the appeal was 

dismissed in Jan 2017.  

 

Fined $30,000 
 

Sep 2015 
 

• A storage service provider failed to take 

specified actions and obtain the data 

subject’s consent before direct marketing. 

 

Fined $10,000 

Nov 2015 • A healthcare services company ignored 

customer’s opt-out requests. 

 

Fined $10,000 



Date Case Penalty 

Dec 2015  
(Note: Appeal trial  

in progress) 

• An individual provided personal data to a third 

party for direct marketing without taking specified 

actions and obtaining the data subject’s consent. 

• The individual appealed. The appeal trial is in 

progress. 

Fined 
$5,000 
 

Apr 2016 • An insurance agent used personal data in direct 

marketing without taking specified actions and 

obtaining the data subject’s consent. 

• The agent also failed to inform the data subject of 

his opt-out right when using his personal data in 

direct marketing for the first time. 

Community 
Service Order of 
80 hours for each 
charge 

May 2016 
 

• A telemarketing company used a customer’s 

personal data in direct marketing without taking 

specified actions and obtaining his consent.  

• The company also ignored opt-out requests. 

Fined $8,000 for 
each charge 
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Direct Marketing Conviction Cases 



22 

Date Case Penalty  

Nov 2016 • Two financial intermediaries used personal 

data in direct marketing without taking 

specified actions and obtaining the data 

subject’s consent, total 11 charges, and all 

convicted. 

• Two senior management of the companies 

were also charged, but were acquitted due to 

lack of evidence. 

Two companies fined 
$165,000 in total 
($15,000 per charge), 
plus damages to the 
claimants equal 25% 
of the relevant profits, 
total $47,800.  
 

Dec 2016 • A watch company used an individual’s 

personal data in direct marketing without 

taking specified actions and obtaining his 

consent. 

• The company also failed to inform the 

individual of his opt-out right when using his 

personal data in direct marketing for the first 

time. 

Fined $8,000 for each 
charge 

Direct Marketing Conviction Cases 

22 
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Impact of 
inadequate data 

protection 
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The “Octopus Incident” (2010) 
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VTech data breach (2015) 
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Yahoo data breach (2016) 
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Suspected data leakage  
by an airline’s mobile app (2016) 

27 
27 

http://www.hongkongairlines.com/en_HK/special_news/detail?id=10005252537
http://hk.apple.nextmedia.com/news/first/20161229/19880155
http://orientaldaily.on.cc/cnt/news/20161229/00176_042.html
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REO loss of laptops (2017) 
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Call-blocking app leaks personal data (2017) 
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From 
compliance,  

to accountability…  
to 
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Privacy Management Programme (PMP) 

        Accountability Principle under OECD Privacy Guideline: 

 

• a data user (controller) should be accountable for 
complying with measures which give effect to the data 
protection principles 
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EU General Data Protection Regulation 2018 
(GDPR) makes accountability into law 

Accountability 

Art. 24: Implement 
appropriate technical and 

organisational measures to 
ensure compliance 

Art. 25: Data protection 
by design and by 

default 

Art. 35: Conduct Data 
Protection Impact 
Assessment (DPIA) 

Art. 37: Designate Data 
Protection Officer 

(DPO) 
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Main Themes of a PMP 

• “An accountable organisation must have in 

place appropriate policies and procedures 

that promote good practices which, taken as a 

whole, constitute a privacy management 

programme.” 

 

• Encourage organisations to embrace personal 

data privacy protection as part of their 

corporate governance responsibilities and 

apply it as a top-down business imperative 

throughout the organisation  
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Compliance approach 
 

• passive 

• reactive 

• remedial 

• problem-based 

• handled by compliance team 

• minimum legal requirement 

• bottom-up 

Accountability approach 
 

• active 

• proactive 

• preventative 

• based on customer expectation 

• directed by top-management 

• reputation building 

• top-down 

Paradigm Shift 
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Participation in the PMP  
 

Participating sectors that pledged 

to implement PMP 

• Hong Kong SAR Government 

• 25 insurance companies  

• 9 telecommunications companies 

• 5 organisations from other sectors 
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The PMP Best Practice Guide does not… 

36 

provide a 
“one-size-fits-
all” solution 

constitute a 
legal 

requirement 

provide direct 
guidance for 
compliance 
with specific 
provisions of 

the Ordinance 

impose 
prescriptive 
obligations 

Instead, the PMP is flexible 
enough for organisations of any 
size and nature to adapt to. 
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PMP Best Practice Guide - Fundamental Principles 

3 top-down management commitments 

1. Top-
management 

commitment and 
buy-in 

2. Setting up of a 
dedicated data 

protection office or 
officer 

3. Establishing 
reporting and 

oversight 
mechanism 



38 

1. Recording and maintaining personal data inventory 

2. Establishing and maintaining data protection and privacy policies 

3. Developing risk assessment tools (e.g. privacy impact assessment) 

4. Developing and maintaining training plan for all relevant staff 

5. Establishing workable breach handling and notification procedures (e.g. data breach notification) 

6. Establishing and monitoring data processor engagement mechanism 

7. Establishing communication so that policies and practice are made known to all stakeholders 

PMP Best Practice Guide - Fundamental Principles 

7 practical programme controls 
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1. Development of an oversight review plan to check for compliance and effectiveness of 
the privacy management programme 

 
 

2. Execution of the oversight review plan making sure that any recommendations are 
followed through 

 

PMP Best Practice Guide - Fundamental Principles 

2 review processes 



40 

Consultancy on Implementing PMP in the 
Public Sector 

• November 2015 - to facilitate three Hong 
Kong Government bureaux/departments 
to implement PMP 
 

• Deliverables (toolkits and training) will be 
beneficial to organisations (public or 
private) implementing PMP 
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Tips for Company Secretaries 
 

 

 

Secure the buy-in from top-management 

Build a culture within organisation to protect privacy 

Keep abreast with new development  

(PCPD’s online resources, Data Protection Officer’s Club) 

Prepare organisation to meet new changes  

through risk assessments, protocols and policies 
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Key Impact of  the 
2018 
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Extra-territoriality of GDPR 

GDPR applies to data controllers (i.e. data users) and data 
processors: 

• with an establishment in the EU; or  

• without an establishment in the EU, but offer goods or 
services to individuals in the EU, or monitor the individuals 
behaviour.  

[Article 3] 
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What does GDPR apply to? 

GDPR applies to personal data, which is defined as: 

 

 “any information relating to an identified or identifiable 
 natural person...” [Article 4(1)] 

 

• May include location data and online identifier 

• A wider definition than the Hong Kong Personal Data 
(Privacy) Ordinance 
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Consent 

 

• One of the lawful bases for processing of personal data. 
[Article 6] 

• Consent must be: 

o freely given, specific and informed; and 

o provided by an unambiguous indication. 

 

• ‘Processing’ includes collection, use and retention. 
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Mandatory data breach notification 

 

• Data controller must notify, without undue delay:  

o the supervisory authority, unless the breach is unlikely 
to result in a risk to the rights or freedoms of 
individuals; and 

o the affected individuals, if the data breach is likely to 
result in a “high risk to the rights and freedoms” of 
individuals. 

• Data processor shall notify its data controller without 
undue delay. 

[Articles 33-34] 

 

 
 
 



47 

Individuals’ rights 

 

New rights to individuals, include: 

• right to erasure; [Article 17] 

• right to data portability; [Article 20] 

• right to object to processing. [Article 21] 
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Accountability 

 

• Implement appropriate technical and organisational 
measures to ensure compliance [Article 24] 

• Data protection by design and by default [Article 25] 

• Conduct Data Protection Impact Assessment [Article 35] 

• Designate Data Protection Officer [Article 37] 
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Cross-border transfer 
 

Personal data may be transferred outside the EU in limited 
circumstances, which include: 

• transfer to countries with ‘adequate’ level of data 
protection; 

• use of ‘standard contract clauses’ or ‘binding corporate 
rules’; 

• use of approved codes of conduct or certification. 

[Articles 44-47] 
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Sanctions 
 

Maximum administrative fine: 

 

• €10 million or 2% of global annual turnover for less serious 
contravention, like failure to make data breach notification, 
appoint data protection officer, or conduct data protection 
impact assessment; 

• €20 million or 4% of global annual turnover for more 
serious contravention, like processing not under a lawful 
basis, failure to comply with individuals request to erasure.  

 [Article 83] 
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Contact Us 

 Hotline - 2827 2827 

 Fax       - 2877 7026 

 Website  - www.pcpd.org.hk 

 E-mail - enquiry@pcpd.org.hk 

 Address - 12/F, Sunlight Tower,  

                             248 Queen’s Road East,  

     Wanchai, HK 

Copyright 

 

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence.  In essence, you are free to share 

and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.   

For details, please visit creativecommons.org/licenses/by/4.0. 
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39th International Conference of Data Protection  
and Privacy Commissioners   


