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Number of Active SIM Cards and 
Smartphones in Use 
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• 7 millions 
population 
 

• 14.9 millions 
active SIM 
cards in use 
 

• 5 millions 
smartphones 
in use 



Low Privacy Awareness by the Public 
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• the public was 
not sensitised to 
the privacy issues 
in the use of 
smartphones and 
apps 



Sweep Exercise Revealed Low Awareness by Developers 
 

Number of apps provide privacy policy statement 
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Yes
No

60% Yes 
(But provided only on  
developer’s website) 

40% No 

Yes
No

45% No 

55% Yes 

25% 
(Provided during  

Installation) 

30% 
(Provided on the  

developer’s website) 

2013 

2014 

• nearly half of 
Hong Kong apps 
surveyed in 2013 
and 2014 did not 
provide privacy 
policy 



Transparency of HK Apps Inadequate 
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• 72% did not 
explain whether, 
what and why 
data is accessed 
(compared to 59% 
worldwide) 

 
• 85% suspected to 

over-collect 
personal data 
(compared to 31% 
worldwide) 
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Number of Apps Available in Marketplaces 

• number of apps in 
marketplaces are 
escalating 
 

• impact can be 
large even when a 
small proportion 
of them have 
privacy issues 



Enforcement Actions Taken on Apps 
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• enforcement 
actions were 
taken in 
2014 on two 
apps due to 
excessive 
collection of 
personal 
data and 
security flaw 

https://www.wwpkg.com.hk/cms/new/pkg.aspx
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HK Apps were Found to Have Inadequate Encryption 
 

• one-third of 
apps were 
found to have 
encryption 
flaw – either 
not done or 
easily 
crackable 
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FTC Fined ‘Path’ for Deception  

• the app PATH  
was fined by 
FTC for failing 
to inform 
customers 
about data 
collection 
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Best Practice Guide for Mobile App Development 

• a joint effect 
with the 
industry to 
publish 
practice guide 
on privacy-
friendly app 
development 
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Penalty for Contravention  

• contravention 
of enforcement 
notice is a 
criminal 
offence 
punishable by a 
fine of up to 
HK$50,000 and 
imprisonment 
for up to two 
years 
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Privacy as a Competitive Advantage 

• privacy and 
personal data 
protection can 
be an asset 
and a business 
edge 
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