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Number of Active SIM Cards and
Smartphones in Use

e 7 millions

[ ]
p O p u I at I O n Public Mobile Customers
Activated 256G + 3G + 4G
° 1 4 9 m i I I i O n S Month | Post-paid SIM | Pre-paid SIM Total’ Pre-paid SIM? Customers™*
. 11/2015]  7.965,302 16,584,878 14,187,136
. 10/2015 7,956,171 8,585,959 16,542,130 6,258,780 14,115,459
aCtlve SI M 9/2015 7.940,477 8,689,966 16,630,443 6,180,365 14,223,157
. 8/2015 7,927,852 8,792,736 16,720,588 6,157,613 14,270,075 ®
Ca rdS IN use 7/2015 7.893,835 8,801,842 16,695,677 6,198,946 14,183,881 °
6/2015 7.875,469 8,824,485 16,699,954 6,200,411 14,027,892 8
5/2015 7.863,759 8,729,561 16,593,320 6,209,401 12,875,708 °
chne 4/2015 7.856,429 9,009,456 16,865,885 6,365,807 13,069,462 °
® 5 m|"|ons 3/2015 7.854,627 9,104,828 ° 16,959,455 °© 6,459,188 ° 13,166,436 °
2/2015 7.841,085 9,413,754 8 17,254,819 8 6,648,817 © 13,449,428
sSsMma rtphones 1/2015 7.856,955 9,601,768 & 17,458,723 8 6.883,017 © 13,508,002 @
12/2014 7,851,393 9,520,606 17,371,999 6,996,924 12,765,744 °
[ ]
IN use
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Low Privacy Awareness by the Public
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* the public was

not sensitised to
A Survey Revealed Low Privacy Awareness among Smartphone

the privacy issues
. Users Privacy Commissioner Advises Sm hone Users to Ge
int h e use Of Smarter ab;:l);t Privacy e ! '

h d 1.The Privacy Commissioner for Personal Data (“the Commissioner™) Mr. Allan Chiang
Sma rtp On eS a n released today (21 November 2012) the findings of a survey' on the privacy awareness

among smartphone users in Hong Kong.

Media Statements

Date: 21 November 2012

a p ps +QOver 90% of users have installed apps but only 27% of them read and consider the apps
privacy policy before installing the apps;
+57% of apps users do not know what personal data on their phones are accessed by the
apps installed;
+531% of social apps users do not know that their contacts and social relationship data
would be uploaded to a central server;
*Only 53% of users take steps to protect their phones and personal data by means such
as screen lock and anti-virus software.
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Sweep Exercise Revealed Low Awareness by Developers

Number of apps provide privacy policy statement

M Yes

* nearly half of = No e
Hong Kong apps e
surveyed in 2013 60% Y

% Yes

and 2014 did not
provide privacy
policy

ut provided only on
developer’s website)

2013

5% Yes
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Transparency of HK Apps Inadequate

72% did not
explain whether,
what and why

data is accessed

(compared to 59%
worldwide)

85% suspected to
over-collect

personal data

(compared to 31%
worldwide)
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Media Statements

Date: 15 December 2014

Privacy Commissioner Finds Transparency of Privacy Policies
Wanting in Local Mobile Applications

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
conducted a survey' of 60 popular mobile applications ("apps") developed by Hong Kong
entities and found that their transparency in terms of privacy policy was clearly inadequate
and there was no noticeable improvement compared with the results of a similar survey

conducted in 2013.

2014 Survey (Hong 2014 Sweep
Kong)(total = 60 (Global)(total =
apps) 1,271)

Unclear or missing information as regards

whether data would be accessed, and if yes, 4 T15((59%)

what data and why

Permission of data acct?ss being sought went 5 | otal = 60 | 281 (total _

beyond user's expectation based on app’'s

functionality® apps) 908)
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Number of Apps Available in Marketplaces

* numberofappsin
marketplaces are
escalating .

e impact can be

large even whena ~° s
small proportion
of them have
privacy issues

400,000

340,000

250,000
130,000

0

Google Play Apple App Store Amazon Appstore Windows Phone BlackBerry World
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Enforcement Actions Taken on Apps

it

enforcement
actions were
taken in
2014 on two
apps due to
excessive
collection of
personal
data and
security flaw

Media Statements

Date: 15 December 2014

Excessive Collection of Personal Data through Mobile Application
by Worldwide Package Travel Service Operating with No Privacy

Policy
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Personal Data Leaked through Inadvertent Use of Mobile
Application "TravelBud" by HKA Holidays

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
published an investigation report today concerning the leakage of personal data of the
customers of an airline services company, HKA Holidays Limited ("HKA Holidays") through
"TravelBud" , a mobile application ("app") running on i0S platform. This stems from the
failure of the app maintenance contractor, BBDTEK Company ("BBDTek"), in responding to
the new privacy protection feature of iOS7 which blocked the reading by apps of MAC
address' as a device identifier. HKA Holidays as the data user has contravened Data
Protection Principle ("DPP") 4(1) in Schedule 1 to the Personal Data (Privacy) Ordinance (the
"Ordinance").

Date: 15 December 2014
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https://www.wwpkg.com.hk/cms/new/pkg.aspx

HK Apps were Found to Have Inadequate Encryption

e one-third of
apps were
found to have
encryption
flaw — either
not done or
easily
crackable
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Security Blog

HKCERT and PISA Urge for Enhanced Transaction Security in Mobile Apps

Release Date: 14 /09 /2015

Mobile apps ow
authentication t
Computer Emel
Professional Inf

The advice carmr
one-third of the
attackers. The ®

Commenting or
popularity of mc
open environms

The Study four
into the seven t

Last Update: 15/ 09/ 2015

% (B 55 | Share |y Tweet

Level distribution of 130 Apps
130 RIEMBANFESH

Level Quantity

[556 views]
o use cerlificate
urged the Hong Kong
{HKPC) and the

| locally found that over
able to hacking
I July this year,

12 rapid growth in
| being transmitted in

25"

encryption. Analysis
1anking apps feature

better encryption security, with over 87% attaining “secure” and *most secure” grading. The transaction security of cinema ticketing and
online food ordering apps was in the madium level. Over half of the financial securities, online shopping/group buy and travel booking
service apps tested were found to be “vulnerable”, or even “serious”, with no encryption at all.
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FTC Fined ‘Path’ for Deception

Xy Contact | S cted | Privacy Policy | FTC en espafiol
e thea PP PATH B} FEDERAL TRADE COMMISSION
i) § PROTECTING AMERICA’S CONSUMERS

was fined by
FTC fo r fa i I i ng ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & ADVICE | WOULD LIKE TO...

°
to I n fo r m MNews & Events » Press Releases » Path Social Networking App Setties FTC Charges it Deceived Consumers and Improperly Collected Personal Information from Users'
Mobile Address Books

customers Path Social Networking App Settles FTC Charges it s

| Deceived Consumers and Improperly Collected Personal CALENDAR
a bout data Information from Users' Mobile Address Books
Company also Will Pay $800,000 for Allegedly Collecting Kids® Personal

[ ]
I I Information without their Parents Consent Related Cases
collection

February 1, 2013

TAGS: deceptive/misleading conduct | Software and Databases | Bureau of Consumer Protection | Related Resources

Consumer Protection | Privacy and Security | Consumer Privacy Remarks of Federal Trade
Ci ission Chai J
The operator of the Path social networking app has agreed to settle Federal Trade Commission charges that it emmission Lhairman Jen

deceived users by collecting personal information from their mobile device address books without their knowledge Lepomlz (s Prgpared For
el it Thin bt oo siomn b I 3 sbabalinks n nmerb i i e s marmreres e e rebabrsine Delivery) at Mobile Privacy Press
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Best Practice Guide for Mobile App Development

TAIBF RASE
WHEN TO READ
PR M P R R EMW A - WERRS - 456

PEREERE R RS EL A LS - ML BB AR FRES
HREE - AIERNERERY  MENEAWENETF LR

BN A S (W6 R ) —
BN - BHEL BHRRE R AT ARE 2 (MARE (L) HO0 0
You should read it before you start planning your app A SR S L MR AR
development project. Building in privacy protection eSO Eeiry Eer i Read Part A (Page 6) —

and want fo know more on
privacy law?

at the outset will be less costly for the business
and will have less impact on your app functions
compared with adjustment for compliance at a

* ajoint effect

mErERAEIES|

-t h t h HOW TO USE THIS GUIDE
WI e BHESH  TEIMSBIER - §— _ BN C 2 (11 R )—
AU BMI M - HETIE IR - :i*;;;;ﬁ:ﬁf FER IR MAWT

S E YRR R AR e ey R ARt |
This guide comprises a number the concept of privacy Read Part C (Page 11) -

[ J
of parts which may be read Pprotaction in app Privacy by Design in app
independently. The flow chart on dovalopmont? development
the right suggests how this guide

may be used:

publish

*
TABLE 2 - Checklist

practice guide —— —E

- AEMBMRME /K AL Bl 2 B EL

on privacy-

2 MR L WM (R4 a7 R E2
YA the date for dertved dia) bu uploededrammitied from

[ ]
o EEMOTANERSRERN (LRN) AT 5
‘Wil the dats (or derived dats) be sterad or kept elsawhers
from the mobile device? See E3
4RI (TR RGBS A R 8/ AR VR PR W H A
TR SRR S| . Office of the Privacy Commissioner
Best Practice Guide for Mobiio AppDevs | Wil iho data for derived data) be combined/comeiatad with

for Personal Data, Hong Kong
eve o p m e nt ‘ather data of the individual obtained slsewhers? See E4 PCPD.org.hk
5 BTEAMMAATE (MuELNG) SNAGAL /@

WS ERE (T RE) 7

‘Will the data (or derived data) be shared within your business

(.. for cross-app integration) o with other parties? Ses ES ﬁﬁ:ﬁﬂﬁm EK
6. \A.(I?:-ﬂ':t Ilﬂg-!;ll;ﬂg Fﬂ:’nﬂgt;mlml"ﬁ 6 '}IL

N RETEHRIES]
oK B - =

Best Practice Guide

8. BEFIIJIMRIMIE!B (EWEAREREA) B /W H

lmammn) 7o for Mobile App

e  Paraoral rormation Col cton Statement ancio
Privacy Policy Siatamant baan praparec to cover 8 data

e Development

. R TS SO SO LS 7 8 EQ
Hes vou takan It dccourt 0 users' oivacy
ctations? Seo

3

AURTHEEMA=AIA K- WERAE) (AR
BEEETANANE 7 8

Dy as huepary ol (sohwars sy, o natwer
1S in your app (o ar0 you the provider of thesatools)? See
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Penalty for Contravention

e contravention
of enforcement
notice is a
criminal
offence
punishable by a
fine of up to
HKS50,000 and
imprisonment
for up to two
years
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Privacy as a Competitive Advantage

e privacy and
personal data
protection can
be an asset
and a business
edge
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