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The Personal Data Landscape in Asia 



Personal Data (Privacy) Ordinance (“PDPO”) 

1.  Introduction 

• Enacted in 1995 

• Core provisions came into effect on 20 
December 1996 

• Personal Data (Privacy) (Amendment) 
Ordinance 2012 effective from 1 October 2012 
except for “direct marketing” and “legal 
assistance” which took effect on 1 April 2013 
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“personal data” (個人資料) means any data - 

(a) relating directly or indirectly to a living individual; 
(b) from which it is practicable for the identity of the 

individual to be directly or indirectly ascertained; and 
(c) in a form in which access to or processing of the data 

is practicable; 

“data” (資料) means any representation of information 
(including an expression of opinion) in any document 

What is personal data 
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Examples of Personal Data used in  
everyday life 

 
A person’s name, telephone number, 
address, sex, age, occupation, salary, 
nationality, photo, identity card number, 
medical record, etc 
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The Six Data Protection Principles (DPPs)   



The Six Data Protection Principles (DPPs)   

7 
www.youtube.com/watch?v=j6fO6JVGGHg  

https://www.youtube.com/watch?v=j6fO6JVGGHg
http://www.youtube.com/watch?v=j6fO6JVGGHg


• Commissioner’s Report No.R10-9866 (Octopus case) 
 

 terms and conditions printed on the registration form in 
much smaller fonts than the other parts of the leaflet 

~ “used by us for … (b) providing you with carefully 
selected offers, promotions and benefits by us, our 
subsidiaries, our affiliates and/or Our Partners …” 

~ “may transfer or disclose such information to … any 
other person under a duty of confidentiality to us …” 

 In view of the small print and the failure to define with 
any reasonable degree of certainty the classes of 
transferees – contravention of DPP1(3) 

 

 

 

Personal Information Collection Statement (PICS) 
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properly design the layout of PICS (including font size, spacing and use of 

appropriate highlights), easily readable 

present PICS in a conspicuous manner, e.g. in a stand-alone notice or 

section 

use languages which are reader friendly, e.g. use simple words 

provide further assistance to customers such as help desk or enquiry 

service 

should not state the purpose of use and class of transferees in such liberal 

and vague terms  

Personal Information Collection Statement   
Practical Tips 
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This Guidance Note helps 

organisations prepare clear 

and information privacy 

notices (i.e. PICS and Privacy 

Policy Statement (PPS)) 

 

Download:  www.pcpd.org.hk//english/resources_centre/publications/files/GN_picspps_e.pdf 
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• Case Note No.1997C16 

 husband (H), wife (W) and friend (F) take out 
travel insurance at the same insurance agency at 
the same time 

 H and W fail to fill in address in their application 
forms, staff simply enter F’s address in the forms 

 staff later put the 3 policy documents in one 
envelope and mail to F 

 contravention of DPP2(1) and DPP4 

Accuracy and Security of Customers’  Data 
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• Case Note No.2004C21 

 insurer retaining personal data of unsuccessful 
insurance applicants for indefinite period of time 

 reasons given by insurer 
~ legal requirements for keeping books of accounts 
~ guidelines and circulars of regulatory authorities 
~ potential litigations, enquiries and complaints 
~ check against future applications 

Retention of customer’s data 
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 the Commissioner’s views 

~ money transaction – 7 years 

~ no money transaction – 2 years 

~ unless special circumstances existed 

 in compliance with enforcement notice 
issued by the Commissioner, insurer erased 
more than 7,000 records 

Retention of customer’s data 
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• AAB No.40/2009 

 
 Regional Director of an insurer in a training session 

of 55 insurance agents held in Mainland China used 
insurance policy information of a former Regional 
Manager, her children and ex-husband to illustrate 
inappropriate practice of issuing policies to 
connected individuals 

 insurer argued that it was necessary to identify the 
parties concerned being someone the trainees knew 
so as to raise vigilance and deterrence 

Use of customers’ data for internal training 
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 the Commissioner’s views 
~ not within a customer’s reasonable expectation 

to use his data for training or share with agents 
unrelated to his policy 

~ not necessary to disclose identities to raise 
awareness 

~ mere mentioning of capacity or roles of the 
individuals involved would suffice 

~ contravention of DPP3 by insurer (vicarious 
liability through the Regional Director being its 
agent) 

Use of customers’ data for internal training 
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Direct Marketing 

• Part VIA – sections 35A to 35M 

• “Direct marketing（直接促銷）” (“DM”) means 

 offering or advertising of goods, facilities or 
services 

 solicitation of donations, etc 

 through “direct marketing means”, i.e. (a) 
sending information or goods, addressed to 
specific persons by name, by mail, fax, electronic 
mail or other means of communication; or (b) 
making telephone calls to specific persons 
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Data User 

Notification 

Data Subject 

Consent 

 Provide data subjects with 
“prescribed information” and 
response channel through which 
the data subject may elect to give 
consent 

 Notification should be easily 
understandable 

 Should be given explicitly and 
voluntarily 

 “consent” includes an indication 
of “no objection” 

 " 

Intends to use 
personal data or 
provide personal 
data to another 
person for use in 
direct marketing 

Provision of  
Personal Data 

Direct Marketing 



Use of Personal Data in Direct Marketing  
 Notwithstanding the source of the personal data, the following 

specified actions must be taken before using the personal data for 
own direct marketing activities (S.35C) ：-  

 

1) To inform the data subjects that it intends to so use the personal 
data and that the data may not be so used unless it receives the 
data subject’s consent 
 

2) To inform the data subjects either orally (easily understandable) 
or in writing (easily readable and understandable) : 

 the kinds of personal data to be used; 

 the classes of marketing subjects in relation to which the data 
is to be used； 

 the response channel through which the data subject may 
communicate his consent to the intended use. 18 



 The following specified actions must be taken before providing personal data to 
a third person for use in direct marketing (S.35J) 

1) To inform the data subject in writing that his/her personal data is 
intended to be provided for direct marketing and that the data may not 
be so provided unless it obtains written consent (oral consent is not 
acceptable) 

2) To provide the data subject with the following written information 
(easily readable and understandable) 

 where the data is to be provided for gain, that the data is to be so 
provided  

 the kinds of personal data to be provided 

 the classes of persons to which the data is to be provided 

 the classes of marketing subjects in relation to which the data is 
to be used 

 

Providing Personal Data to another person 
for Use in Direct Marketing  
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Failing to take the specified actions is an offence 
punishable by a fine up to HK$500,000 and 
imprisonment up to 3 years；if the data is to be 
provided for gain, the maximum penalty of a fine 
of HK$1,000,000 and 5 years’ imprisonment 

Offence 
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• A  data user must notify data subject of his opt-out right when using his 

personal data for the first time (S.35F) (e.g. insert “opt-out” box in 

promotion materials) 

• A data subject may at any time (irrespective of prior consent) require a 

data user to cease to use his/her personal data in direct marketing (S.35G) 

• A data subject may at any time require a data user to cease to provide 

his/her personal data to any other person for use in direct marketing；

and to notify any person to whom the data has been so provided to cease 

to use his/her personal data (S.35L) 

• A data user is required to notify such other person in writing to cease to 

use a data subject’s personal data (S.35L) 

• Must not impose any charge on the data subject who makes such request 

(S.35G and S.35L) 

 

Other Offences 
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 Contravention:  

        -a fine up to HK$500,000 and imprisonment for up 

to 3     years; 

         -if the data is to be provided for gain, the maximum 

penalty of a fine of HK$1,000,000 and 5 years’ 

imprisonment 
 

Other Offences 
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2015 
Date of 

Conviction 
Case Penalty 

9 Sep  A telecommunication company ignored opt-out requests Fined 
$30,000 

14 Sep A company providing moving & storage services charged 
with the offence of using the personal data of a 
customer in direct marketing without taking specified 
actions and obtaining consent 

Fined 
$10,000 

3 Nov A company providing healthcare services ignored opt-
out requests 
 

Fined 
$10,000 

30 Dec An individual provided personal data to a third party for 
DM without taking specified actions and obtaining his 
consent 
 

Fined 
$5,000 

Direct Marketing Conviction Cases 



2016 
Conviction 

Date 
Case Penalty 

25 Apr An insurance agent was charged with the offence 
of using the personal data of a customer in direct 
marketing without taking specified actions, obtaining 
consent and failing to inform the data subject, when 
using his personal data in direct marketing for the first 
time 
 

A 
Community 
Service 
Order of 80 
hours for 
each 
charge 

16 May A telemarketing company charged with the offence 
of using the personal data of a customer in direct 
marketing without taking specified actions, obtaining 
consent and ignoring opt-out requests 
 

Fined 
$8,000 for 
each 
charge 

Direct Marketing Conviction Cases 



Conviction DM cases in relation to insurance industry 

Case 1:  

Case background 

 A real estate agent (“1st Defendant”) obtained the complainant’s 
Christian name and mobile phone number (“the Data”) in a social 
function 

 the 1st Defendant did not inform the complainant or seek his 
consent for providing the Data to another party for direct 
marketing 

 About two months later, an insurance agent (“2nd Defendant”) 
called the complainant twice on his mobile phone 

 During the first phone call, the 2nd Defendant identified herself as 
a financial planner of an insurance company, claiming that the 1st 
Defendant provided the Data to her 
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 Case background (con’t) 

 2nd Defendant called the complainant again. Once the 
complainant realised that the 2nd Defendant intended to provide 
him with information about financial planning and insurance 
products, he immediately indicated that he had no interest in such 
products and hung up the phone 

 

 Charge 

 1st defendant: failing to take specified actions and obtain consent 
before providing personal data to a third party for use in direct 
marketing (S. 35J) 

Conviction DM cases in relation to insurance industry 
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 Charge (con’t) 

 2nd  defendant: failing to take specified actions and obtain consent 
before using the personal data of a data subject in direct marketing 
(S.35C) 

 

 Outcome 

 1st defendant was fined HK$5,000 (first conviction of new offence 
under S.35J) 

 2nd defendant was acquitted on the facts of the case, mainly 
because the Court could not rule out the possibility of her 
attempting to take those specified actions but was interrupted as 
the data subject hung up the phone after she mentioned about 
insurance matters 

Conviction DM cases in relation to insurance industry 
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Case 2:  

Case background 
 

 The complainant had purchased an insurance policy at an 
insurance company (“Insurance Company A”) 
 

 Subsequently, the complainant received at his home address a 
letter from the Defendant who was working as an insurance agent 
of another insurance company 

 

 the Defendant promoted financial services to the complainant 
after knowing the suspension of service of Insurance Company A in 
the letter 

Conviction DM cases in relation to insurance industry 
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 Charge 

1. Failing to take specified actions and obtain consent before using the 
personal data of a data subject in direct marketing (S.35C) 

2. Failing to inform the data subject when using his personal data in 
direct marketing for the first time, of his right to request not to use 
his personal data in direct marketing without charge (S.35F) 

 

 Outcome 

 A Community Service Order of 80 hours was imposed by the Court on the 
defendant in respect of each charge, to be served concurrently      

Conviction DM cases in relation to insurance industry 
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Must take specified actions and obtain consent 

Must notify data subject of his opt-out right  

Update the Opt-Out List regularly  

Ensure that organisations’ standing procedures for their staff to 

follow are followed 

Practical Tips 

30 



Guidance to help data users 

• Guidance on Direct 
Marketing issued by the 
PCPD to assist data users 
to understand their 
obligations and promote 
good practice 
 

• A leaflet on Exercising 
Your Right of Consent to 
and Opt-out from Direct 
Marketing Activities was 
also issued by PCPD to 
assist data subjects to 
understand their rights  
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Privacy as a Competitive Advantage 

privacy and personal 
data protection can 
be an asset and a 
business edge 
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