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What is IoT? e.g. Smart 
watches 

e.g. Smart 
TVs 

e.g. AI home 
assistants 

e.g. 
Connected 

cars 

e.g. Smart 
lampposts 

Interconnection 
of ordinary 

household or 
personal devices 
via the Internet 
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Wi-Fi  
Connected City 

Hong Kong Smart City Initiatives 

eID FinTech 

Digital Payment 

Open Data 

Big Data Analytics 
Platform 

Smart Tourism 

Multi-functional 
Smart Lampposts 

Intelligent 
Transport System 

and Traffic 
Management 

 Source: Hong Kong Smart City Blueprint  
3 
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Wi-Fi  
Connected City 

eID FinTech 

Digital Payment 

Open Data 

Big Data Analytics 
Platform 

Smart Tourism 

Multi-functional 
Smart Lampposts 

Intelligent 
Transport System 

and Traffic 
Management 

Smart city initiatives that may involve  
IoT & digital tracking 
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IoT may involve one or more of the following 
technologies… 

RFID / 
NFC 

  Electronic 
sensor 

Wi-Fi / 
Mobile 

network 
  Webcam 

iBeacon   Audio 
recording 

Examples of applications: 
• Mobile payment 
• Electronic baggage tag 
• Auto toll 
• Electronic road pricing 

Examples of applications: 
• Real-time traffic 

information 
• Electronic road pricing 
• Smart lamppost 
• Autonomous vehicle 

Examples of applications: 
• Crowd management 
• Smart lamppost 

Examples of applications: 
• Intelligent traffic signal 
• Real-time parking vacancy 

system 
• Smart lamppost 
• Autonomous vehicle 

Example of application: 
• Almost everything 

Example of application: 
• Autonomous vehicle 
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Whether the data collected by IoT is “personal data”?  

(a) Relating 
directly or 
indirectly to a 
living individual 

(b) Practicable for 
the identity of the 
individual to be 
directly or indirectly 
ascertained; and  

(c) In a form in 
which access to 
or processing is 
practicable 

Definition of  “personal 
data” under the PD(P)O 

 
“Data” (資料) means any representation of information (including an expression of opinion) 
in any document.  
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Whether the data collected by IoT is “personal data”?  
ability to collect a vast amount of intimate 

information concerning an individual’s health, 
movements, habits and private life 

piecing together information gathered via 
different IoT devices           allow a profile be 

constructed of the IoT user 

tracking of an IoT device may be tantamount to 
behavioural tracking of the user 
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Whether the data collected by 
IoT is “personal data”? 

Naperville Smart Meter  
Awareness v.  
City of Naperville, No. 16-3766 
 (7th Cir. 2018) 
 the energy usage data revealed 

information about the happenings 
inside the house 

protected by the Fourth Amendment to 
the US Constitution (i.e. the right of 
people to be secure in their persons, 
houses, papers and effects, against 
unreasonable searches and seizures) 

energy consumption data of a 
household collected by a smart energy 
meter  

The US Court of Appeal 
for the Seventh Circuit  
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Meaning of “collect” as defined in Eastweek case 
applicable in the context of IoT?  

The Eastweek case 

A 
complaint 

lodged 
with the 
PCPD in 

1997 

The complainant 
was photographed 

by a magazine 
without her 

knowledge or 
consent 

The photograph 
published in the 

magazine 
accompanied by 
unflattering and 

critical comments on 
her dressing style  
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Revisit the Meaning of “collect” as defined in 
Eastweek case in the context of IoT?  

The Eastweek case 

PCPD: contravened 
DPP 1(2)(b) 

Court of First  
Instance for judicial review: 

Application dismissed 

Court of Appeal:  
No “collection” of 

personal data by the 
publisher 
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Revisit the Meaning of “collect” as defined in 
Eastweek case in the context of IoT?  

 
Businesses may track individuals’ online activities 
with cookies and slowly build up profiles to send 
targeted marketing messages to their computers- 
- may not have identified or intend to identify the 

individuals in the first place 
 

 
Initially: May be completely indifferent to and 
ignorant of the identities of the individuals being 
tracked  
Subsequently: May identify individuals and reveal 
details of their intimate lives by applying techniques 
of big data analytics and profiling 

 
 
Application of the Eastweek case places extra burden on the 
individuals and regulators to prove the intent of the businesses 
  

If a person installs CCTVs merely for monitoring 
the surroundings, in the absence of “collection”, 
the PDPO will not come into play.  Amassing 
databases of CCTVs’ images increases risks of 
privacy harms from data mishandling or breaches 

 

 
Big data analytics and AI algorithms mostly function to predict 
trends to inform businesses’ decisions, as opposed to 
identifying individuals.  If general privacy principles do not 
apply as a result of not meeting the conditions of “collect”→    
may undermine  protection to the troves of data collected and 
stored in the event of data security incidents 
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Privacy Risks of IoT 

Privacy 
Risks 

Covert tracking 
and monitoring; 
no meaningful 

notice and 
consent 

[cf. DPPs 1 & 3] 

Undistinguished 
and excessive  

collection 
(cf. DPP 1) 

Vulnerable to 
security breach 

(DPP 4) 

IoT devices may lack security 
measures (e.g., firewall, anti-
virus software, end-to-end 
encryption) 

Individuals may be unaware of the 
tracking and monitoring devices 
(e.g. RFID, webcam, iBeacon) 

An IoT device (e.g., webcam, 
iBeacon) may track, monitor and 
collect data from any persons 
coming within its monitoring area 
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Case sharing: Unsecure Webcams (2016) 

Source: 
https://www.scmp.com/news/hong-
kong/law-crime/article/2004219/prying-
webcams-used-artist-capture-
unsuspecting-hongkongers 

https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
https://www.scmp.com/news/hong-kong/law-crime/article/2004219/prying-webcams-used-artist-capture-unsuspecting-hongkongers
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Case sharing: IoT Toys (2017) 

Source: https://www.scmp.com/news/world/article/2119790/amazon-and-
toys-r-us-urged-withdraw-toys-allow-hackers-exploit-bluetooth 

Source: https://www.independent.co.uk/news/business/news/my-friend-
cayla-i-que-intelligent-robot-genesis-smart-toys-spying-on-children-
a7469741.html 

https://www.scmp.com/news/world/article/2119790/amazon-and-toys-r-us-urged-withdraw-toys-allow-hackers-exploit-bluetooth
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https://www.independent.co.uk/news/business/news/my-friend-cayla-i-que-intelligent-robot-genesis-smart-toys-spying-on-children-a7469741.html
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https://www.independent.co.uk/news/business/news/my-friend-cayla-i-que-intelligent-robot-genesis-smart-toys-spying-on-children-a7469741.html
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https://www.independent.co.uk/news/business/news/my-friend-cayla-i-que-intelligent-robot-genesis-smart-toys-spying-on-children-a7469741.html
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Wi-Fi  
Connected City 

eID FinTech 

Digital Payment 

Open Data 

Big Data Analytics 
Platform 

Smart Tourism 

Multi-functional 
Smart Lampposts 

Intelligent 
Transport System 

and Traffic 
Management 

Smart city initiatives that may involve  
open data & big data analytics 
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Big Data 
Massive scale of collection, processing, combination and 

aggregation of structured & unstructured data 
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Use of Big Data - 
Examples 

Aggregation and 
analysis of data 

Understand the strength 
and weakness of 

individuals in recruitment 
process 

Evaluate the 
credibility of 

individuals for 
granting of credit 

Identify trends and 
patterns for planning, 

resources allocation and 
stereotyping 

Understand the preferences of 
individuals for provision of 
personalised goods and services 
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Privacy risks associated with open data and big 
data analytics 

• Re-identification of individuals from anonymous data by big  data 
analytics [cf. DPP 1 (fair collection)] 

• Revelation of personal secrets by big data analytics [cf. DPP 1 (fair 
collection)] 

• Mistaking coincidence / correlation as causality  bias / unfair 
discrimination [DPP 2 (accuracy)] 

• Sharing and use of personal data beyond individuals’ reasonable 
expectations [cf. DPP 3] 

•  Lack of transparency (unexplainable algorithms) [cf. DPP 5] 

Open data / Big data analytics 
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Source: https://bits.blogs.nytimes.com/2010/03/12/netflix-
cancels-contest-plans-and-settles-suit/?_r=0 
 

https://bits.blogs.nytimes.com/2010/03/12/netflix-cancels-contest-plans-and-settles-suit/?_r=0
https://bits.blogs.nytimes.com/2010/03/12/netflix-cancels-contest-plans-and-settles-suit/?_r=0
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Source: 
https://www.forbes.com/sites/kashmi
rhill/2012/02/16/how-target-figured-
out-a-teen-girl-was-pregnant-before-
her-father-did/#2d7cf09a6668 

https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/#2d7cf09a6668
https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/#2d7cf09a6668
https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/#2d7cf09a6668
https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/#2d7cf09a6668
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Source: 
https://edition.cnn.com/2013/03/11/tech/social
-media/facebook-likes-study/ 

https://edition.cnn.com/2013/03/11/tech/social-media/facebook-likes-study/
https://edition.cnn.com/2013/03/11/tech/social-media/facebook-likes-study/
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Create Trust 
in Smart City Initiatives and IoT 

Transparency 

Provide privacy policies in plain and 
concise language 

Accountability 

Adopt Privacy Management Programme 
 - Privacy Impact Assessment 
 - “Privacy by Design” and “Privacy by 
Default” 

Minimise collection of personal data 

Adopt commensurable security measures 
to protect data in transit and in storage 
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Our data is being 
weaponised against us. 

 
Tim Cook, 2018 
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Trust is the new gold. 

                                               Andrea Jelinek  
Chair of European Data Protection Board 
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Least Common Multiple (LCM) approach: 
Accountability & Ethics 

“Arguably the biggest change [brought by the GDPR] is around 
accountability.” 

Elizabeth Denham, Information Commissioner of the UK 

“[The GDPR] aims to restore a sense of trust and control over what 
happens to our online lives.” 

Giovanni Buttarelli, European Data Protection Supervisor 
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Accountability and Governance 

  
EU GDPR HK PDPO 

Risk-based approach to accountability.  Data 
controllers are required to: 
• implement technical and organisational measures to 

ensure compliance  
[Art 24]; 

• adopt data protection by design and by default [Art 
25];  

• conduct data protection impact assessment for high-
risk processing  
[Art 35]; and 

• (for certain types of organisations) designate Data 
Protection Officers  [Art 37]. 

The accountability principle and the related privacy 
management tools are not explicitly stated. 
  
The Privacy Commissioner advocates the Privacy 
Management Programme which manifests the 
accountability principle.  The appointment of data 
protection officers and the conduct of privacy impact 
assessment are recommended good practices for 
achieving accountability. 
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Accountability: 
Privacy Management Programme (PMP) 

Download >> 
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PMP – Main Components 
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PMP – Main Components 
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PMP – Main Components 
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Ethics and Trust 

Data  

Ethical Obligations  
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Ethics as a Bridge 
between Law and Expectation 

  
• Business model and technological development 

vis-a-vis legislation and regulatory reform 

  • Public expectation forever increasing 

  • How to bridge the gap? 

• Data Ethics 
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Fair  
Enforcement 

Ethics 



35 

“Ethical Accountability Framework for 
Hong Kong China” 

REPORT OF LEGITIMACY OF DATA PROCESSING PROJECT 

(Published on 24 October 2018) Download >> 
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3 Data 
Stewardship 

Values 

1. Respectful - Be transparent 
- Control by individuals  

2. Beneficial 
- Identify and assess risks and 

benefits to stakeholders  
- Mitigate risks 

3. Fair - Avoid bias and discrimination 

Multi-stakeholders’ Approach – Three Core Values 
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2 Assessment 
Models 

1. Model Ethical 
Data Impact 
Assessment 

Assess the impact of data 
processing activities on all 

stakeholders 

2. Process 
Oversight Model 

Evaluating organisations’ 
data stewardship 

Multi-stakeholders’ Approach – Two Assessment Models 
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Step 1: Analyse the business objective and purpose of the data 
processing activity 

Step 2: Assess the nature, source, accuracy and governance 
of the data 

Step 3: Conduct impact assessment, i.e. risks and benefits to 
the individuals, the society and the organisation itself 

Step 4: Balance between expected benefits and the 
mitigated risks to all stakeholders 

Data Ethics - Implementation 
Privacy 

by 
Design 

Ethics 
by 

Design 
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Process Oversight – Questions to Consider 
Are the accountability and responsibility of data stewardship clearly defined? 

Are the core values translated into principles, policies and processes? 

Does the organisation adopt “ethics by design”? 

Are Ethical Data Impact Assessments properly conducted? 

Are internal reviews conducted periodically? 

Are there any feedback and appeal mechanisms for the individuals impacted ? 

Is there any mechanism to ensure the transparency of the data processing activities? 
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Data Ethics 

Think, plan 
and execute 
with multi-
stakeholders’ 
interests 

Get data 
management 
on a cradle-to-
grave basis in 
an 
institutional 
system and 
process 

Review the 
system and 
process 
regularly  



41 

Examples of Privacy by Design and by Default 

Source: Ars Technica; Feb 2019  

Under iOS 12.2, access to 
location data of iPhone or iPad 
by website operators is 
disabled by default 

 
 To allow websites to their access 

location data, users have to switch on 
the function themselves, providing 
users with stronger control 
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• Uber changes its privacy settings after having 
been fined 
 ‘hiding precise pickup and dropoff locations’ 

in the driver app after a trip ends to help 
protect information about rider locations 

 riders and drivers can call or chat with each 
other directly in the Uber app, so rider no 
need to share their phone number  

Examples of Privacy by Design and by Default 

Source: ICO; Nov 2018  

 
Also paid $148 million 

in U.S. 
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Examples of Ethics by Design 
For personalised online advertising and 
marketing**: 
 
• make it clear to the consumers if a 

recommendation of goods/services is a 
personalised advertisement; and 
 

• provide consumers with information 
about other similar but non-
personalised goods/services.   

** Reference: draft revision to the Personal Information 
Security Specification of China (Jan-2019)  
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Reference: 
PCPD’s Information Leaflet 

https://www.pcpd.org.hk//english/res
ources_centre/publications/files/physi
cal_tracking_e.pdf 

https://www.pcpd.org.hk/english/resources_centre/publications/files/physical_tracking_e.pdf
https://www.pcpd.org.hk/english/resources_centre/publications/files/physical_tracking_e.pdf
https://www.pcpd.org.hk/english/resources_centre/publications/files/physical_tracking_e.pdf
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Design & Development of IoT Devices 
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Use of RFID 
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Case Sharing: RFID Baggage Handling System 

Storing minimal data in baggage tags & 
baggage handling system 

Restricting airline’s access to its own 
passengers’ data for baggage 
reconciliation purposes only 

Not transferring passengers’ data 
outside the system 

Privacy concerns are properly reduced by…  
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Data Ethics-Global Landscape 
2017 

Ethics on AI-- 
1st being discussed 
at the ICDPPC 
meeting held in 
Hong Kong 

2018 

“Declaration on Ethics 
and Data Protection in 
Artificial Intelligence” 
made by the ICDPPC  
 

2019 

“Ethics Guidelines 
for Trustworthy AI” 
issued by the 
European 
Commission 
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“Declaration on Ethics and Data Protection in  
Artificial Intelligence” made by the 40th ICDPPC 

 

Why 
having AI 
Ethics? 

Respect of the rights to 
privacy and data 

protection are increasingly 
challenged by the 
development of AI 

Risks of malicious use of 
AI, and potential risks 

related to privacy, data 
protection and human 
dignity induced by AI 

Inherent bias contained in 
data sets used to train AI 

systems 

Strong data protection and 
privacy safeguards help to 

build individuals’ trust in how 
their data is processed, which 
encourages data sharing and 
thereby promotes innovation 
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Treat Data as Money 

      DATA 
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     (1) Accountant                         (1) Data Protection Officer 
     (2) Accounting rules                (2) Data protection                            

policy and guidelines 
     (3) Money ledger                     (3) Personal Data Inventory 
     (4) Reporting                            (4) Compliance reporting     

and monitoring 
    (5) Board meetings                   (5) Board commitment 

Money Data 
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https://www.pcpd.org.hk//english/resources_centre/p
ublications/files/dataethics_en.pdf 

https://www.pcpd.org.hk/english/resources_centre/publications/files/dataethics_en.pdf
https://www.pcpd.org.hk/english/resources_centre/publications/files/dataethics_en.pdf
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Compliance 

Accountability 

Ethics/ 
Trust/ 

Respect 

Engaging 

Incentivising 

 
Privacy-
friendly 
Culture 

PCPD’s Roles – Enforcer + Educator + Facilitator 
PCPD’s Strategic Focus 
Fair Enforcement  
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- Individuals’ Right 
- Country’s Interest 
- Data Protection 

- ICT Development 
- Economic & Trade 

Development 
- Free Flow of 
Information 
- Use of Data 

A Balancing 
Exercise 
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HKMA’s circular on 3 May 2019 

• To all authorized institutions 
• Encourages them to adopt and 

implement the Ethical Accountability 
Framework in the development of fintech 
products and services 

https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-
and-circular/2019/20190503e1.pdf 
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Q&A 
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Thank you 
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Contact Us 
 Hotline 2827 2827 
 Fax       2877 7026 
Website  www.pcpd.org.hk 
 E-mail enquiry@pcpd.org.hk 
 Address 1303, 13/F, Sunlight Tower,  
                        248 Queen’s Road East,  
  Wanchai, HK 

Copyright 

 

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence.  In essence, you are free to share 
and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.   
For details, please visit creativecommons.org/licenses/by/4.0. 
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