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https://www.privacyinternational.orq/explainer/56/what-privacy
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https://iapp.org/about/what-is-privacy/
https://www.privacyinternational.org/explainer/56/what-privacy
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Organisation for Economic Co-operation and Development (OECD)
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But challenges remain for countries implementing their privacy and data protection
frameworks
Main challenges to implementation of regulatory frameworks
Catching up with technological developments I -
Business models of online platforms I 3
Need for technical knowledge NN 5

Catching up with regulatory developments NN -

o] 5 10 15 20 25 30

Big data analytics

Artificial intelligence

Internet of Things
Biometrics

Cloud computing
Blockchain

Other

OECD
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Data Privacy Notice

Notice relating to the Personal Data (Privacy) Ordinance

We protect your privacy. Read this notice to find out how we collect, store, use and share your
personal data.

1 HOW WE COLLECT AND STORE YOUR DATA

We collect your data
¢ when you interact with us and use our products We may store your data locally or overseas, including
and services in the cloud. We apply our global data standards and

Bs i : 3 olicies wherever your data is stored.
* visit our websites (see our Use of cookies policy on P Y

our website for details of how we use cookies) We're responsible for keeping your data safe in

compliance with Hong Kong law.
* from other people and companies, including other . it g Kong

HSBC group companies
The Hongkong and Shanghai Banking Corporation Limited 114
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Data Privacy Notice

Notice relating to the Personal Data (Privacy) Ordinance

We protect your privacy. Read this notice to find out how we collect, store, use and share your
personal data.

2  WHAT WE USE YOUR DATA FOR

We use your data

¢ to send you direct marketing if you've consented ¢ to detect, investigate and prevent financial crimes

to it . .
¢ for the other purposes set out in section B

¢ to improve our products, services and marketing

¢ to help us comply with laws, regulations and
requirements, including our internal policies, in or
outside Hong Kong

The Hongkong and Shanghai Banking Corporation Limited 115
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Data Privacy Notice

Notice relating to the Personal Data (Privacy) Ordinance

We protect your privacy. Read this
personal data.

3 WHO WE SHARE YOUR DATA WITH

We share your data with

¢ other HSBC group companies

¢ third parties who help us to provide services to
you or who act for us

¢ third parties who you consent to us sharing your
data with

notice to find out how we collect, store, use and share your

* local or overseas law enforcement agencies,
industry bodies, regulators or authorities

¢ the other third parties set out in section C

We may share your data locally or overseas.

The Hongkong and Shanghai Banking Corporation Limited 116
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Data Privacy Notice

Notice relating to the Personal Data (Privacy) Ordinance

We protect your privacy. Read this notice to find out how we collect, store, use and share your
personal data.

You can access your data You control your marketing preferences You can contact us
You can request access to the data we store about You control what marketing you receive from us and  dfv.enqui hsbc.com.hk
you. We may charge a fee for this. how you receive it.

The Data Protection Officer HSBC, PO Box 72677,
You can change this at any time by contacting us or Kowloon Central Post Office, Hong Kong
updating your preferences on internet banking.

You can also ask us to

® correct or update your data

¢ explain our data policies and practices

The Hongkong and Shanghai Banking Corporation Limited 117
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Data Privacy Notice

Notice relating to the Personal Data (Privacy) Ordinance

We protect your privacy. Read this notice to find out how we collect, store, use and share your
personal data.

A Collect and store

We may collect
¢ biometric data such as your voice ID, thumb print ¢ data from public sources, credit reference, debt We may also generate data about you
and facial recognition data collection and fraud prevention agencies, and

other aggregators ¢ by combining information that we and other HSBC

¢ your geographic data and location data based on group companies have collected about you

your mobile or other electronic device If you don’t give us data then we may be unable to

provide products or services. ¢ based on the analysis of your interactions with us
¢ data from people who act for you or who you deal

with through our services ¢ through the use of cookies and similar technology
when you access our website or apps

The Hongkong and Shanghai Banking Corporation Limited 118
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Data Privacy Notice

Notice relating to the Personal Data (Privacy) Ordinance

We protect your privacy. Read this notice to find out how we collect, store, use and share your
personal data.

B Use

We use your data to ¢ help us to comply with requirements or requests If you provide data about others

. o e e :hat 'we or thle HSB.C group t:veHor reielve suchas If you provide data to us about another person you
provide Pr u sran services to you including ega o.r regulatory in or outside Hong Kong . e I I S
conducting credit checks Sometimes we may have to comply and other

g n ikt : share their data as explained in this notice.
¢ provide personalised advertising to you on third R AD FY DN TN I DOy

party websites (this may involve us aggregating * manage our business, including exercising our
your data with data of others) legal rights

¢ other uses relating to the above or to which you
have consented

The Hongkong and Shanghai Banking Corporation Limited 119
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Data Privacy Notice

Notice relating to the Personal Data (Privacy) Ordinance

We protect your privacy. Read this notice to find out how we collect, store, use and share your

personal data.

C Share

We share your data with

* local or overseas bodies or authorities such as
legal, regulatory, law enforcement, government
and tax and any partnerships between law
enforcement and the financial sector

® any person who you hold a joint account with,
people who can give instructions for you and
anyone who is giving (or may give) security for
your loans

* any third party who we may transfer our business
or assets to so it can evaluate our business and
use your data after any transfer

* partners and providers of reward, co-branding or
loyalty programs, charities or non-profit
organisations

* social media advertising partners (who can check
if you hold an account with us and send our
adverts to you and advertise to people who have a
similar profile to you)

We may share your anonymised data with other
parties not listed above. If we do this you won't be
identifiable from this data.

The Hongkong and Shanghai Banking Corporation Limited 120

BREAEGRALREERE

Privacy Commissioner

for Personal Data, Hong Kong



Data Privacy Notice

Notice relating to the Personal Data (Privacy) Ordinance

We protect your privacy. Read this notice to find out how we collect, store, use and share your
personal data.

D Direct Marketing

This is when we use your data to send you details We may use data such as your demographics, the We don’t give your data to others for them to
about financial, insurance or related products, products and services that you're interested in, market their products and services to you. If we
services and offers provided by us or our co- transaction behaviour, portfolio information, location  ever wanted to do this, we’'d get your separate
branding, rewards or loyalty programme partners or  data, social media data, analytics and information consent.

charities. from third parties when we market to you.

The Hongkong and Shanghai Banking Corporation Limited 121
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Data Privacy Notice

Notice relating to the Personal Data (Privacy) Ordinance

We protect your privacy. Read this

personal data.

E  Your Credit Information

If you apply for, have, or have had, a loan including
a home loan

We’ll perform credit checks on you which may
involve us providing your loan data to a credit
reference agency (CRA). The CRA will add this data
to their database, which is available to other credit
providers to help them assess whether to provide
you with credit.

The CRA will keep your data. You can request that
we ask the CRA to delete it once you've fully repaid
your loan. They will only do this if:

notice to find out how we collect, store, use and share your

¢ none of your payments were more than 60 days
overdue in the 5 years before you fully repaid your
loan. If they were, the CRA will keep your data for
5 years from the date you fully paid that missed
payment

* you're not declared bankrupt with an amount
under your loan being written off. If you are, the
CRA will delete that record after 5 years from the
date you're discharged from bankruptcy (you must
tell them when this happens) or 5 years from the
date you fully repay the overdue loan amount

If you have a home loan, we’ll ask for your consent to
share previous home loan data with CRAs.

This notice will apply for as long as we store your
data. We'll send you the latest version at least once a
year. If we use your data for a new purpose, we’ll get
your consent.
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Working Group highl

Ethics and Data Protection in Artificial

Intelligence Working Group

The Chairs of the Working Group highlight progress in promoting implementation of
the Declaration on Ethics and Data Protection in Artificial Intelligence

This permanent Working Group
was established after the adoption
of the w
Lugmame in October 2018 at
the 40th ICDPPC. The aim of the
Working Group is to promote the
understanding of, and respect
for, the guiding principles of the
Declaration by all relevant parties
invoived in the development of Al
systems, including; governments
and public authorities;
standardisation bodies; Al
system designers; providers and

It will not be long
before the guiding
principles of the

Declaration create
a flow-on effect on
the general GPA
community

researchers; companies; citizens
and end-users of Al systems.

The guiding principles of the
Declaration include fairness,
privacy by design and by default as
part of ethics by design, reducing
biases and discrimination,
individual empowerment,
continued attention and vigilance,
system transparency and
intelligibility.

After the adoption of the
Declaration, the Executive
Committee Secretariat launched
a public consultation, which
received a number of responses
from different social and economic
stakeholders. We have published
a report on the responses to this

public consultation, including the
principles which might require
more specific guidance.

While all respondents generally
supported the six principles and
the broad values presented in the
Declaration, some respondents
(mainly private enterprises)
were of the opinion that ethical
considerations should be flexible
enough to cater for different
types of Al use. One-size-fits-all
approaches are not recommended
by respondents. Feedback will be
reflected in the future practical
guidance. During the consultation
period and after it, Working
Group members also had direct
exchanges with stakeholders, e.g.,
at the RightsCon in Tunis in 2019.

Current priorities

The Working Group currently
has a 10-item work programme,
which includes, but is not limited
to, the following significant and
far-reaching projects, on which
the members and observers are
currently working:

+ Statement on the relationship
between ethics, human rights,
and data protection in Al;

+ Statement on the need for
demanstrable accountability for
Al systems;

+ Planned resolution on how

data protection and privacy is

essential to sustainable digital
growth and Al innovation; and

Member survey on the capacity

and expertise of authorities

in addressing ethical and data

protection issues in Al systems

- a starting point towards a gap

analysis.

The Working Group invites

all members and observers
of the GPA to contribute

to two repositaries, which

it has set up. One includes
policy documents and legal
instruments, adopted by
privacy and data protection
authorities or relevant

legisl. bodies at r I
supranational, or subnational
level. The other repository
collects real life cases of
applications of Al, in particular
where GPA members or
observers have observed or
assessed their impacts. The
Working Group welcomes
submissions to its Secretariat
and will make the collected
material available to the GPA
membership.

Adapting to new considerations
Inlight of the "White Paper an.
Ar al intellice

excellence ar n

(the White Paper) released by the
European Commission in February
2020, members of the Working
Group are discussing the issues
raised in the White Paper and
plan to submit a collective and
well-balanced response to the
European Commission.

The thrust of the White Paper is
the importance of human-centric
development for trustworthy and
transparent Al, which fits well with
the principles that the Working
Group is aiming for. The Working
Group will carefully consider the
suggestions in the White Paper
to further promote the Working
Group’s main objectives and
proactively support an active
public debate on digital ethics

126

BREAEHLEBEERE

Privacy Commissioner
for Personal Data, Hong Kong




gy

[a]

RE (ESEENALERE

EABEEEK

« ADNERMEE
.« BT HE 'féﬁl]?f’z\'fét

SR ERDAT
HH 1=
M SEE RN

Iq

°ﬁgﬂ%%ﬁm
- BE

SRECE - https://ec.europa.eu/futurium/en/ai-alliance-consultation

PCPD

\\

o

i"’l

2l |
| @

[ %
[}

O
@ KA

ﬁsiﬁﬂu»

HIGH-LEVEL EXPERT GROUP ON
ARTIFICIAL INTELLIGENCE
SET UP BY THE EUROPEAN COMMISSION

ETHICS GUIDELINES
FOR TRUSTWORTHY Al

127

EBEAENALBEERE

Privacy Commissioner
for Personal Data, Hong Kong


https://ec.europa.eu/futurium/en/ai-alliance-consultation

B X E R RUR A T EReRIEER

HRSERIZTIRA, CEZAEBALR RISISNEY 2 ErLi K
STBERS, FA _
(ERHER. (L A 20164008120 17:43:37  SEE: {FUEMERE) TAT B N LHTET] [U38)

PAfR. REEIERER
FEEFEX "A— K"
RN RE , MISHEBE

S RBTMGS. o = b st
REETIL. BISH/ALLARSS. {010} ;ﬁgﬁ‘%ma
BRSES A ERE jRRR L.
HE, FERIGEOSERE RRAET] ey
Sy IPREEERS
B _ 4 BETIER

o == '™ . MAEBRE A
¢\ AR » REARREERERN

SR PREBEENENLERE 120

Nz (201659 H12H)

BREAEHLEBEERE

Privacy Commissioner

for Personal Data, Hong Kong



B X 8 A RUR M A TERERVEUR

PEIR BT AP 20195
2ARIMNATEZRIEE

XEEE

L e

hR201956H 3% #fh T —
RATERERAIERRA

J\{El = All:

FEE R 4F
DERIE
BEHE
SEMRE
ZEO[E
HREEE
FR Rt 1E
BEaE

29 Sl e R e

.

129

HEREBAGRALEBESLE

Privacy Commissioner
for Personal Data, Hong Kong




Gartner picks digital ethics
and privacy as a strategic
trend for 2019

Natasha Lomas @riptari / 1monthago E]

BifRE: 2018F10815H
¢ TechCrunch »

A STEE

DeepMind has launched a new 'ethics
and society' research team

g Sam Shead
Oct. 4,2017,10:01AM 4712
B e o~ we— RSSO

Follow Business Insider: 2.8M peaple like this. Sign Up to see what your friends like.

IBM launches tool aimed at detecting Al
bias

By Zoe Kleinman
Technology reporter, BBC News

© 19 September 2018 f © ¥ [ «shae

Google DeepMind has
launched a new
research unit toin a
bid to help it
understand the real
world impacts of
artificial intelligence
(AI.

The London-based DeepMind's Verity Harding will co-lead the Ethics &
Society unit. Twitter/Verity Harding
research lab

YRR 2018F9H19 H
{BBC)

announced its "Ethics

BERE: 2017%F1084H
¢ Business Insider) 130
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WEBINAR “WORKING OUT FOR THE NEW DATA ECOSYSTEM
AND LEGAL FRAMEWORKS”

SPEAKER _________________________
MR STEPHEN KAI-YI WONG, BARRISTER,
PRIVACY COMMISSIONER FOR PERSONAL DATA,
HONG KONG
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Privacy Commissioner
for Personal Data, Hong Kong

KEY TAKE-AWAYS

* Qverview of the global development in personal data protection
* EU GDPR two years on

* Stepping up privacy and personal information protection in the
mainland of China

* Qther international development in the post-GDPR era:
Singapore, India, and the United States

* Global convergence towards higher watermark in
personal data protection

* Amendment of the Hong Kong Personal Data (Privacy) Ordinance

_____ CH DATE: 28 JuLy 2020
TIME: 2:30PM - 5:30PM
MODE: ONLINE
CPD POINTS: 3
www.pcpd.org.hk
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