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Data Ethics

Ethics on Al -

1§t being “Ethical Accountability Framework for
discussed at the | Hong Kong, China ” published by PCPD

ICDPPC meeting “Ethics Guidelines for
held in Hong “Declaration on Ethics and Data Trustwor thy Al”
Kong Protection in Artificial Intelligence” issued by the
made by the ICDPPC in Brussels European
Commission

ICDPPC Permanent Working Group on
Ethics and Data Protection in Al
established (co-chaired by CNIL, EDPS
and PCPD/HK)
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“Data users need to add value beyond just comply/ng with the
regulations. Discussions about “New Digital Ethics”, the relevant
ethical standard and stewardship have already begun. Surely the
deliberations will go on. In the not far away future, we may come up

with an “Equitable Privacy Right” for all stakeholders.”
Stephen Kai-yi Wong
Opening speech at 39t ICDPPC (2017)
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PCPD’s
Ethical
Accountability
Framework
(2018)

Principles &
policies

- / Assessments,
/  procedures, guidelines &

oversights
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Multi-stakeholders Approach — Three Core Values

- Be transparent

1. Respectful G

- Control by individuals

SHDald
SteWaraship
Values

- Identify and assess risks and

2, Beneficia| N benefits to all stakeholders
- Mitigate risks

- Avoid bias, discrimination and
other inappropriate actions
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Multi-stakeholders Approach — Two Assessment Models

1. Ethical Data
Impact
2 Assessment

Assess the impact of data processing
activities on all stakeholders

Assessment

Models

2. Process Evaluate the integrity of
organisations’ data stewardship

(0)V/] rsight programme
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-

- Implementation

Step 1: Analyse the business objective and purpose of the data

processing activity

Step 2: Assess the nature, source, accuracy and governance
of the data

Step 3: Conduct impact assessment, i.e. risks and benefits to

the individuals, the society and the organisation itself

Step 4: Balance between expected benefits and the
mitigated risks to all stakeholders

F PCPD.org.hk est.1996

Privacy
by
Design

10



ICDPPC Declaration on Ethics and Data Protection
in Artificial Intelligence (2018):

Six Core Principles Fairness
principle

Reducing Continued

biases or ‘ attention
discriminations and vigilance

Systems
Empowerment
transparency
of every
individual and
intelligibility

Ethics by design
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EU’s “Ethics Guidelines for Trustworthy Al”
(2019)

INDEPENDENT

HIGH-LEVEL EXPERT GROUP ON. 7 key requirements:
ARTIFICIAL INTELLIGENCE -

SET UP BY THE EUROPEAN COMMISSION

Human agency and oversight

Technical robustness and safety

Privacy and data governance
Transparency

Diversity, non-discrimination and fairness
Societal and environmental well-being
Accountability

* X %
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ETHICS GUIDELINES
FOR TRUSTWORTHY Al

L
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PCPD’s Roles — Enforcer + Educator + Facilitator
PCPD’s Strategic Focus

Fair Enforcement

'

o Compliance

_ .C Privacy-
gaging ¥ Accountability friendly

, Culture
Incentivising Ethics/
Trust/
f Respect
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Download our publications

NS

" nformation, . . 2
e by . R N
F;qjc;;\on_ o Privacy Management Programmewff
RETERAES N

A Best Proctice Guide
Ethical Accountability Framework for

Hong Kong, China
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Contact Us

s (] Hotline 2827 2827
—= [ Fax 2877 7026
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Privacy Manage ment Programme

Hi'xi]$ﬁ—tfa_5‘|

A BE5I Pr uctme Eul[IE

J Website  www.pcpd.org.hk

f = U E-mail enquiry@pcpd.org.hk
i ] = [1 Address 1303, 13/F, Sunlight Tower,

For Individuals For Organisations

Copyright 248 Queen’s Road East,
Wanchai, HK

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence. In essence, you are free to share
and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.
For details, please visit creativecommons.org/licenses/by/4.0. 15
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