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(Phishing)

Zishing (Zoom) Vishing (Voice)Quishing (QR Code)
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(Phishing)

Smishing (SMS)
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(Phishing)

SEO Poisoning ( )
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(Phishing)

Cyrillic Characters ( )

:

A) www.example.com

B) www.examp1e.com

C) www. ʝxʘmplʝ.com

B) www.examp 1e.com

( L   1)

C) www. ʝxʘmplʝ.com

όάŀέ ŀƴŘ άŜέ )
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(Botnet)

Ạ̊ bot̤ ̣robot ̤ Ǎ ̣net̤

̣ ̤

Å Ǎ ̣

̤ ̣ ̤Ǎ

Ǎ ǉ C&C C2 

ǊǍ ̙

Å

Ǎ PC̘ Mac̘Linux ̘

̘ ̙

ǉ Tom-b Ǜ
http://commons.wikimedia.org/wiki/File:Botnet.svg)
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(Botnet)
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(Malware -  Mal icious soft ware )

Ç (Ransomware) -  

̙ Ǎ

Ç -  

Ç -  -  

Ǎ

Ç  -  

Ǎ ̙

Ǎ 22%
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(Ransomware) 

WannaCry (2017) Lockbit (2019 ς 2024)
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(Trojan ) 
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: 3-2-1

Source: veeam

3 2 1 

https://www.veeam.com/blog/321-backup-rule.html
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Ǻ ǻ (Zero Trust)

Ǻ ǻ
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(Cyber Security)
 (Cyber Resilience)
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(HKCERT)

1.

2. (SMS) 

3. HKCERT FacebookǯLinkedIn 
YouTube

https://www.hkcert.org/tc/form/subscribe/entry

Ǎ Ǜ

ƪƛǎǎŎƭƛǇŀǊǘπƭƻƎƻπǘǿƛǘǘŜǊπŦŀŎŜōƻƻƪπƭƛƴƪŜŘƛƴπŎƭƛǇŀǊǘπŎƻƳǇǳǘŜǊπƛŎπррŘŀфсŦмфŀррфŜŎм  ς .ǳƛƭŘ
My Reputation

ƪƛǎǎŎƭƛǇŀǊǘπƭƻƎƻπǘǿƛǘǘŜǊπŦŀŎŜōƻƻƪπƭƛƴƪŜŘƛƴπŎƭƛǇŀǊǘπŎƻƳǇǳǘŜǊπƛŎπррŘŀфсŦмфŀррфŜŎм  ς .ǳƛƭŘ 
My Reputation

transparent background youtube logo png - DesignBust

https://www.hkcert.org/tc/form/subscribe/entry
https://www.linkedin.com/company/hkcert/
https://www.facebook.com/hkcert/
https://www.youtube.com/channel/UCikgMGiCM83ZOLvNnX6LksA
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ÅISO/IEC 20000 Lead Auditor 
ÅISO/IEC 27005 Lead Risk Manager 
ÅISO/IEC 38500 IT Corporate Governance Manager 
ÅISO/IEC 38500 Lead IT Corporate Governance Manager
ÅISO/IEC 27001 Lead Auditor 
ÅISO/IEC 27005 Lead Risk Manager

ISO SERIES

ÅSecuring Public Cloud Deployment
ÅSecuring PaaS Cloud Deployment
ÅBuilding a Cyber Security, Cloud Protection and Privacy Framework
ÅSecuring Your E-Commerce Web Application Against Cyber Threats
ÅSecure Coding and Application Security Workshop

CLOUD SERIES & SECURE CODING 

ÅPractical EMM-MDM on Android Devices for better Security 
& Productivity
ÅPractical EMM-MDM on iOS Devices for better Security & 

Productivity
ÅMobile Security for Android & iOS Devices Meets 

Productivity
ÅBetter Mobile Security & Productivity for Android Devices
ÅBetter Mobile Security & Productivity for Apple iOS Devices

MOBILE SECURITY SERIES

ÅCertified in Cybersecurity (CC) Official Training
ÅCertified Cloud Security Professional (CCSP®) 

Official Training
ÅCertified Information Systems Security 

Professional (CISSP®) Official Training

(ISC)² - PROFESSIONAL SECURITY 

CERTIFICATION

ÅCertified Ethical Hacker (CEH)
ÅCertified Ethical Hacker (CEH) & Practical

EC-COUNCIL - ETHICAL HACKER SERIES 

ÅPentest "Kungfu" - Advanced Cyber 
Security Exploit Workshop

ÅPython "Kungfu" for Cyber Security 
Testing, Threat Intelligence and 

Automation
ÅCyber Security Workshop : RED / BLUE 

Team Pentest Kungfu Series

KUNGFU SERIES

ÅCheck Point Certified Security Administrator (CCSA)
ÅCheck Point Certified Security Expert (CCSE)

CHECK POINT SERIES (COMING SOON) 


