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Background [ "

"The investigation arose from a data breach notification lodged by the
Consumer Council (the Council) on 21 September 2023, reporting that its
servers had been attacked by ransomware (the Incident)

"Upon receipt of the data breach notification from the Council, the Privacy
Commissioner for Personal Data (the Commissioner) commenced an
investigation against the Council regarding the Incident to assess whether
the Council’s acts or practices relating to the Incident had contravened the
requirements of the Personal Data (Privacy) Ordinance (PDPO)

b =
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" During the investigation, the Commissioner:-

JdConducted five rounds of enquiries regarding the security
measures adopted by the Council at the time of the Incident

JExamined various information provided by the Council relating to
the Incident, including an investigation report provided by an
independent cybersecurity expert (Security Expert) engaged by
the Council

JConsidered the follow-up and remedial measures taken by the
Council in the wake of the Incident

F PCPD.org.hk
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Personal Data and Data Subjects Affected

" The volume of data involved in the Incident was less than 1.5GB. The
figure included traffic data generated by the hacker’s activities (e.g.
network scanning)

"The Incident resulted in unauthorised access to four files containing
the personal data of more than 450 individuals, including
complainants, personnel of information technology service vendors,
and current and former staff members of the Council

A W *
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Personal Data and Data Subjects Affected

Types and Numbers of Personal Data Affected
Affected Data Subjects
289 Complainants Names, mobile phone numbers, residential / communication

addresses, email addresses, income ranges and age ranges, brief
nature and/or information about the complaints (if provided by the

complainants?)
| U 02 26 Personnel of Information Names, titles, email addresses, office telephone numbers and/or mobile

" Technology Service Vendors phone numbers?

[03/» 138 Current and 24 Former Staff Names, work divisions, office telephone numbers and/or title?

Members3 of the Council

157 complainants did not provide residential address and five provided incomplete addresses. 14 complainants provided non-residential addresses. Four
complainants did not provide any email address

2 Five individuals did not provide mobile phone numbers

| 3 Figures as at the time of the Incident

4 Only involved one current staff member’s title
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Findings of Investigation £

000

"On 4 September 2023, a hacker group identified as ALPHV had
obtained the credentials of a user account with administrative

privileges and gained access to the Council’s network through a
Virtual Private Network

"The hacker deployed ransomware in the servers and endpoints of
the Council between 19 and 20 September 2023. 93 systems of the

Council were maliciously encrypted and 11 servers and workstations
were accessed by the hacker
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Findings of Investigation £

The Commissioner considers that the Incident was caused by the following

deficiencies of the Council:
1. Failure to enable multi-factor authentication for remote access to data, thereby allowing the

hacker to gain access to the Council’s network through the compromised account credentials,
conduct ransomware attack and access the personal data held by the Council

2. Failure to properly configure the cybersecurity solutions adopted to detect and block
cybersecurity threats, resulting in the failure of the cybersecurity solutions to send email alerts
to the Council when cybersecurity threats were detected

3. Lack of sufficient safeguard to prohibit or prevent the storage of personal data on testing
servers, which led to the personal data of 289 complainants held by the Council being stored in a
testing server that was not protected by the cybersecurity solutions because of human error or
oversight, and in turn, exposed to hacking attack

28
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Findings of Investigation &

The Commissioner considers that the Incident was caused by the following
deficiencies of the Council:

4. Lack of specificity and comprehensiveness in the policies on information security, which

did not provide a concrete cybersecurity framework or IT security review requirements
and procedures for its staff members to follow

5. Inadequate awareness of information security and data protection: Apart from the
storage of personal data on the testing server owing to human error or oversight, the
investigation also revealed that a former IT staff member had not enforced the complex

password policy of the Council in the system settings at the time of the Incident, rendering
its password policy ineffective

)
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Findings of Investigation =X

 The Council had not taken all practicable steps to ensure that the
personal data involved was protected against unauthorised or
accidental access, processing, erasure, loss or use, thereby
contravening Data Protection Principle 4(1) of the PDPO
concerning the security of personal data

e The Commissioner has served an enforcement notice on the

Council, directing it to remedy the contravention and prevent

———

similar recurrence of the contravention — &
‘ /
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Enforcement Notice Served on the Council

\
QQO|

1. Implement multi-factor authentication of all remote users accessing the Consumer
Council’s information systems which contain personal data, and conduct regular reviews
of remote access privileges

2. Engage an independent information security expert to review the security measures
of the Consumer Council’s information systems to ensure that the information systems
have effective detection and security measures in place

3. Regularly review the security measures of the Consumer Council’s information
systems, including but not limited to the configuration of cybersecurity solutions, to
ensure that the information systems have effective detection and security measures in

place

4. Devise clear and comprehensive policies and procedures to prohibit or prevent the
storage of personal data on testing server(s)

F PCPD.org.hk
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Enforcement Notice Served on the Council
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well as the requirements on conducting risks assessments and security audits

policies and procedures stated in items (4) and (5) above

content

\,

5. Devise clear and comprehensive information security policies and procedures to
cover control measures for preventing, detecting and responding to cyberattacks, as

6. Devise and implement effective measures to ensure staff compliance with the

7. Strengthen training on data security and data protection by organising
talks/seminars/workshops for all staff members at least once a year, and establish
an assessment mechanism to ensure accurate understanding of the relevant course

8. Provide documentary proof to the Commissioner within two months from the
date of this Enforcement Notice, showing the completion of items (1) to (7) above

32
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Adopt multi-factor authentication for remote access to information and

communications systems to minimise the risk of attacks targeting information systems

Establish a robust cybersecurity framework, allocate sufficient resources and formulate

effective strategies and measures to prevent, detect and respond to cyberattacks,

thereby reducing the possibility of cyberattacks and the risk of data leakage

Conduct regular risk assessments and security audits of
information systems

Establish a corporate culture that values data security

Devise effective training plans to enhance staff awareness and
competence in data security and personal data protection
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