
Note to Reader :

This set of handouts is prepared to supplement the seminar experience on “Have fun 
online, Beware of these five” conducted by Sean Lin. Readers are expected to have 
attended the seminar in person in order to achieve the intended learning goals, as 
the seminar contains materials such as interactive discussion and illustrative 
explanation which are impracticable to be represented in the form of handouts. 
Reading the handouts alone without attending the seminar is not advisable as the 
entire presentation experience consists of information in an enormous amount 
exceeding this set of handout.
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Have fun online
Beware of these five

三招破五網絡私隱陷阱

Beware #1

Can you trust the 
content?



Beware #2

Can you even trust the 
system?



Beware #3

Not to mention ‘friends’ 
you met!

Beware #4

Think Privacy. But NOT 
Piracy



Digital Native. They 
BYOD.

We’re in the Cloud.



Beware #5

Mobile Device Security.
Upcoming Threat!

Fake Content. Phishing
Weak Password. Security 
Question
Virtual World. Real 
Criminals.
Privacy. Piracy.
Mobile Device Threats



Tips #1

Don’t Be a
Computer Criminal!
勿成為電腦罪犯

http://www.legislation.gov.hk



4 Situations

Intent to commit crime

Dishonest intent to deceive

View to Dishonest gain -> 
himself / another

Dishonest intent -> cause loss 
to another

Access to Computer with 
Criminal or Dishonest Intent

Access to Computer with 
Criminal or Dishonest Intent

5 Years



HKSAR v. TSUN SHUI LUN
[1999] HKCFI 77;
HCMA000723/1998, 15 January 1999

Tips #2

Verify online content 
before real action
先認證，後認真





Tips #3

Privacy. Password. 
Encryption

保密．密碼．加密



Don’t Be a Computer 
Criminal! 勿成為電腦罪犯
Verify online content 
before real action 先認證，
後認真

Privacy. Password. 
Encryption 保密．密碼．加密


