Note to Reader:

This set of handouts is prepared to supplement the seminar experience on “Have fun
online, Beware of these five” conducted by Sean Lin. Readers are expected to have
attended the seminar in person in order to achieve the intended learning goals, as
the seminar contains materials such as interactive discussion and illustrative
explanation which are impracticable to be represented in the form of handouts.
Reading the handouts alone without attending the seminar is not advisable as the
entire presentation experience consists of information in an enormous amount
exceeding this set of handout.

© All rights reserved. Sean Lin. 2012
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Have fun online
Beware of these five

= R T ABAR FARZ BEAD

Beware #1

Can you trust the
content?




Top 10 countries in Facebook adoption: comparing
Facebook users and population across the globe

M Number of Facebook users as percentage of population
Number of Facebook users as percentage of Internet users
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Data sources: SocialBakers, Wikipedia and World Bank (December 2011) www.pingdom.com

Beware #2

Can you even trust the
system?




Beware #3

Not to mention ‘friends’
you met!

Beware #4

Think Privacy. But NOT
Piracy




Digital Native. They
BYOD.

We’re in the Cloud.




Beware #5

Mobile Device Security.
Upcoming Threat!

@ Fake Content. Phishing

@ Weak Password. Security
Question

@ Virtual World. Real
Criminals.

@ Privacy. Piracy.
@ Mobile Device Threats




Tips #1

Don’t Be a
Computer Criminal!

YN - EizH

« Contents of Section

Chapter: 200 Title: CRIMES ORDINANCE Gazette Number:
Section: 161 Heading: Access to computer with criminal Version Date: 30/06/1997

or dishonest intent
(1) Any person who obtains access to a computer-

(a) with intent to commit an offence;
(b) with a dishonest intent to deceive;

(c) with a view to dishonest gain for himself or another; or
(d) with a dishonest intent to cause loss to another,

whether on the same occasion as he obtains such access or on any future occasion, commits an offence and is liable
on conviction upon indictment to imprisonment for 5 years.

(2) For the purposes of subsection (1) "gain" (f2£) and "loss" (8 4K) are to be construed as extending not only to

gain or loss in money or other property, but as extending to any such gain or loss whether temporary or permanent;
and-

(a) "gain" (FE2%) includes a gain by keeping what one has, as well as a gain by getting what one
has not; and

(b) "loss" (&%) includes a loss by not getting what one might get, as well as a loss by parting
with what one has.

(Added 23 0f 1993 s. 5)

Previous Provision | [ Next Provision | [ 1 3 | [ Past Versions | [ Back to List of Enactments |

http://www.legislation.gov.hk




Access to Computer with
Criminal or Dishonest Intent

@ 4 Situations
@ Intent to commit crime
@ Dishonest intent to deceive

Q@ View to Dishonest gain ->
himself / another

@ Dishonest intent -> cause loss
to another

Access to Computer with
Criminal or Dishonest Intent




HKSAR v, ISUN SHUI LUN
[1999KHKCFI 77;)
HCMAO00072371998, 15 January 1999

HCMA000723/1998
HCMA723/98
IN THE HIGH COURT OF THE
HONG KONG SPECIAL ADMINISTRATION REGION

COURT OF FIRST INSTANCE

MAGISTRACY APPEAL No. 723 OF 1998

(ON APPEAL FROM WSCC 5408 OF 1998)

BETWEEN

HKSAR
AND
TSUN SHUI LUN

Coram : Hon Chan, CJHC in Court
Date of Hearing : 8 January 1999
Date of Judgment : 15 January 1999

JUDGMENT

Tips #2

Verify online content
before real action
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snopes.com: Urban Legends Reference Pages

| <[> | \§| \E[ | + | @ http://www.snopes.com/ ¢ | (Q- urban legend
&opes-com
Rumor Has It

Q, SEARCH: D

What's New Randomizer Hot 25 FAQ Odd News Glossary Newsletter Message Board

Contact Us Submit a Rumor Submit a Photo/Video

Welcome to snopes.com, the definitive Internet reference source for urban

- Top Scams legends, folklore, myths, rumors, and misinformation. Use the search box above
to locate your item of interest, or click one of the icons below to browse the site

= Snopes.com by category.

in the Press

E FOLLOW US ON TWITTER

= About

snopes.com @snopes CLICK HERE
= Privacy Policy

From the archives:

Earthquake Myths: Are earthquakes most likely to happen when the
weather is hot and dry?

@ Autos @ Business m Cokelore m Colleg g Computers
-
6@ Crime F Critters b Disney ,3 Embarrass "‘d Fauxtos

\m. Food m Fraud c,’:(‘., Glurge @ History ‘ Holidays
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Norton Safe Web, from Symantec

[ «|» | \i\ \E\ | + | hup://safeweb.norton.com/ ¢ | (Qr Google
f-secure website verify - Google ... ] Norton Safe Web, from Symantec J

@ Norton Safe Web

is this site safe? cniersite address

Sign up today for Norton Safe Web. It's FREE

About Safety & Threats Community Buzz

@ @ Look up a site. Get our rating. [ -
et It for
Read what others think. FREE
WARNING CAUTION .
Write what you think. Safe Web Lite

@ Find out more

SAFE UNTESTED

Want more Norton?

See our
special offers
now!




McAfee SiteAdvisor Software - Website Safety Ratings and Secure Search
< ‘ » @ 3] + @hup://www.siteadvisor.com/ ¢ | (Qr Google

) R R > Support > About McAfee > Contact us > United States - English
W/ McAfee ‘ McAfee SiteAdvisor - - - o 2]

Home Web Security How It Works Download Resources Webmasters

Learn more

« - - SiteAdvisor software adds safety
ratings to your browser and search

SiteAdVisor | - engine results.
software T T Q@ © ©

Click with confidence i

We test websites for spyware, ’ Learn more about how SiteAdvisor
spam and scams so you can Moo o e software works.
search, surf and shop more safely. ‘
/ bark.c el e View a Site Report
° Free Download % Check out our safety test results for

the sites you want to visit.
|

View report now

= McAfee SECURE shopping =  Product and Security News
') - Your Destination for Don't Surf Nude Dude!
amy Secure Shopping How safe are you when it comes to Web surfing? Play
Get a great comparison shopping Don't Surf Nude Dude and find out.

experience, plus every store is tested
daily for hacker vulnerabilities. Your
personal information is safer on McAfee
SECURE sites.

Tips #3

Privacy. Password.
Encryption
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@ Don’t Be a Computer
Criminal! 715 &% BhTFEIR

Q@ Verify online content
before real action 5t

EHNE]
@ Privacy. Password.
Encryption &% - 38 - %
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