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Data Protection
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Personal data must be colkected in a lawful and fair way, for a
purpase directly relsted 1 functionfactivity of the data user.

All practicable steps shall be taken o notify the data subjects of
the purpese of data collectior, and the dasses of persons to
wham the data may be transfemred,
Dita collected showkd be pecessary but not escessive.
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Practicablle steps shall be taken to ensure personal data is
acourate and not kept longer than is necessany to fulfil the
purperse for which it is used.
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Personal data s used for the purpose for which the data Is
collected ar for a directly related pumpose, unless voluntary and
expliclt comsem & obtalned from the data subject,
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A data user needs to take practicsble steps to safeguand personal
data frum unauthorised or accidental aceess, processing, srasure,

B BWIEE Openness
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loss oF use.

A ddala user must take practicable steps o make personal data
palickes and practices known to the public regarding the types of
pemsonal data it hokds and bow the data is used.
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A data subject must be given access 1o bis personal data and te
correctiors where the dato s Insccurmte.
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Gmail Facebook
$200¢ 1,000 $500 $60- 65 $45-50
$1,560¢ 7,800 $3,900 $468- 507 $351- 390
$1 $7.8
DeepStrike Dark Web Data Pricing 2025: Real Costs of Stolen Data & Services 29
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https://deepstrike.io/blog/dark-web-data-pricing-2025
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https://www.pcpd.org.hk/tc_chi/enforcement/data_breach_notification/dbn.html

[REI 5 — S BE—fIE

BAEHILEBEENE

Office of the Privacy Commissioner

for Personal Data
hE % # Hong Kong, China




BAEHILBEELE

Office of the Privacy Commissioner

for Persona | Data
hE % # Hong Kong, China



REI 6 — &R EA

BAERILEEENE
Office of the Privacy Commissioner
for Personal Data

(% & Hong Kong, China




{ELA TR0 CRABR BT
EBTRORERRRE

TR O PO % K B IS

I SEESARGH] - ARARBORNEREER - OFERERE (BATRERB)E
Fy (T "R GEE ) ATERIEATEE » SRS S 2R - BFSADIHTFH
FEHBERE + SASRIAMRBIAIHSC -

2. AREEEAGTHLEH AT "HE ) WRUIEARPIE 67(DFRATEHEY « 245
Hifi% 2012 £ 10 A 1 B « R RAARE AR HER SR SRR " rys
K ) - WREAETERRIEROER(RAREDIE 200)e)FH) -

3. FALPIEFUOREARE o 0RO R L P RIS - BRHERE R
SBIRIEITAVRR(EA BB 203)@)F) «

4. ERATHESROVEIRE A B E T A S ARG 2 (55 17A EFTHE AA
+ GHSRIARIEE W E)EEE -

5. {RZREERSRRERMRAYE A SR B A A SRR (A TRBISE 18(1)FF) - ¥
(A R A R R BRI B AR BT ARk (RAT (B A SR ST
A ERBEESUT » WEHE & SURERIERMSEIEA - DIRFTEEROEA
bR AR a0 e - SR A TR i Bl (a9 (B A SRR R IR A -

6. {RABEIEAFTAGIH R RGBS (AT SR A A B8 « J0foReEE BheHE ¥
HR{EAM B fRATER E RIS SR S RAVRER - BoRHE A& BB R
ERAYSERORA RIS 200)(b)iF) - 40 {5 A EEHE B R IE R KM EA %A
PIBRBLRE BECH SA MEATEER + PTRERRICIR(RA RIS 18(5)FF) «

7. FAVEFERIEEXHE  HZORBEEEACEEERE » DUEHREIEX

8. TRHEMETTER (GRS  POFESHE - REFEOIURIEE R
SRETE FH(RANERIE 20(1(a) R 28(2)FF) ©

9. WRHEMBEARRDIS 20 REEOHR T PHEBRIETAER -

BAEHILBEELE

Office of the Privacy Commissioner

for Personal Data
hE % # Hong Kong, China




