


Data Protection Officer

Privacy Committee

Data Protection Officer

Legal Advice

Privacy Committee

Chairperson
Chief Hospital Manager

Director of Nursing

Chief System Manager 

Other Invited Department Heads

Head of Human Resources

General Administration Manager
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(BIANNUAL)

Email
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(BIANNUAL)
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Intranet
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Intranet
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Regular Review of the 
Personal Information 
Collection Statement (PICS) 
on the Registration Charts & 
Hospital Posters 

Regular Review of 
Privacy Policy
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Privacy Training Videos for 
Pre-Employment Training 
with MCQ & Logging

9



10



Online Privacy & Staff 
Behaviour Training for 

New Staff with 
Logging
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Biannual Personal Data 
Privacy Training 
Seminars 
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Log of All Access to Medical Records
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Access Rights according to “Patient-
under-care” & “Need-to-know” Basis
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The hospital will generally keep:

Records of Newborn Babies (21 years)

Records concerning usage of Donated 
Gametes/Embryos (80 years) 

Other Records (7 years)

With reference to the Practice/Guide from:
Medical Council of Hong Kong, Hospital Authority, Council on Human Reproductive 
Technology & Office of the Privacy Commissioner for Personal Data, Hong Kong.
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Healthcare Cybersecurity



Healthcare Cyber Security Watch Pilot Program

Involved Parties

- Union Hospital & other 7 private hospitals/healthcare organisations

- Hospital Authority

- Hong Kong Computer Emergency Response Team Coordination Centre 

(HKCERT)

- Microsoft Hong Kong & other cybersecurity companies

Objectives
- Situational Awareness of Emerging Attacks

- Cyber Security Trend Report and News in Healthcare
24



Involved Parties

- Union Hospital

- Hospital Authority

- Hong Kong Police Force

- Electronic Health Record Office

Objective - Test the response time and coordination between different parties

Cyber Security Drill 

25



Domain Name System (DNS) Firewalls 

and Anti-Malware Software



Access Control 

User Identification & Authentication 

Authorisation of Access 

Audit Logging 
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Conducting Vulnerability & Penetration Tests

Encryption of Personal Data

Dataset Partitioning

Backup & Recovery Drills 
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Risks in Teleconsultation

30



Chief Hospital Manager

Data Protection Officer 

or Privacy Committee

Chairperson

Department A Staff Supervisor/Senior Staff Department Head

Department B Staff

Department C Staff

Department D Staff

Department E Staff

Supervisor/Senior Staff

Supervisor/Senior Staff

Supervisor/Senior Staff

Supervisor/Senior Staff

Department Head

Department Head

Department Head

Department Head

Data Breach Reporting Mechanism
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INTRODUCTION
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Union Hospital Risk Registry
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“(Personal Data) Privacy 
is … a Right to the 
Appropriate Flow of 
Personal Information.”

Helen Nissenbaum, Professor of 
Information Science:

Reference: Linda Koontz, Information Privacy in the 
Evolving Healthcare Environment, 2nd edition (CRC 
Press, 2017), p. 18 (Kindle Edition).
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