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Protecting Privacy:
Navigating the
Digital Age Safely
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Practical Experience

Uplifting PMP by
Digitization




Towngas PMP Development

Appointed Data
Protection Officer

Pledged to
implement PMP

Ca @

Policy  Annual  Handling of
departmental  data
breach

declaration | -
inci ent/

< TakE

Established Data
Privacy Standing
Committee

Adopted
Programme
Controls

e

Data Privagy
data  processor  impact
inventory management ~assessment

Assessed Effective Adopted
Reporting Mechansim Further
& Reorganised Data Programme
Controls

Protection Team

Launched PMP
Online Platform

Uplift Data
Protection Standards
by Digitization




Key Control Challenges

Department/Section d= De paental
PRIVACY MANAGEMENT PROGRAMME ONLINE PLATFORM eads Data Protect.

Coordinators

rocessor Review Checklist (Existing)

rocessor Review Checklist (New)

Annua| —
Departmental
Declaration
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Feature s @ Limitations Content g

—~J, User experience
EffectivenessS@y _Response /
@ utilisation rate

%N Partly online
(), Not user-friendly
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Uplift Key Control Tools
Personal Data Inventory

WHAT ... personal data is processed?

« Submit by each department

annually

From open questions to drop
down menu to select answers

'?etention Per'\oé

Save, Edit, Comment
Export to history
PDF

Sta’gus
tracking /
Document Record
attachment retrieval
—_
(B)
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Drop down Email
item list reminder




Uplift Key Control Tools
Privacy Impact Assessment

HOW ... it is conducted?

Using placeholder text
to give users the
helpful hints and tips

©
¢ Analyze Report
‘: * Identify and Record due
- assess process for there be any cross-bordek traffer of personal date?
@ specific future
risks auditsand O

reviews

Plan Mitigate

Consult Create
Legalto privacy
confirm the protective
need for a measures

for
PIA :
potential

risks
identified




Uplift Key Control Tools
Annual Personal Data Privacy Protection Declaration

Periodic Risk Management
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Identify any non-
Step 1 Step 2 compliant issue Step 4 Step 5
Conduct annually Address
departmental SELTA D R U0 identified risks Reqo rd
risk assessment O CEE mitigation and file Form for retrieval

department head measures record

Email reminder
by system
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Uplift Key Control Tools
Handling of Data Breach Incident

How ... data breach is handled?

is a data a PDBN Form with all relevant

determined
breach supporting documents i

o be serious

theynaident

When there |Report the incident by submitting B SN Y e A, If incident is
DETErMINEWNeTNeraolescalate
A R
O

Data Privacy

Standing
Committee
1. Review and Factors to determine whether an \\-";’_ Notify
make escalation is needed " ~ 1. ECM
e &,. 1. Number of data subjects involved :
preliminary @ , 2. Privacy
2. If any loss of enquiry \ 2. Nature of.pers-onal datg being leaked COmiSSiorer
(e.g. Sensitive information?) 3 Aff e
property, 3. How did it happen — hacking, theft, ' e_Cte ata
report of such 2. Report to Data fraud or accident subjects
loss to the Privacy Standing 4. Potential harm to the data subjects;
police is Committee and
mandated = 5. Other relevant factors




Uplift Key Control Tools
Incident Management Dashboard

Year

o o 1 O No. of Incidents and Total No. of Records Involved by Incident Year and Media Type
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2010

Involved Department Paper Tablet USB Total

Customer Enquiries & Installation
Services

No. of Incidents
4=

Customer Enquiries & Residential
Installation Services

Customer Maintenance Services
Emergency Services

Treasury & Financing

Total

@ Paper @Tablet @ USB Total No. of Records Involved

Caused by Own Fault/Data Processor and No. of Incidents by Incident Year
Data Processors with Repeated Incidents
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Privacy Safeguards

Implementation of KISS and KISA




Keep ID Separate and Secure (KISS)

Keep Separate in KISS System

Access Is Restricted

Department Head of Requestor | KISS Data Approver

PROTECTING -
— CUSTOMEl =—

ID Number

Release KISS Data




Keep Identity Separate And Accessible (KISA)

Protection

Move Customer Credit
Card number to KISA
system

Mask Credit Card
number, except the first
and last 4 digits

Prevention

Only KISA USER access
whole number in KISA

Approval to access
“KISA — ACCESS LOG
BOOK”

Keep record for control
Or process review
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Cyber Risks Management

How to cope with risks brought by
technological developments
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Crisis Management Exercise (Drill 111)

Cyber Security Incident

Data Leakage &
Service Suspension

Objective Participating BU
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Strengthening Y Group Crisis Mgt Team
Collaboration - -

. ! '~ BU Crisis Mgt Team
between Business , : . -
Units for Effective T Subject BU Crisis Mgt

Response Team
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Hacker Attack
Crisis Management Exercise (Drill 111)

11M customers |
(73 JVs)
i Data Media

T issues
leakage queries
2M customers

(15 JVs) \
e - @

§
Govt Legal
issues issues

Customer Finance

@

complaint issues
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Action Taken for Crisis Handling

Cr|5|s Management Exercise (Drill 111) Report to\

overn mental
bodies
(if needed)

Server RemOte Sites
containment t0 "eCovery fo,

! Servj
avoid furthe /_\ . GE
deteri oration Customer es“mptlon

enquiries &

complaw
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