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In today’s data-driven world, privacy
management is crucial for building trust
and reflecting our commitment to personal
data protection

 Respect for People

 Caring for our customers and employees

1 Compliance with laws and regulations
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Privacy Management Governance Design & Benefits of PMP

CLP Values

Effective handling
of privacy
breaches to
minimize damage

Minimize Risk
of Data
Incidents (

Compliance with Laws and

Regulations Respect for People

Compliance

with PDPO CLP Privacy Policy Statement (PPS)

Enhance CLP Privacy Protection Manual
Manage personal corporate
data collected reputation

effectively and (

competitive . o
B Business Unit Rules and Procedures
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CLP Data Privacy Governance Structure

We have set up a governance structure allocating responsibilities for personal data management

across all levels of the business

Corporate Data
Protection Officer

Owners of Regulatory
Compliance Systems

Data Privacy Focal
Points

Data Protection
Officers
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Data Privacy Focus Points

>

Implement, maintain, update and revise data protection
procedures for their business unit set out in the Data
Protection Manual

Conduct ongoing training to employees and contractors
Work with their business unit to ensure appropriate
responses to any data access and data correction requests
Assist the business in conducting PIAs

Manage and report data incidents

A 4

Data Protection Officers

>

>

>

Safe-guard the personal data being collected, used, handled
or processed by their business unit

Ensure PICS are customised for each process and maintain a
registry of PICS

Implement full life-cycle data management (including
retention and destruction) in accordance with the DPPs
Respond to complaints and data incidents in accordance
with Data Protection Manual

Respond to data access and data correction requests and
maintain a log of such requests

Assist in providing training and awareness on data privacy
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Critical Success Tasks for PMP

Data Security Education & Promotion

Risk Culture

Assessment

-

Incident Management
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Deployment of Technology & Cybersecurity

Strengthening

W of digital ; -
g\\s security policy, "k_,.
e IT audit and

governance

Data Loss
Prevention
and internet
monitoring

Multi-factor
authentication

Deployment
of
Technology

encryption

End-to-End
{ Access log Record
_ with digital Management Y.
&t °/ footprint Cycle with {&
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Education & Promotion
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e-Learning Programme
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CLP has zero tolerance for doxxing

What is Doxxing?

Gathering personal data of person(s)
through online search engines, customer
databases, social platforms, public
registers, etc.

Disclosure of the personal data on the
Internet, social media or other open
platforms afterwards

and imprisonment for 5 years

- Uploading or downloading personal data to
3 or from company systems or databases for
any unlawful purpose or without

authorisation would be a breach of the CLP's
Code of Conduct

S Doxxing is now a criminal offence. The
e) maximum penalty is a fine of HKS1,000,000

Only access personal data with legitimate
and autherised purpose. Do not search
personal data out of curiosity or boredom

containing personal data should be locked

anything suspicious

ap@wm s By

Personal data held by CLP should only be >
5 stored in company devices. Hard copies *

Treat every request involving personal .
data with caution. Notify your supervisor .
or Group Legal Affairs if you find .

Constitute a serious miscanduct under CLP policies ,

subject to disciplinary action

+ Contravene PDPO with max. penalty of 1 million fine
& 5-year imprisonment

+  May involve other criminal offences & incur civil

liabilities

Actions for Staff

Use strong passwords & update regularly
Don't share user account & password
Restrict file and folder access only to staff with
operational needs

Don't log in office account in public computers
Don't take photos with customer data

Don’t upload customer data to social media
Enhance cyber security awareness

Report actual/ suspected misuse

of customer data

Install and update security patches
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What analogy would you use to describe your role as a Data
Protection Officer?

A.
B.
C.
D.
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Fire fighter
Gardener
Basketball player
Chef



The Evolving Role of a Data Protection Officer

Recognizing the impact of digitalization on privacy
management and adapting to changing privacy
regulations and standards, the role of data
protection officer would require us to:

 understand the external cyber threat landscape

1 manage potential challenges and
vulnerabilities

(] develop strategies for proactive response

 Leverage technological tools for safeguarding
personal privacy
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