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新一代釣魚攻擊 (Phishing)

Zishing (Zoom) Vishing (Voice)Quishing (QR Code)
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新一代釣魚攻擊 (Phishing)

Smishing (SMS)

商戶短訊

釣魚短訊
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新一代釣魚攻擊 (Phishing)

SEO Poisoning (搜尋器優化中毒)
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新一代釣魚攻擊 (Phishing)

Cyrillic Characters ( 西里爾字母)

:

A) www.example.com

B) www.examp1e.com

C) www. ʝxʘmplʝ.com

B) www.examp 1e.com

( L   1)

C) www. ʝxʘmplʝ.com

(“a” and “e” )
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殭屍網絡 (Botnet)

Ạ̊ bot̤ ̣robot ̤ Ǎ ̣net̤

̣機械人連結成的網絡̤

Å Ǎ ̣殭屍電腦程

式̤ ̣殭屍電腦̤Ǎ

Ǎ 指揮伺服器ǉ C&C 或 C2 伺服

器ǊǍ ̙

Å 數百部，甚至百萬部裝置組

成Ǎ PC̘ Mac̘Linux ̘

̘ ̙

ǉ Tom-b Ǜ
http://commons.wikimedia.org/wiki/File:Botnet.svg)
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殭屍網絡 (Botnet)
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惡意軟件(Malware -  Mal icious soft ware )

Ç勒索軟體 (Ransomware) -  

̙ 加密Ǎ 付

款 金鑰

Ç間諜軟體或資訊竊取程式 -  監視

Ç木馬程式 -  偽裝 -  

竊取線上帳戶的憑證Ǎ

Ç加密挖礦惡意軟體 -  中央處理器

資源 Ǎ ̙

Ǎ 惡意軟體攻擊的 22%
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勒索軟體 (Ransomware) 

WannaCry (2017) Lockbit (2019 – 2024)
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木馬程式 (Trojan ) 
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保安建議
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超過一半的
網絡攻擊來自

網絡釣魚
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備份原則: 3-2-1

Source: veeam

3 2 1 

https://www.veeam.com/blog/321-backup-rule.html
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認證
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軟件下載及更新
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採取「零信任」 (Zero Trust) 態度

「永不信任，驗證為上」
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從網絡安全 (Cyber Security)
到網絡靭性 (Cyber Resilience)
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香港網絡安全事故協調中心 (HKCERT)

立即行動！

1. 免費安全公告和每月新聞通訊

2. 免費短訊(SMS) 提醒

3. HKCERT 的社交媒體平臺（例如 Facebook、LinkedIn 
和 YouTube）

https://www.hkcert.org/tc/form/subscribe/entry

Ǎ Ǜ

kissclipart-logo-twitter-facebook-linkedin-clipart-computer-ic-55da96f19a559ec1  – Build
My Reputation

kissclipart-logo-twitter-facebook-linkedin-clipart-computer-ic-55da96f19a559ec1  – Build 
My Reputation

transparent background youtube logo png - DesignBust

https://www.hkcert.org/tc/form/subscribe/entry
https://www.linkedin.com/company/hkcert/
https://www.facebook.com/hkcert/
https://www.youtube.com/channel/UCikgMGiCM83ZOLvNnX6LksA
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線上自我評估工具及中小企保安事故應變指南
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防騙視伏器
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智能強化方案

多元智能網絡安全方案

防禦式網絡安全方案

設計與架構

主動式網絡安全方案

培訓和訓練網絡安全、私隱
及合規部署
基本原則

生產力局網絡安全框架
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生產力局網絡安全培訓

2

ÅISO/IEC 20000 Lead Auditor 
ÅISO/IEC 27005 Lead Risk Manager 
ÅISO/IEC 38500 IT Corporate Governance Manager 
ÅISO/IEC 38500 Lead IT Corporate Governance Manager
ÅISO/IEC 27001 Lead Auditor 
ÅISO/IEC 27005 Lead Risk Manager

ISO SERIES

ÅSecuring Public Cloud Deployment
ÅSecuring PaaS Cloud Deployment
ÅBuilding a Cyber Security, Cloud Protection and Privacy Framework
ÅSecuring Your E-Commerce Web Application Against Cyber Threats
ÅSecure Coding and Application Security Workshop

CLOUD SERIES & SECURE CODING 

ÅPractical EMM-MDM on Android Devices for better Security 
& Productivity
ÅPractical EMM-MDM on iOS Devices for better Security & 

Productivity
ÅMobile Security for Android & iOS Devices Meets 

Productivity
ÅBetter Mobile Security & Productivity for Android Devices
ÅBetter Mobile Security & Productivity for Apple iOS Devices

MOBILE SECURITY SERIES

ÅCertified in Cybersecurity (CC) Official Training
ÅCertified Cloud Security Professional (CCSP®) 

Official Training
ÅCertified Information Systems Security 

Professional (CISSP®) Official Training

(ISC)² - PROFESSIONAL SECURITY 

CERTIFICATION

ÅCertified Ethical Hacker (CEH)
ÅCertified Ethical Hacker (CEH) & Practical

EC-COUNCIL - ETHICAL HACKER SERIES 

ÅPentest "Kungfu" - Advanced Cyber 
Security Exploit Workshop

ÅPython "Kungfu" for Cyber Security 
Testing, Threat Intelligence and 

Automation
ÅCyber Security Workshop : RED / BLUE 

Team Pentest Kungfu Series

KUNGFU SERIES

ÅCheck Point Certified Security Administrator (CCSA)
ÅCheck Point Certified Security Expert (CCSE)

CHECK POINT SERIES (COMING SOON) 
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cybersec@hkpc.org
(852) 2788 5678

hkcert@hkcert.org
(852) 8105 6060



值得信賴的夥伴
Hong Kong Productivity Council

香港生產力促進局

HKPC Building, 78 Tat Chee Avenue, Kowloon, Hong Kong​
78

Tel: +852 2788 5678 Whatsapp: +852 5283 4131​
www.hkpc.org



謝謝
Hong Kong Productivity Council

香港生產力促進局

HKPC Building, 78 Tat Chee Avenue, Kowloon, Hong Kong​
78

Tel: +852 2788 5678 Whatsapp: +852 5283 4131​
www.hkpc.org
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