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Overall Trend of Complaints

In this reporting year, the PCPD received 3,450 complaints
(which includes the number of doxxing cases uncovered
through proactive online patrols), indicating a 4.2% decrease
from the 3,600 cases in 2023-24. This total comprised 305
doxxing-related complaints and 65 doxxing cases uncovered
by proactive online patrols.

With the continuous and unwavering law enforcement
efforts of the PCPD, the problem of doxxing has largely been
ameliorated. The total number of doxxing-related complaints
and cases detected through proactive online patrols dropped
significantly by 41%, from 631 to 370 year-on-year. While
doxxing cases continue to decline in recent years, combatting
doxxing offences remains a key priority for the PCPD.
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BENRGAREETHM LK Complaints Received and Doxxing Cases
TR BE | #EE Uncovered by Proactive Online Patrols

FBEERNEBE2024-25FF HI  The number of complaints received and doxxing cases
B3 AS0RINF R LAY (&I uncovered by proactive online patrols of the PCPD totalled
W [HEE | (82 - MR E T 305 3,450 in the year 2024-25. With the 305 doxxing-related
B [HEJE | MR FEZRKR655F complaints and 65 doxxing cases uncovered by proactive
T EigE BRI A [#£E | @  online patrols factored out, the PCPD received 3,080 non-
R NBAEARREFEHEZEE3080 doxxing-related complaints in the reporting year, representing
RIE[HE | HENKF  BEF  a3.7%increase from the previous reporting year (Figure 4.1).
1B N3.7%([E4.1) -

EENRGEERFHEDUEERNE

Number of Complaints Received and

Doxxing Cases Uncovered by Proactive Online Patrols
F17 Year
202025 [N\, & 3,450
3,080 305 65
2,969 198
2,127
2,017
2,200 957
|
0 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000
P kTR EREEIRER 0 s RE] AR P EEBE EERRL R @R
Non-doxxing-related complaints Doxxing-related complaints Doxxing cases uncovered by proactive online patrols*
-
Figure 4.1

* O B2021 FEUEETIEFIY R 2021 F10 A8 HIE  *  Since the 2021 Amendment Ordinance came into force on 8 October 2021, the

3

NERE  ABRBEERETHEL XA L PCPD has been conducting regular proactive online patrols and the Privacy
ME - EREN [RE] B LEHEESR Commissioner would issue cessation notices in relation to doxxing messages
B UEETIED)) B F /ot 3 = LE B ER A found, as empowered under the Amendment Ordinance.
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AR E XA B Types of Parties being Complained Against
3,080 R ER [#EJE | EBAMIZEFHM  The types of parties being complained against among the
KREA DAL TER(E42) 3,080 non-doxxing-related complaints can be categorised as

follows (Figure 4.2):

P AAEKE(1520F) TE% @ Private organisations (1,520 cases), with the majority

NIRTT - S RIHE - WEERE involving banks, financial institutions, property
NE] - TERE BB management companies, retail business organisations,

and healthcare institutions;

g EAAO221F) R AES @ Individuals (1,221 cases), with disputes mainly arising

EZRELASZHS R K from domestic affairs and the installation of CCTV by
#ELRHEEEEH & neighbours; and

P BTEF R AHEMEE(33957) P Government departments and public organisations (339

FTEHNBEEME - AR cases), with the majority involving healthcare institutions,
N B - law enforcement agencies, and educational institutions.

BURFEBFT R 1~ S tetE
Government departments FLE RS
and public organisations Private organisations

3395
Cases

11.0%

1
Cases

49.49%

1 2 5 & X7 A1

Types of
N Parties being »
Complained
Against
& Figure 4.2
EA
Individuals

1,2213%
Cases

39.6%
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RERIETE Nature of Alleged Breaches

B [#E[E | MBEAEZSN - 3,080 Excluding doxxing-related cases, the 3,080 complaints
1SR &% 3,688 TS BEE 1T A  involved a total of 3,688 alleged breaches (as one complaint
(B—KFekE@EHZHN —IEIE  might have involved more than one allegation). The nature of
B HREERITANMERT thealeged breaches is shown below (Figure 4.3):

(Bl43) :

BERH
(@) Direct marketing EABEBRBEAETE
'ml ) Inadequate transparency of
5 ;I.\IZIZ;Eed breaches personal data policies
r
3040/0 24IE
Alleged breaches
EAB B ERE N RARE A 0.7%
Accuracy and retention of personal data
18217
Alleged breaches gy
4090/0 \
&6 BIEEAER
Data access/correction
requests
1951 NEEARBEEEAER
N _ Improper use and disclosure
I;II;ged breaches EEE*E *ﬁ of personal data
~2% | Nature of Alleged .
Breaches 1,70178
Alleged breaches
46.1%
[E Figure 4.3
BEAERREZ TR
Inadequate security of
personal data )
44318 e
Alleged breaches TEAEREA A
12.0% Improper collection of personal data
1,01618
Alleged breaches
27.6%
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Subject Matters of Complaints

Excluding doxxing cases, the distribution of major subject
matters of complaints received by the PCPD in the reporting
year is as shown in figure 44.

While the number of complaints relating to information
technology decreased by 21% from 1,304 in the previous
reporting year to 1,030 in the year 2024-25, this category
still outnumbered all other subject matters, accounting for
approximately 30% of all complaints. This is attributable to the
increasing use of social media and smartphone applications
in daily life. In this digital era, it is an inevitable trend for data
users to collect and use more personal data through the
Internet or electronic means.

Aside from the complaints relating to information technology,
the distribution of other major subject matters of complaints
received by the PCPD in the reporting year was similar to
that of last year. Notably, the number of complaints relating
to Hong Kong Identity Card (HKID Card) numbers/copies
and other personal identifiers decreased by 12% compared
with the last reporting year. The decline reflects a significant
increase in data users’ awareness of protecting personal data
privacy in the collection of HKID Card numbers/copies and
other identifiers under the PDPO, indicating the effectiveness
of the PCPD’s efforts in public education, compliance and
enforcement initiatives.
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¥R aR B Y SRR

Subject Matters of Complaints )

BiRH
Information technology 1304*

236
186
BB SN BRI,
B K & 17 38Rl 213
HKID Card number/copy and 242
other personal identifiers

HEEH 127
Direct marketing 117
BHREERER 195
Data access/
correction requests 148
88
77
0

MEEE

Property management

ANERER
Human resource
management

500 1000 1,500

@ 2024-25 @ 2023-24
R EZEE Number of complaints

- J

[l Figure 4.4

¥ BB S00 REEHRHYEBNRFREANRE—  *  There are more than 500 complaints related to information technology lodged
AR A o by the same complainant.
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Summary of Complaints Handled

In the 2024-25 reporting year, the PCPD handled a total of 4,278
complaints, which consisted of 3450 new cases (including 305
doxxing-related complaints and 65 doxxing cases uncovered
by proactive online patrols) and 828 complaints carried
forward from the previous reporting year. Among them, the
handling of 3,238 complaints (75.7%) were concluded during
the reporting year, while the remaining 1,040 complaints
(24.3%) were still in progress as at 31 March 2025.

Excluding the doxxing-related complaints and doxxing cases
uncovered by proactive online patrols, the PCPD completed
the handling of 2,822 non-doxxing related complaints in this
reporting year, of which 1,830 complaints were concluded
after preliminary assessments, while the other 992 complaints
were accepted for further handling.

Among these 992 complaints, the PCPD successfully resolved
881 complaints (88.8%) through conciliation. The other 21
complaints, which involved possible criminal elements (mostly
relating to direct marketing), were referred to the Police
for further investigation and consideration for prosecution
following the PCPD’s collection of prima facie evidence of
suspected contraventions of the PDPO. The PCPD carried out
investigations into the remaining 90 complaints and found
33 cases to be in contravention of the requirements of the
PDPO. The PCPD issued Enforcement Notices, warning letters,
or advisory letters to direct or request the parties being
complained against to take remedial actions or implement
appropriate and practicable measures to prevent recurrence
of the contraventions.
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Conducting Investigations

During the reporting period, the Privacy Commissioner
published a number of investigation reports, including
the investigation findings concerning (i) the operation
of a cryptocurrency project in Hong Kong and (ii)
eight organisations which placed “blind” recruitment
advertisements (Blind Ads).

Investigation Findings on the Operation of a
Cryptocurrency Project in Hong Kong

The Privacy Commissioner published investigation findings
regarding the operation of a cryptocurrency project
(the Project) in Hong Kong. Originating from the Privacy
Commissioner’s concern that the operation of the Project
in Hong Kong involved serious risks to personal data
privacy, proactive investigation was initiated by the Privacy
Commissioner into the Project to determine whether the
operation of the Project in Hong Kong has contravened the
requirements of the PDPO.

The investigation findings showed that participants of the
Project were asked to authorise the relevant organisation’s
collection of images of their faces and irises through iris
scanning, with a view to verifying their humanness and
generating iris codes, as part of obtaining a registered
identity that allowed them to receive tokens in the form of
cryptocurrency at regular intervals for free.

The Privacy Commissioner found that the operation of the
Project in Hong Kong had contravened the Data Protection
Principles (DPPs) in Schedule 1 to the PDPO relating to the
collection, retention, transparency, data access and correction
rights, which included:
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DPP 1(1): The Privacy Commissioner considered that
the face and iris images collected by the Project were
unnecessary and excessive;

DPP 1(2): The Project collected personal data unfairly, in
particular the relevant “Privacy Notice” and “Biometric
Data Consent Form” were not available in Chinese, nor
did the iris scanning device operators at the operating
locations offer any explanation or confirm with the
participants to ensure that they understood the said
documents. They also did not communicate the possible
risks pertaining to the disclosure of biometric data, nor
did they answer participants’ questions;

DPP 1(3): On or before the collection of personal data,
participants were not clearly informed of the information
as specified under the PDPO, including the purpose(s)
of collection, whether it was obligatory or voluntary
for them to provide their personal data, the classes of
possible transferees, and the right and means to request
access to and correction of their personal data;

DPP 2(2): The Project would retain personal data for
a maximum of 10 years for the purpose of training Al
models for the user verification process. The Privacy
Commissioner considered that the retention period was
too long which amounted to prolonged retention of
personal data;
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@ DPP 5: Insufficient transparency of the personal
data policy and practices. The Privacy Notice at the
material time was not available in Chinese. The Privacy
Commissioner was of the view that participants using
Chinese as native language would not be able to clearly
understand the relevant policies and practices, terms
and conditions of the Project, resulting in a lack of
transparency; and

@ DPP 6: Participants did not have the means to exercise
their rights of data access and correction.

In view of the above deficiencies, the Privacy Commissioner
served an Enforcement Notice on the relevant organisation,
directing it to cease all operations under the Project in Hong
Kong. These included scanning and collecting iris and face
images of members of the public using iris scanning devices.

Investigation Findings on Eight Organisations
Placing Blind Ads on an Online Recruitment
Platform

The Privacy Commissioner published investigation findings
regarding eight organisations placing Blind Ads on an
online recruitment platform (the Platform). The investigation
arose from the Privacy Commissioner’s concern that the
act of placing Blind Ads on the Platform by organisations to
collect personal data from job applicants might constitute a
contravention of the relevant requirements under the PDPO.
As such, investigations were initiated on the Platform and
eight organisations that had placed Blind Ads on the Platform.
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In general, a Blind Ad is one that does not identify the
recruiting organisation (either the employer or a recruitment
agency acting on its behalf) nor contain sufficient information
to identify the organisation, and does not provide a means
for job applicants to make further enquiries or such means
does not contain sufficient information to identify the
organisation. Yet, it directly invites job applicants to submit
their personal data, such as their HKID Card numbers, contact
details or resumes.

The investigation revealed that organisations with a
registered account on the Platform could place recruitment
advertisements on it. A recruiting organisation can publish
recruitment advertisements in the name of a “Private
Advertiser” without disclosing its name. The eight recruiting
organisations under investigation published Blind Ads in the
names of “Private Advertisers” to collect the job applicants’
personal data.

The Privacy Commissioner found that all eight organisations
that placed the aforesaid Blind Ads on the Platform and
requested job applicants to submit their personal data
to unknown recruiting companies, and the Platform that
published the said Blind Ads were involved in the unfair
collection of the personal data of job applicants, which
constituted contraventions of DPP 1(2) of the PDPO.

The Privacy Commissioner therefore served Enforcement
Notices on the Platform and three recruiting organisations,
directing them to take measures to remedy the
contraventions and prevent future recurrence of similar
contraventions. Advisory letters were issued to the remaining
five organisations.
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Appeals Lodged with the
Administrative Appeals Board

The Administrative Appeals Board (AAB), established under
the Administrative Appeals Board Ordinance (Chapter 442 of
the Laws of Hong Kong), is the statutory body which hears
and determines appeals against the Privacy Commissioner’s
decisions under the PDPO.

Statistics of AAB cases

During the reporting year, the AAB handed down a total of 16
decisions (which included appeals lodged in previous years),
in which 14 appeals were dismissed and two appeals were
allowed (i.e. remitted to the PCPD for further investigation).
In the same reporting year, five appeals were lodged and
subsequently withdrawn by the appellants (Figure 4.5).

#E Total:
e 21 ’~ Cases
Appeal allowed
— FEFHEE
2°R Appeal dismissed
Cases
9.5% 145R

AR
Appeal withdrawn

5%
Cases

23.8%

Cases

66.7%

LEREH
R
Results of
Appeal Cases

Figure 4.5
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Nature of AAB Cases Received and
Provisions of the PDPO Involved

A total of 43 appeals were received during the reporting year.
Among which:

@ 23 of these were related to appeals against the Privacy
Commissioner’s decisions to refuse to carry out or
terminate investigations initiated by complaints under
sections 39(1) and/or (2) of the PDPO and in accordance
with the Complaint Handling Policy issued by the PCPD;

@ Nine appeals were against the Privacy Commissioner’s
decisions not to serve Enforcement Notices after
investigations;

@ One appeal was against the Privacy Commissioner’s
decision to serve an Enforcement Notice after
investigation;

# Four appeals were against the Privacy Commissioner’s
decisions not to accept the relevant case as a “complaint”
under section 37 of the PDPO; and

@ The remaining six appeals were against the Privacy
Commissioner’s decisions not to carry out specified
investigations into alleged offences under section 64
of the PDPO.
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The particulars of the 43 appeal cases involved the following
allegations (Figure 4.6):

Contraventions of DPPs: 20 cases
Non-compliance with data access requests: eight cases

Not constituting offences for disclosing personal data
without consent: six cases

Not accepted as a complaint: four cases

Imposition of fees for complying with data access
requests: two cases

Offences for disclosing personal data without
consent: two cases

Non-compliance with data correction requests: one case
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Of the 43 appeal cases received, the distribution of DPPs
concerned is as follows (one appeal might involve more than
one DPP) (Figure 4.7):

@ DPP 1 (Data Collection Principle): nine cases

@ DPP 2 (Data Accuracy and Retention Principle): seven
cases

@ DPP 3 (Data Use Principle): 13 cases
@ DPP 4 (Data Security Principle): four cases

@ DPP 6 (Data Access and Correction Principle): 10 cases
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