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EDUCATION AND ENGAGEMENT

PCPD promotes privacy and data protection and
respect through mass media, online social media
platforms, internet, publications and public education
programmes; organises and conducts training for

organisations and individuals on the requirements

under the PDPO; and manages work relationship with

>

stakeholders.
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AMPLIFYING MESSAGES THROUGH THE MEDIA

Media

During the reporting year, PCPD issued 69 media statements
(please refer to Appendix 2), which set a record high. The number
of responses to media enquiries was also the highest since
2011/12, with 270 media enquiries about the PDPO and topical
issues on personal data privacy responded to in the year. Through
swift responses to media enquiries and issuing media statements
on incidents or topical issues of social concern, PCPD disseminated
information and observations on personal data protection at
opportune times, thereby helping various sectors of society better
understand the provisions of the PDPO.

Over the year, the Privacy Commissioner expressed concerns over
privacy-related issues and followed up proactively. Some examples
follow.
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Weaponisation of personal data

Social incidents from June 2019 in Hong Kong had given rise to a
large number of doxxing cases. Personal data was “weaponised” to
inflict psychological harm on data subjects. The number of doxxing
cases was unprecedented. PCPD had carried out promotion and
public education through different channels in order to tackle the
problem at its roots.

The Privacy Commissioner held a media gathering on 28 August
2019, strongly condemning the acts of infringing personal
data privacy, doxxing and bullying, which were associated with
escalating intimidation and harassment. He also strongly appealed
to netizens not to upload or forward relevant personal data and
hurtful remarks, and should not incite doxxing and bullying.
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As of 31 March 2020, PCPD’s promotion and education work on
doxxing included:

. PCPD had issued 33 related media statements (with the first
one being issued on 14 June 2019);

. PCPD had given 74 responses to media enquiries;

. All the responses to the media were uploaded to PCPD’s
website;

. The Privacy Commissioner had explained to the media or the
general public 97 times;

. A seminar was held and attended by practitioners from
education, social work, legal, medical, human resources
sectors, etc;

. Letters were sent to the principals of all primary and
secondary schools in Hong Kong to provide them with
PCPD’s promotion and educational materials.



2019 B HH5 A HFEHME

B 2019 BMREEHREIBE 2020 FFIHE
ST AESHENIALEEE  LEBAEBAL
BH—RYIES]  BEAEIIES - 2K
ML RESEREAE  BUTHIRRIERR
£ MR RAEBEE I 2019 EMRE
SHRNER  tTEEREBAERLEL
BFrFEM - BIZ2020F3A31H » AFB#HE
TLLT$ES] -

1. FR2020F 2B N HEBEHMNFER &
REAERIABH R G EIETE
ERBATHEITH RS R EERITS RH
FABBERE - FARREE ¥ AREEEEHE
2= b B RRECFA BB ARG Y B AE BE IR = FN 2R
FAFWR °

FAEE S N2 4F R PCPD ANNUAL REPORT - 2019-20 111

>

>

Privacy Issues Arising from COVID-19

The outbreak of COVID-19 in early 2020 had given rise to a number
of privacy issues in different aspects. The Privacy Commissioner
had issued a series of guidelines, including guidelines on
employers and employees; schools and students; video-
conferencing users; government’s anti-epidemic measures etc. to
remind members of the public and organisations not to lose sight
of personal data privacy protection when combating COVID-19. As
of 31 March, 2020, PCPD had issued the following guidelines:

1. Media statement dated 11 February 2020: Privacy issues
arising from mandatory quarantine measures

Regarding the privacy issues involved in the mandatory
quarantine measures implemented by the Government,
the Privacy Commissioner made observations about the
relevant measures and explained the relevant provisions and
exemptions under the PDPO.
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2. Media statement dated 26 February 2020: The use of
information on social media for tracking potential carriers of
COVID-19
Regarding the use of information on social media for tracking
potential carriers or patients of COVID-19, the Privacy
Commissioner explained that the Government had sufficient
legal and justifiable bases to take corresponding anti-
pandemic measures, on the premise of the right to life and
public interests (including public health).
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3. Response dated 21 March 2020 to media enquiry on privacy
issues arising from COVID-19
The guidelines explained the legitimacy of the collection
of personal data during the pandemic and illustrated with
examples how to strike a balance between privacy rights and
public health. It also reminded organisations not to derogate
their responsibilities of proper handling of personal data in
the course of fighting the pandemic.

Guidelines for Employers and Employees
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4, Media statement dated 30 March 2020: Fight COVID-19
Pandemic Guidelines for Employers and Employees
With the outbreak of COVID-19, employers were concerned
whether they were permitted to collect health data about
their employees to help monitor and prevent the spread
of the virus in the workplace and in the community. In a
succinct Q&A format, the guidelines reminded employers of
the key principles when collecting employees’ health data.
Besides, many organisations had made work-from-home
arrangements and conducted business meetings online
to reduce social contact. This transition would mean more
scope for data security mistakes. The guidelines provided
18 practical security tips for employers and employees to
minimise the risk of personal data breach.

The Global Privacy Assembly (GPA), a global forum for data
protection and privacy authorities, had published our guidelines
above on its webpage “Data Protection and Coronavirus
(COVID-19) Resources”, alongside the latest advice and guidance
on personal data protection and COVID-19 provided by other data
protection authorities as GPA members and observers: https://
globalprivacyassembly.org/covid19/
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Social Media and Websites
Social Media

To reinforce its online presence, PCPD presented a brand new
image on social networks with newly created accounts on
Instagram, Linkedln, Twitter and Weibo, and revamped the
Facebook page and YouTube channel, all under the new theme
“Privacy in Sunlight”. In simple language and with the help of
visual illustrations and videos, the latest privacy issues of public
concern were explained to netizens from diverse sectors and age
groups.

“Privacy in Sunlight” is designed to send out the messages that
personal data privacy right belongs to every individual and the
need for organisations to be transparent and provide explanations
when complying with the law, to be respectful and to put privacy
policy into practice. In addition, the new theme also echoes the
name of "Sunlight Tower" at which PCPD is located.

The newly launched and revamped accounts on the differently-
styled platforms aim to target at the younger generation and those
who prefer mobile devices to conventional media channels; micro,
small, medium and large enterprises; professionals, and data
protection personnel and authorities from the mainland of China
and overseas, etc., enabling them to follow in a timely manner the
latest news and updates of the privacy landscape.
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During the pandemic, PCPD issued a number of guidelines and
tips for employers and employees; schools and students; users
of video-conferencing software, etc. on personal data privacy
protection. These guidelines were transformed into concise,
readable texts and images explaining the provisions under the
PDPO. In addition, PCPD also promptly responded to the latest
privacy concerns of the public through these platforms.

UTREFBFE LBMAHE DML Below are selected posts on the online social platforms:

£ Facebook E i G EARFE 2 4 A A & X 1E LinkedIn ¢ G BAE ARG & BB
FAREHY M5 32 RFIRBEME A BRI RE £

A Facebook post about protection of students’ Tips posted on LinkedIn for online teaching
personal data privacy and video-conferencing

T Twitter BB RABEINEESEERS
HAEIAYHE 5]

Guidelines posted on Twitter for employers
and empolyees during the pandemic

HEAF PCPD Privacy C¢
24pr- @ ?fcgneu

‘ Privacy in Sunlight - HKPCPD
@HKPCPD
CALHE: REUEOA- RRWER] [Check:

[Fight #COVID—19 Pandemic: #Privacy tips for

FR: BB fFRIAL! 5 HETLL
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R : FRAIMNEGHETRIER SRR, ZBEFRBLEE
R EIEAIBEDEENET - BIENRETEM, HI%E McamBimic, R
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T #pepd & #ALRR

CFight COVID-19 Pandemic: Children Privacy Q&A— Preventive Tips for
Parents ]

The Parent: | cannot always observe what my kids are doing online. What
measures can | take to protect their personal data from being stolen when
they are using online leaming taols?

A Parents may activate internet parental controls to manage chidren's
intemnet usage and fiter out inappropriate contents. Besides, remember to
tum offthe camera and microphone functions when they are not needed
and disable online tracking functions whenever possible.

12, What to do in case of data leakage

For App Developers.

Employers]

The collection of employees’ personal data should be
spedfically related to and necessary for public health.
An across-the-board compulsory system where health

data is collected indiscriminately is not preferable.
[
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A Instagram post about “criminal doxxing”
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A Weibo post about “data access request”
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Website

Via our website, PCPD has always been committed to effectively
disseminating information and updating on developments
regarding protection of personal data privacy.

Our website continues to be a one-stop portal to provide the
latest information and resources of personal data protection to
members of the public. The most popular sections include “Media
Statements & Responses’, “Case Notes” and “The PDPO at a Glance”
Members of the public can also visit PCPD’s thematic websites via
this portal.

During the reporting year, we recorded 1,520,779 visits to the
website, representing an increase of 20% compared to 1,277,351
visits the year before.

Our website was awarded the Silver Award under the Non-
Commercial SME Category of “Best.hk Website Awards 2019"
Organised by the Hong Kong Internet Corporation Registration
Limited, the Award aimed to applaud and recognise websites with
remarkable designs and comprehensive functionality.
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Children Privacy

This thematic website is a one-stop portal for children to learn
and understand personal data privacy. Teachers and parents can
make use of the tips and resources provided to guide students and
children how to protect their personal data privacy.

PCPD has also set up a teaching resource centre on the thematic
website for “Student Ambassador for Privacy Protection
Programme”, providing videos, leaflets/booklets, presentation
materials and newspaper/publication columns on issues such as
the application of Al and its privacy impact, protection of personal
data privacy, cyberbullying, etc.

and undersi
personal data privacy, and for teachers and parents
10 help those under their care in how 10 protect
their personal data.

Be SMART Online

This thematic website serves as a resourceful platform to provide
latest trends and practical tips for members of the public to
protect personal data on their smart devices and the internet so as
to reduce the risks of online privacy breach. Two mini-sites, namely
“Elderly Corner” and “Think Privacy! Be SMART Online”, are within
the portal to provide relevant interactive information and a quiz
game.
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Publications

During the reporting year, the Privacy Commissioner published
the following booklet and guidance notes to provide information
on relevant regulations and useful guidance for stakeholders.

The booklet entitled “A Brief Summary on the Regulations in
the Mainland of China Concerning Personal Information and
Cybersecurity Involved in Civil and Commercial Affairs” provides an
overview of related regulations regarding personal data protection
in the mainland of China. The booklet aims to help the enterprises
better understand the relevant regulatory regime, so that they
could expand their online business more smoothly in the Greater
Bay Area and maximise business benefits.

PCPD also released a jointly-developed “Guide to Data Protection
by Design for ICT Systems” with the Personal Data Protection
Commission, Singapore. The publication assists organisations
that wish to apply Data Protection by Design when designing
and building ICT systems. It provides tips and good practices for
system development processes.

To assist Small and Medium Enterprises (SMEs) in putting data
ethics into practice and encourage them to uphold the three Data
Stewardship Values (respectful, beneficial and fair) in handling
personal data, PCPD issued an information leaflet “Data Ethics
for Small and Medium Enterprises” to help the SMEs conduct self-
assessment to find out the impact of their data-driven activities on
their stakeholders’ rights and interests.
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The publications above are downloadable from our website at
www.PCPD.org.hk.
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Book

A Brief Summary on the Regulations in the Mainland
of China Concerning Personal Information and
Cybersecurity Involved in Civil and Commercial Affairs
(Chinese version only)
(December 2019)
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Guidance Note

Guide to Data Protection by Design for ICT Systems fasariacemm
(May 2019)
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Information Leaflet

Data Ethics for Small and Medium Enterprises
(April 2019)
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ENGAGING ORGANISATIONS IN DATA PROTECTION
Speaking engagements

During the year, the Privacy Commissioner and his team, on
invitation, spoke and shared views on the evolution of data privacy
protection in the digital age, and data ethical values and models.
They took the form of presentations, seminars, talks and meetings,
engaging a broad range of stakeholders, in particular senior
executives, and encouraging them to adopt a corporate-wide
privacy strategy in their organisations.
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Seminars

To minimise the disruption by the pandemic to our ongoing public
education initiatives, PCPD conducted seminars and professional
workshops for stakeholders in online mode, with sufficient data
security measures put in place.

Introductory seminars

Aiming to enhance public awareness and understanding of the
PDPO to protect personal data privacy, PCPD regularly runs free
introductory seminars on personal data protection for the general
public. These seminars provide a general introduction to the PDPO
and explain the requirements of the six data protection principles
illustrated with real-life examples. During the reporting year, over
1,250 participants attended these seminars.

To cater for the needs of different stakeholders and enable the
public to acquire knowledge about personal data protection
anytime, PCPD produced a new free online seminar — An Overview
of Personal Data (Privacy) Ordinance. Available on the YouTube
channel, it introduces the requirements of the PDPO, and the
privacy issues related to technology development and data ethics.

WRAE | KIS | SILES | WEISOSNGE | FERWE | RO | ERS0 | REREN | SR0G | BEED

B RS
a8

FrBIfE AR

wHRTAE
(EEFUERMINH) EH)
ReRT

EL b it

& {8 BB R 1R Gl EE

HEHERRERINFEREBEE - B
It REBRABRKRDENEBEEBE B
EHNETEECLBIERDD) - RFERRE
FEADNBRBREHRT 7B5ESFTEN
IEFIFBEE o

In-house seminars

To meet the growing demand for acquiring data protection
training from various organisations, PCPD representatives conduct
seminars for individual organisations to explain to their staff
the requirements of the PDPO. During the reporting year, PCPD
delivered 117 tailor-made training sessions for 91 organisations.
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Professional Workshops

PCPD has developed a series of professional workshops on data
protection tailored to the needs of those dealing with personal
data in different work contexts. During the reporting year, PCPD
held 27 workshops attended by over 1,000 participants. The
workshops, which were supported by 30 professional organisations
and trade associations, covered the following topics:
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Practical Workshop on Data Protection Law

Data Protection and Data Access Requests

Data Protection in Banking/Financial Services

Data Protection in Direct Marketing Activities

Data Protection in Human Resource Management

Data Protection in Insurance

Privacy Management Programme

Recent Court and Administrative Appeals Board Decisions
Professional Workshop on Data Ethics

Data Protection in Property Management Practices
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Other Seminars
Seminar on Cyberbullying and Doxxing

On 16 September 2019, PCPD held a seminar examining bullying and
doxxing in the cyber space from a personal data privacy perspective,
and explaining how to safely use social and messaging platforms
to protect online privacy. Speaking at the seminar were the Privacy
Commissioner and Mr Francis Po-kiu FONG, Member of the Standing
Committee on Technological Developments of PCPD and Honorary
President of Hong Kong Information Technology Federation.

China Cybersecurity Law Conference — New Legal and Regulatory
Updates, Practical Implications and Challenges

PCPD held “China Cybersecurity Law Conference - New Legal
and Regulatory Updates, Practical Implications and Challenges”
on 11 December 2019. Adjunct Professor Jason Lau, Regional
Lead and Co-Chair of the International Association of Privacy
Professionals (IAPP) was MC and moderator of the conference.
The Privacy Commissioner and Attorney Barbara Li, Partner of the
Beijing office of Norton Rose Fulbright, were keynote speakers.
Mr Allen Ting, Senior Legal Counsel of Huawei, and Mr Bernard
Tan, Chief Counsel, Cybersecurity of SAP took part in an in-depth
panel discussion with the two keynote speakers. They shared
the latest development and impact of personal data protection
in the mainland of China with over 100 attendees from banking,
insurance, legal and other sectors.

Training for government departments
Government departments collect and use a vast amount of

citizens’ personal data. So there is a need to raise their awareness
of data protection.
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PCPD worked with the Immigration Department to organise
“Training Workshops on Personal Data (Privacy) Ordinance” for
their officers of middle to senior ranks. During the reporting year,
two workshops were held with over 200 officers having attended.

PCPD had also worked with the Civil Service Training and
Development Institute to arrange seminars for civil servants of
different grades, introducing the requirements of the PDPO and
how to protect citizens’ personal data in their daily work.

Meeting with stakeholders
In order to understand stakeholders’ concerns about personal

data protection, PCPD held meetings with various government
departments, organisations and groups.
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Privacy Management Programme (PMP)

In 2014, the Government, together with 25 companies from the
insurance sector, nine companies from the telecommunications
sector and five organisations from other sectors, pledged to
implement PMP. The Hong Kong Association of Banks also
indicated that the banking industry would support PCPD’s
initiative.

Further to last reporting year’s initiative to assist the government
bureaux and departments in preparing their PMP manual, PCPD
published in the reporting year the General Reference Guide — PMP
Manual for organisations in the private sector for their reference.

Data Protection Officers’ Club (DPOC)

DPOC provides data protection officers of organisations with
a platform for advancing their knowledge and practice of data
privacy compliance through experience sharing and training.
DPOC membership stood at 590 by the end of March 2020. The
individual and organisational members come from a wide range of
backgrounds, including compliance, legal affairs, regulatory affairs,
law enforcement and customer relations, in both the public and
private sectors.

During the reporting year, PCPD held four seminars for DPOC
members on fintech application of Personal Data (Privacy)
Ordinance, personal cyber credibility and solutions, corporate
cyber defence and China cybersecurity law.
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Industry-specific Privacy Campaign

PCPD joined hands with the Property Management Services
Authority and the Hong Kong Association of Property Management
Companies to organise activities for the property management
industry to raise awareness of personal data protection among
property management practitioners, members of owners’
corporations and the general public. A radio drama series titled
“Privacy Clubhouse”, voice-acted by well-known broadcasters, was
produced to put across the messages on personal data protection
in the property management sector in a light-hearted manner.
On a current affairs radio programme, the Privacy Commissioner
talked about the promotional work of the privacy campaign for
property management as well as the importance of data ethics on
privacy protection. Professional workshops and seminars on data
protection in property management practices were held to assist
the practitioners to understand the application of the PDPO in
their daily work. Practical guidance on compliance with the PDPO
was provided. Moreover, a slogan composition competition was
held and practitioners from a number of property management
companies took partin it.
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Privacy Campaign
for Property Management Industry
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PROMOTING AWARENESS IN THE COMMUNITY

Privacy Awareness Week

Since 2007, PCPD has jointly organised the “Privacy Awareness
Week” (PAW) with members of the Asia Pacific Privacy Authorities
(APPA) to enhance the awareness of privacy protection in the
region. The PAW 2019 in Hong Kong was held on 6 - 12 May.
With the theme of “Compliance with Privacy Law, Data Ethics in
Action”, PAW 2019 aimed to remind organisations that apart from
compliance with the requirements of data protection law, they
should also strive to achieve a higher ethical standard that meets
the stakeholders’ expectations.

The Symposium on “Data Ethics in Action” was the flagship event
of the PAW 2019. It was also a welcome event for the DPOC's
membership year 2019-20.

At the Symposium, Mr Albert Hak-keung WONG, the Chief
Executive Officer of Hong Kong Science & Technology Parks
Corporation, Ms Diana CESAR, Chief Executive, Hong Kong, the
Hongkong and Shanghai Banking Corporation Limited and Mr
Sunny Yiu-tong CHEUNG, the Chief Executive Officer of Octopus
Holdings Limited, shared their insights and experience on
putting data ethics in action and building trust with stakeholders
in relation to data privacy. The three speakers also exchanged
views on policies and measures to promote data ethics in
corporate operations and governance in the panel discussion.
The Symposium was attended by over 150 DPOC members from
different industries and sectors and organisation representatives.

SYMPOSIUM ON
DATA ETHICS IN ACTIO|
BENPYE ] pas
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Educational Talks on data protection

During the PAW 2019, PCPD also organised educational talks for
secondary school students, senior citizens and members of the
public. The participants were briefed on personal data protection
provided by the PDPO and how to safeguard personal data online.
In particular, senior citizens were provided with tips on identifying
data piracy risks and preventing from falling prey to privacy traps.

To disseminate the message of data protection to the wider
community, PCPD also organised a series of promotion and
education activities, including the Privacy Commissioner’s
interview on the radio programme “On a Clear Day” to
promote the importance of data ethics, a radio drama
series entitled “Privacy Clubhouse” and the broadcast of
educational videos on social media and the eElderly website
(www.e123.hk).
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Mass promotional campaign

To widely and effectively promote PCPD’s public image and
disseminate messages of protection on personal data privacy,
PCPD conducted five large-scale promotional initiatives to raise
the general public’'s awareness of personal data privacy.

Advertisement on bus body

A number of double-decker buses carrying messages of “Peace
Online” and “Data Prosperity” together with data protection
messages became moving billboards travelling around prime
commercial and residential areas from 14 January to 9 February
2020.
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Radio advertisement
A radio advertisement with the jingle “Peace Online, Data
Prosperity” performed by Privacy Special Ambassador Ms Candy

Chea was broadcast on a local radio station on 20-31 January 2020.

TV advertisement

A Lunar New Year TV commercial with the jingle “Peace Online,
Data Prosperity” performed by Privacy Special Ambassador Ms
Candy Chea was broadcast on a local TV station from 24 January
(Lunar New Year’s Eve) to 6 February 2020.
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Advertisement on tramcars

In March, PCPD rolled out a tram advertising campaign with trams
carrying the slogan “Practise Data Ethics — Respectful, Beneficial &
Fair: for a Smart Hong Kong” to spread the promotional messages.
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Educational activities for senior citizens

To remind senior citizens to be vigilant about potential data
privacy risks and becoming victims of financial losses, PCPD joined
hands with non-government organisations to organise elderly
talks to share tips on personal data protection in daily life. A total
of 18 educational talks were organised, with over 1,000 senior
citizens having attended the talks.

The Privacy Special Ambassador Ms Candy CHEA also worked with
PCPD to promote the protection of personal data. In addition
to delivering talk to senior citizens, Ms CHEA also shared tips on
protecting personal data with the elderly through publicity and
education video. The video was broadcast on the eElderly website
(www.e123.hk).

PCPD also produced posters to raise the elderly's awareness of
protecting personal data.
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Student Ambassador for Privacy Protection Programme

PCPD has run the “Student Ambassador for Privacy Protection
Programme - Partnering Schools Recognition Scheme” for nine
consecutive years. Through the Programme, PCPD aimed to
encourage secondary school students to organise on-campus
activities that disseminated the message of data protection to
their peers and fostered a culture of respecting and protecting
personal data privacy in the school environment.

Under the Partnering Schools Recognition Scheme, participating
schools were required to complete ten missions related to privacy
protection and anti-cyberbullying. The Partnering Schools
Recognition Scheme offered Diamond, Gold, Silver and Bronze
awards based on the number of privacy missions completed. Six
participating schools that had won Gold Award in the Scheme for
three consecutive years were awarded with the Diamond Award
this year as commendation of their efforts in demonstrating good
practice in promoting personal data privacy protection on campus.
In total, a record high number of 129 secondary schools took part
in the Scheme in 2019, with more than 60,000 participants (see
Appendix 3 for details).
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Among the ten privacy missions under the Partnering Schools
Recognition Scheme, there were two core privacy missions - the
“Artificial Intelligence and Privacy Protection” Proposal Competition
and the online game aiming to prevent cyberbullying - “Awarding
Likes to Good Digital Citizens”. For the Proposal Competition,
participating teams were each required to thoroughly evaluate the
privacy impact of one type of artificial intelligence and prepare
a proposal to resolve the issues. About 270 secondary school
students took part in the competition.

Moveover, the online game “Awarding Likes to Good Digital
Citizens” aimed to provide tips to students on how to protect
personal data online and how to stay away from cyberbullying.
The response for the online game was overwhelming. Over 18,000
students from 300 schools participated in the online game.




