
	 By  	 Allan Chiang, SBS, Privacy Commissioner for Personal Data

The “Right to be Forgotten” * 

*	 This article is an abridged and modified version of two blog posts published by the Privacy Commissioner for Personal Data on his website at  http://www.pcpd.org.hk on        
26 June 2014 and 30 December 2014 respectively.

The ECJ Ruling
The ruling of the European Court of 
Justice (the “ECJ”) on 13 May 2014 
regarding the “right to be forgotten” 1 
has been one of the hottest topics in the 
global privacy arena in the past months.  

In brief, the ECJ case was concerned 
with the continued public availability 
through Google search of a newspaper 
announcement in 1998 about a 
Spanish national’s real-estate auction 
in connection with proceedings for the 
recovery of his social security debts. The 
announcement was accurate at the time 
and had been legitimately published. 
However, as the debt had been resolved, 
the information became irrelevant and 
misleading. The ECJ thus ruled in favour 
of the complainant and required Google 
to remove or conceal the information 
so that it no longer appears in search 
results based on his name.

The European Commission’s 
Data Protection Reform
To put things in context, we should 
note that the “right to be forgotten” 
is a component of the European 
Commission’s data protection reform 
proposals formulated to ensure more 
effective control of people over their 
personal data, and to make it easier 
for businesses to operate and innovate 
in the European Union (“EU”) market. 
The proposals were endorsed by the 
European Parliament on 12 March 2014. 
They have yet to be adopted by the 
Council of Ministers.

The ECJ ruling is therefore to some 
degree an affirmation of the “right to 
be forgotten” before it is transposed 
into national laws. The rationale behind 
this right is that citizens should be 
empowered to control their own identity 
online. If an individual no longer wants 

his or her personal data to be processed 
or stored by a data controller (the EU 
equivalent of “data user” in Hong Kong’s 
Personal Data (Privacy) Ordinance 
(the “Ordinance”)), and if there is no 
legitimate reason for keeping it, the data 
should be removed from their system.

Opposition Against the Right
Specifically, the test adopted by the 
ECJ to invoke this right is whether the 
personal data is “inadequate, irrelevant 
or no longer relevant, or excessive” in 
relation to the original purpose for which 
the data was collected or processed, 
and in the light of the time that has 
elapsed since the original publication. 
The court decision recognises that the 
universal diffusion and accessibility of 
such controverted information by search 
engines has a disproportionate impact 
on privacy. It has since generated much 
controversy.

1	 Google Spain SL, Google Inc v Agencia Espanola de Proteccion de Datos, Maria Costeja Gonzalez (Court of Justice of the European Union, Case C-131/12, decision 13 May 2014. 
English text at http://tinyurl.com/qggvndl.
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2	 The 13 criteria are appended to the end of the Guidelines: http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/
wp225_en.pdf.

3	 Eastweek Publisher Limited & Another v Privacy Commissioner for Personal Data [2000] 2 HKLRD 83.

Google, which has since the ECJ 
decision received more than 190,000 
requests to remove links to personal 
information on its search engine, called 
the court decision “disappointing”. Not 
surprisingly, many advocates for freedom 
of information have spoken against the 
verdict. Some of them expressed worries 
that the “right to be forgotten” could 
spell the end to a free Internet. There were 
also fears that the exercise of the right 
would hinder free speech, or inhibit the 
right to access information. In many ways, 
these reactions are overblown.

Not Erasing History
First, the scope of the exercise of the 
“right to be forgotten” is narrow. It 
involves the de-listing of search results 
for only searches performed on the basis 
of the person’s name, eg, “John Smith”. 
If a search is performed based on other 
search terms (for example, “car accident 
in London” in which John Smith was 
involved), the information, inclusive of the 
person’s name, will not be de-listed.

The “right to be forgotten”, though a 
convenient label, is a misnomer as no 
published material is required to be 
deleted through exercise of the right. 
It empowers individuals to control the 
online dissemination of information 
about them and involves the de-listing 
of Internet search results only. The 
original information continues to exist at 
the source and can be accessed online 
directly or by search using other search 
terms. The public record of a newspaper 
perpetuates regardless of the removal of 
the link to it from a search website. Hence 
any assertion that the exercise of the right 
will erase past events or rewrite history is 
misguided.

No Absolute “Right to be 
Forgotten”
Secondly, the right is not meant to take 
precedence over freedom of expression 
or freedom of the media. There is no 

absolute right to have links removed. 
Each removal request has to be 
determined on its merits.

In late November 2014, a working 
party comprising EU data protection 
authorities released a set of guidelines 
(the “Guidelines”) on how the “right to 
be forgotten” is to be implemented in 
Europe. They recognised that a balance 
of the relevant rights and interests 
has to be made and the outcome may 
depend on the nature and sensitivity of 
the personal data in question and on the 
interest of the public in having access to 
that particular information.

The Guidelines articulated 13 criteria2 
which need to be considered when 
deciding whether a request to de-list 
information should be accepted. They 
include:

•	 whether the person plays a role 
in public life (for example, being 
a politician, senior public official 
or member of the [regulated] 
profession), and whether public 
access to that information will 
protect them against his public or 
professional improper conduct (for 
example, malpractice litigation 
against a doctor, dishonest behaviour 
of a politician or businessman are 
unlikely to be de-listed);

•	 whether the information relates 
to the exercise of a public figure’s 
official functions rather than 
genuinely private information such 
as information about their health or 
family members (if affirmative, there 
will be a strong argument against de-
listing); and

•	 whether the information is sensitive 
(for example, information about a 
person’s health, sexuality or religious 
belief) and thus has a greater impact 
on the data subject’s private life (if 
affirmative, de-listing requests should 
be favourably considered).

Based on these criteria, it should be 

obvious that contrary to the assertions 
of many critics, the “right to be 
forgotten” will not allow public figures to 
“whitewash” their unflattering personal 
titbits. Nor will it allow professionals or 
public officials who owe a duty to the 
public to cover up their past misconduct.

Applicability of the ECJ Ruling 
to Hong Kong?
The ECJ ruling, of course, does not bind 
Hong Kong courts. Prima facie, the 
approach it has taken is not applicable 
under the Ordinance. In the landmark 
case of Eastweek3, the judgment of the 
Court of Appeal pointed out that “It is 
… of the essence of the required act 
of personal data collection that the 
data user must thereby be compiling 
information about an identified person 
or about a person whom the data user 
intends or seeks to identify.” As such, 
Google is not a data user as it does not 
collect personal data in this manner. 
Rather, it acts as an intermediary that 
only provides a facility for web users to 
gather information dispersed in various 
websites.

Further, Google entertains requests 
to remove links from only nationals of 
EU-countries and four other non-EU-
countries (Iceland, Liechtenstein, Norway 
and Switzerland).

Territorial Effect of a 
De-Listing Decision
Hitherto, Google has responded 
to justifiable de-listing requests by 
removing search results from all its 
European websites but not its 
google.com site. Hence anyone using the 
google.com version of the search engine 
will be able to circumvent the ECJ ruling 
and see the complete search results.

To address this anomaly, the EU data 
protection authorities have stated in 
the Guidelines that de-listing decisions 
must be implemented by search engines 
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in such a way that they guarantee the 
effective and complete protection of data 
subjects’ rights. In practice, this means 
that de-listing should not be limited to 
EU domains; it should be applied to all 
relevant domains, including .com.

Revealing Facts and Figures
Certain pertinent statistics concerning 
Google’s implementation of the 
requests to de-link are very revealing. 
For example, Google has removed 40 
percent of requested URLs but refused 
to remove the remaining 60 percent. 
This suggests that, contrary to the 
speculation of many opponents of the 
right, Google has not taken the easy way 
out by erring on the side of acceding to 
requests. 

Further, 90 percent of the requests 
are pretty much a no-brainer in terms 
of the decision to accept or decline. 
Only the remaining 10 percent of cases 
required some fine balancing between 
the right to privacy and the public’s right 
to know. Of these minority cases, some 
appeals against Google’s decisions were 
lodged with the respective EU data 
protection authorities but the number 
is small. For example, the Information 
Commissioner’s Office of the United 
Kingdom has received some 130 such 
appeals. This is minuscule and falls far 
short of the Internet-apocalypse that 
doomsayers have been foreboding.

At one end of the spectrum are 
accepted cases where the prejudice 
against the requester is obvious and 
disproportionate, and privacy must 
prevail, for example,

•	 a victim of physical violence wanted 
references to the assault removed;

•	 a victim of rape requested removal 
of a link to a newspaper article about 
the crime;

•	 a girl requested removal of a link to 
explicit photographs of her taken by 
her ex-boyfriend;

•	 a woman requested the removal 
of a decades-old article about her 

husband’s murder, which included her 
name; and

•	 a victim of a crime which occurred 
decades ago requested to remove 
links to articles which discussed the 
crime.

The greatest number of removal requests 
was in respect of materials on social 
media platforms, such as Facebook, 
Profile Engine, Google Groups/+, Badoo 
and YouTube. Although they are not 
“newsworthy” publications and have 
no public interest value, they do affect 
ordinary people’s private lives and the 
de-listing of the search results did lessen 
the prejudice against them.

At the other end of the spectrum are 
rejected cases where the public’s right 
to know clearly overrides the individual’s 
right to privacy, for example:

•	 a sex offender who wanted recent 
information about his conviction de-
linked;

•	 a person made multiple requests to 
remove 20 links to recent articles 
about his arrest for financial crimes 
committed in a professional capacity; 
and

•	 a public official requested removal 
of a link to a student organisation’s 
petition demanding his removal.

The Way Forward
The “right to be forgotten” is still a very 
fluid concept and rapid developments 
are expected in the short and medium 
terms.

First, although the ECJ ruling does not 
bind courts outside EU, cases involving 
the exercise of similar rights have 
recently been heard outside EU and the 
outcome could have implications on 
the exercise of the right on a worldwide 
basis.

Secondly, search engines other than 
Google have either commenced or will 
commence to handle the de-listing 
requests they have received and it would 
be interesting to watch how all the 

search engines respond to the Guidelines 
issued by the EU working party of data 
protection authorities, particularly those 
guidelines that require removal of search 
results to apply globally, not just EU 
domain search results.

Thirdly, the appeals against the search 
engines’ decisions, once decided by the 
EU data protection authorities, will set 
important precedents.

Finally, Google has appointed a council 
(comprising privacy experts and 
advocates of freedom of information) 
to advise on how to implement the ECJ 
decision. They are going to release a 
review report soon.

Meanwhile, I appeal to the opponents 
of the “right to be forgotten” to keep an 
open mind and re-consider the issues 
in their proper perspective. I believe it is 
of paramount importance to appreciate 
that fundamental human rights such as 
freedom of expression and privacy are 
neither absolute nor in any hierarchical 
order, hence the need to strike a 
balance between them in any specific 
circumstances. n
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互聯網的「被遺忘權」*

歐洲法院的裁決

歐洲法院2014年5月13日有關「被遺忘

權」的裁決1，在過去數月成為了國際保

障私隱業界其中一個熱門話題。

長話短說，有關案件源自於1998年有報

章刊登一名西班牙國民因無力償還債務而

遭拍賣物業的公告，其後公眾仍可不斷透

過Google搜尋到該項資訊。該公告在當時

是準確及合法刊載的。但當事人債務還清

後，該資訊便變得不相干及誤導。據此，

歐洲法院裁定該名西班牙國民(即投訴人)

勝訴，並要求Google刪除或隱藏該項資

訊，即使用其名字進行「搜尋」，再也不

會出現在搜尋結果中。

歐盟的資料保障改革

具體來說，「被遺忘權」是歐盟資料保障

改革建議的其中一部分，以確保大眾可以

更有效地控制其個人資料，並且方便企業

在歐盟市場中營運及進行創新。有關建議

於2014年3月12日已獲歐洲國會核准，

但尚待部長理事會正式採納。

縱使並未正式成為國家法律，但今次歐洲

 *	本文是個人資料私隱專員分別於2014年6月26日及2014年12月30日於網上(http://www.pcpd.org.hk)刊登的兩篇網誌刪節修改而成的

 1	Google Spain SL, Google Inc v Agencia Espanola de Proteccion de Datos, Maria Costeja Gonzalez (Court of Justice of the European Union, Case C-131/12, decision 13 May 
2014. English text at http://tinyurl.com/qggvndl

 2	附加在指引最後部分的13項準則：http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp225_en.pdf (英文版)

法院的裁決對「被遺忘權」予以某程度的

肯定。而「被遺忘權」的背後理據是賦予

公民權利，讓他們可在網上控制其個人的

身份。如果某人不希望其個人資料被「資

料控制者」(歐盟所用的詞𢑥，等同香港

《個人資料(私隱)條例》(下稱《私隱條

例》)中的「資料使用者」)處理或儲存，

而「資料控制者」也沒有合理理由以作保

留，便應從系統中刪除該資料。

反對「被遺忘權」

確切地說，歐洲法院的裁決引用這項權

利，是考慮到該個人資料與收集或處理時

的原來目的，以及距離當初資料刊發時間

久遠的因素，因而得出「不足夠、不相干

或不再相干、或超乎適度」的結論。法院

判決確認搜尋器鋪天蓋地提供這些具爭議

性的資訊，是對私隱有不成比例的負面影

響。這判決旋即引起許多爭議。

Google對這項法院判決表示「失望」。

自歐洲法院頒發這判決以來，Google已

接獲超過190,000宗要求從其搜尋器中移

除有關個人資料連結的申請。一如所料，

不少提倡資訊自由者表明反對這項裁決。

部分人士擔心「被遺忘權」意味着「網絡

自由」的終結，亦有人憂慮行使「被遺忘

權」將會妨礙言論自由或獲取公開資訊的

權利。這些反應有點言過其實。

歷史不會被消除

首先，「被遺忘權」的可行使範圍是有

限的。它只限於移除以人名(如「John 

Smith」)進行搜尋的結果。倘若以其他字

詞(例如「倫敦車禍」，而車禍的肇事人

是John Smith)進行搜尋，則包含事主名

稱的資訊是不會被移除的。

「被遺忘權」只是一個便利的標籤，用詞

可能不盡恰當，因為行使這項權利並不會

令已發布的資料被刪除。「被遺忘權」可

為個人「充權」，即個人可以控制其個人

資料在網上的發布，而所移除的僅是網上

搜尋的結果而已。原來的資訊會繼續存在

於源頭，並可以在網上供人直接查閱，或

以其他字眼搜尋查閱。無論是否從搜尋器

網頁移除有關連結，曾在報章公開的紀錄

將繼續在網上流傳。因此，有指行使「被

遺忘權」會把過去的事件抹去或把歷史改

寫，確有誤導之虞。

沒有絕對的「被遺忘權」

其次，「被遺忘權」並非凌駕於言論自由

或新聞自由之上，亦沒有絕對的權力可移

除任何連結。每個移除連結的要求都必須

按其情況作出判斷。

一個由歐盟資料保障機關組成的工作小

組，於2014年11月底公佈了一套如何在

歐洲實施「被遺忘權」的指引(下稱「指

引」)。他們確認有需要在個人權利和其

他權利及利益之間作出平衡，最終結果

可能取決於相關個人資料的性質和敏感

程度，以及獲取該特定資料是否涉及公

眾利益。

該指引闡述了決定是否接納移除資訊連

結時須予考慮的13項判斷準則2，當中包

括：

www.hk-lawyer.org     41



•	當事人是否公眾人物(例如政界人士、

高級公職人員、[受規管]的專業人士)

，以及公眾獲取有關資訊能否保障他

們免受當事人公職或專業行為失當所

造成的風險(例如針對醫生失職的訴

訟、政界人士或商人的不誠實行為的

資訊連結都不太可能被移除)；

•	資訊是否涉及公眾人物執行公務，而

非純屬私人的資料，例如個人健康或

家庭成員等資料(若資訊實屬涉及公

務，移除資訊連結會受質疑)；及

•	資訊是否敏感(例如關於個人健康、性

徵或宗教信仰等資訊)，而對資料當事

人的私生活影響很大。(若資訊實屬敏

感，移除資訊連結的請求受理的機會

則提升。)

依據這些準則，「被遺忘權」明顯與很多

反對者所言的有落差。「被遺忘權」既不

會容許公眾人物「撇清」他們不光彩的個

人點滴，也不會讓對公眾負有責任的專業

人士或公職人員掩飾其過去的不當行為。

歐洲法院的裁決可否適用於香港?

歐洲法院的裁決當然對香港的法院沒有

約束力。乍看起來，並不可引用香港的     

《私隱條例》行使該權利。正如東周刊  

案4中，上訴法庭裁定時指出「⋯⋯在收

集個人資料的行為中，資料使用者必須藉

該行為匯集已識辨其身分的人士，或設法

或欲識辨其身分的人士的資料，有關行為

才屬收集個人資料」。故此，Google並不

算是資料使用者，因為它沒有收集個人資

料的行為。它只是擔當中介角色，只提供

一個平台，方便網上用戶在各個不同的網

站中搜羅資訊。

再者，Google只處理由歐盟國家及四個非

歐盟國家(冰島、列支敦士登、挪威及瑞

士)的國民所提出的刪除連結要求。

刪除連結的地域效力

到目前為止，Google在處理值得刪除連結

的個案中，只局限於所有其相關的歐洲網

站，並沒有同樣地於google.com網站刪除

有關的連結。因此，任何人如使用google.

com版本的搜尋器，將能繞過歐洲法院的

裁決，閱覽完整的搜尋結果。

歐盟資料保障機關已就這異常現象在指引

中述明，搜尋器在落實執行刪除連結時，

必須確保資料當事人的權利受有效及完整

的保護。事實上，這意味著刪除連結不應

局限於歐盟網域，而是適用於所有相關的

網域，包括.com。

具啟發性的事實與數據

一些有關Google落實處理要求刪除連結的

數據甚具啟發性，例如在處理刪除連結的

申請個案中，Google只移取了百分之四十

的有關連結，但拒絕移取餘下的百分之六

十。這顯示Google力求謹慎，並未如很多

反對「被遺忘權」人士般推測，會有求必

應地處理刪除連結的申請。

再者，百分之九十的申請幾乎不假思索就

能決定是否接納。只有餘下的百分之十個

案需小心平衡私隱權和公眾知情權，其中

部分個案亦各自向相關的歐盟資料保障機

關，就Google的判決提出上訴，但為數甚

小。例如英國資訊專員公署收到約130宗

上訴申請；這微不足道的數量，遠遠未如

預言者所憂慮的網絡大災難般嚴重。

話分兩頭，一些要求移除連結的個案當事

人確實受到很明顯且不成比例的傷害，而

捍衛私隱是義不容辭的，例如：

•	一名曾遭受暴力對待的受害者，想把

有關提及該次襲擊事件的資訊移除；

•	一名強姦案的受害者要求移除連結至

一篇有關該宗罪案的報章報道；

•	一名女子要求移除連結至她前男朋友

所拍攝的親密暴露照片；

•	一名女士要求移除一篇數十年前關於

其丈夫謀殺案的文章，文中曾提及她

的名字；及

•	一名於數十年前發生的罪案受害人要

求移除連結至討論有關該案件的文

章。

大 多 數 的 移 除 要 求 都 與 社 交 媒 體 上

的素材有關，例如Facebook、Prof i l e 

Engine、Google Groups/+、Badoo和

YouTube等平台。縱然它們不是「具新聞

價值」的刊物，亦無涉及公眾利益，但它

們確實影響到一般人的私生活，移除搜尋

結果的確可以減輕對涉事者的傷害。

另一邊廂，拒絕要求的個案明確地彰顯公

眾知情權比個人私隱權更為重要，例如：

一名性罪犯想移除連結至最近有關他的定

罪資訊；

某人曾多次提出要求移除二十條連結，這

些連結是接連至近期有關他因利用專業職

能干犯金融罪行而被捕的文章；及

一名公職人員要求移除連結至一封要求罷

免其職務的學生組織請願信。

展望

「被遺忘權」仍是一個在演變中的新概

念，預料在不久的將來會有迅速的發展。

首先，儘管歐洲法院的裁決對歐盟以外的

法院不具約束力，但涉及行使類似權利

的個案，最近已在歐盟以外的地方進行審

理，其結果會對是否可全球化地行使「被

遺忘權」有一定的啟示。

第二，除Google外，其他搜尋器均已着手

處理或即將開始處理所收到的移除連結申

請。各搜尋器會如何應對由歐盟資料保障

機關的工作小組所發布的指引，尤其是當

中有關移除搜尋結果適用於全球而非只限

於歐盟網域所羅列的搜尋結果的要求，我

們將拭目以待。

第三，歐盟資料保障機關一旦就搜尋器案

件判決的上訴作出裁定，便會成為重要的

先例。

最後，Google已任命了一個委員會(成員

包括私隱專家和提倡資訊自由者)就如何

落實歐洲法院的判決提出建議。他們亦將

會發表一份檢討報告。

此同時，我呼籲反對「被遺忘權」的人士

保持開放態度，從正確的角度重新檢視這

個議題。我認為言論自由及私隱權都是基

本人權，兩者既不是絕對也無分高低，在

任何情況下都應取其平衡，這是至關重要

的。 n

 3	Eastweek Publisher Limited & Another v Privacy Commissioner for Personal Data [2000] 2 HKLRD 83
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