HP Privacy Office
2014



HPPA OVERVIEW

What does 1t do?

— The tool forms a critical basis of implementation

— Assesses activities that handle personal data

- Provides privacy design guidance

— Initiates a dialog between staff and the Privacy Office

— Maintains a record of activities

- Dynamic interface - to minimize unnecessary questions

— Output Reports
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HPPA OVERV

— Functional Overview

Questionnaire
« Project/activity profile :
. Detailed compliance questions
‘ » Transborder flows
« Indicators of potential harms
Feedback

- Assessment against; HP Policies,
Standards, Specifications, country
requirements, etc.

* Checklists

* Means to seek help

Knowledgebase

* Rules — HP Policies
* Rules - HP Privacy standards

& Specifications
* Rules - Country requirements
* Rules -~ Guidance
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HPPA OVERVIEW

Privacy Assessment lifecycle

Privacy Office Non-compliances Privacy Office
Notification emails Review/Comments resolved/Report Approves (or can
added to Report Checklist updated grant an exception)

Assessment

Questionnaire
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HPPA OVERVIEW

Privacy Guidance




ASSESSING A PROJECT




ASSESSING A PROJECT

HPPA home page HP Privacy Advisor: Welcome Page Allan Paull Lonor | Amsuing

: . . * Home HP Privacy Advisor
Prlvacy Staff may See the 2nd Screen When logglng ln' E‘E;%l%:m"tm"“““ The HP Privacy Advisor (HPPA) has been designed as a means to identify privacy risks and compliance issues, permitting HP's businesses to

Assessment/Guidance
List projects

The HPPA have several levels of access: netpebae

Management

build and deploy products, services, projects or other activities that handle customer or employee information, are able to meet HP's privacy
policies, standards and specifications. In addition it also ensures that HP's ethics and values are considered in their design.

It is primarily designed to help projects and activities that are complex or may be a potential risk to HP; however, it can be used for any project

or activity that involves the handling of customer or employee information as a means to determine compliance.
Administration

« Administrators — have full access to the HPPA.

Further Information Next Steps
. Privacy Officer - 1s able to assess and approve pro jects’ may have EEE;eE::ck : E ?Zi"”a ﬁgta;s;osjrn:;;tez[smors zimegac"\fmEf“;ﬁﬁ}gﬁg- f)rnatitew:te‘{icr‘rllcelr:uB an AssessmentGudance” on the < mens.
access to add KB content (this is the option that you should select). For more information_cick on the Help' i on th et
«  Normal User - HP Employees. They only have access to  “Project Priacy Stemen | Tems f Use | Esadbask | Suppon | HP Resticied
Assessment--+” ,  “Further Information” , “Help” , & e o S it

“Feedback”

HP Privacy Advisor
[ Project
Assessment/Guidance
Begin The HP Privacy Advisor (HPPA) has been designed as a means to identify privacy risks and compliance issues. permitting HP's businesses to build and
Assessmant/Guidanze | deploy products, senices, projects or olher actities that handle customer or employee information, are able to meet HP's pivacy palicies. standards and
List projects

specifications. In addition it also
Knowledgebase
Management It is primarily designed to help pr

pe used for any project or activity that
invalves the handling of custome|

Administration

] Further Information Next Steps
Administrator Privacy Officer Hormal User Cancel
' Help « To begin an assessment o o > = = o left menu.
: E:Eflh:tk » To see a list of your projects or activities cllck L\at Projacts on ths \e& menu
gou

Eor more dlick on the "Help'link on the left

/
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USING THE HPPA

Project Information

- Project/campaign name.

— Regron and Business Unit that will be
developing/delivering the project.

— The Lead Oroanization field 1s pre-
populated - Change this if necessary.

— Same as below checkbox 1f the
Project Lead and Contact are the
same.

8 ©2014 HP

= Home

[l Project
id

The Project Information form is used by the HP Privacy Advisor to collect details about your project or activity, which regien, business unit, and
organizations are developing the project or activity, contact information of the project lead or project manager and contact...

Begin
Assessment/Guidance
List projects

Knowledgebase
Management

Administration

Further Information

More info

Project Profile | Data sources/Data Flows | Transparency | Project Speci

NOTE: On this screen general information about the nature
of your project is collected. t should give a privacy experta
high level idea who is doing the project and what it is about.

Project/Campaign

* Project/Campaign Name: st Project
* Project/Campaign Region: Asia Pacific - The field marked with the symbol * are mandatory and you
* Lead Business Group: W Legal . need to fillthem before continuing
* Lead O

[LegaiEanac The ‘Project Lead" is the smploys responsible for or

[This is a test A managing the projectiactivity. If the project lead is the same
Additional Information: as the contact person for the project then please check the

- “Same as below" checkbox.
Project Description: |This is a test i The field marked with =" are mandatory and need to be
completed

* Project Lead: [Allan Faull Same as below If you need to provide access to other team members, you

* Project Lead Email: (allzn paull@he. com. can share this project or the report from the List Projects
page after it is created. By Sharing a Project you can have
one project lead and multiple contributors to the same

Contact Project

Contact Name: [Allan Paul The resutting questionnaire is dynamically built from the

Contact Title: project or activity profils dstermined by the "Praject Profile

[#P4 Region Privecy Office] section and from the answers to other questions in other

sections. So the length of the assessment or the amount of

* Organization:

]
]
|Legal Eand & |
+ Business Unit: el | questions that you wil have to answer depends on the
i nature and complexity of the project. A simple project may
* Business Group: [ww Legal ] not take long to assess however a complex project will take
Region: i ] longer
* Contact Phone: [+81 411232248 ]
* Contact Email: [all2n.paull@he. com ]

It will take 30 minutes or more to enter a project/activity into this tool depending on the complexity of
the project/activity.
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~ HPPA

Project Profile

The Project Profile section is used to gather a “profile”  of the project. It
is used by the HPPA to  “build” the remainder of the questionnaire.

9

The 1t question is a gating question used to determine if the
questionnaire needs to be answered.

The questionnaire will continually be built as you answer each question.

Tool-Tips: Move the mouse over underlined text to display a definition of that
term.

The 2™ question determines whether a privacy assessment or privacy
guidance 18 being sought.

Privacy Guidance if developing a project and need information on how to
ensure it will meet privacy requirements.

Privacy Assessment if about to deploy (or have already deployed) the project
and need to determine if it complies with privacy requirements.

©2014 HP

= Home

[ Project
Assessment/Guidance
Bagin
Assessmeant/Guidance
List projects

Knowledgebase
Management

Administration
Further Information

Help
" Feedback
" Logout

Project Information Data sources/Data Flows | Transparency | Project Specifics | Harm Indicators

NOTE: This section presents questions that the tool uses to build up a basic profile of your project and to tailor follow-up questions in upcoming sections accordingly.
Does your project or activity (product, application, service, campaign, etc_) handle Help with question
customer or employee information?

@ Yes © Not Sure

© No

m Save and Continue Save and Exit

= Home

= Project
Assessment/Guidance
Begin
Assessment/Guidance
List projects

Knowledgebase
Management

Administration
Further Information

* Halp
*® Feedback
* Logout

Project Information Data sources/Data Flows | Transparency | Project Specifics | Harm Indicators

NOTE: This section presents questions that the tool uses to build up a basic profile of your project and to tailor follow-up questions in upcoming sections accordingly.
Does your project or activity (product, application. senice, campaign, etc ) handle Help with question
customer or employee information?

@ Yes @ Not Sure
©No
Would you like the tool to provide privacy guidance or provide a privacy it of Help with guestion

your project or activity? Please select either Guidance or Assessment mode.
@ Privacy Guidance @ Privacy Assessment

Which information categories does your project or activity handle? (check all that apply)
[T customer information [T other
[F1Employee information

Help with question

m Save and Continue Save and Exit




USING THE HPPA

Help on any question

— Help with question to display the
purpose or meaning of any question.

10 ©2014 HP

3 > |
& hitpsy/hpprvacyadvisor SUante NP com/Ac.. A= e

LogOff | AddMyLink

ct Profile | Data sources/Data Flows | Transparency Harm Indicators

Select the contact preferences of the
intended recipients of the e-mail marketing
message (eDM). (check all that apply)

This question is used to identify the contact
permissions or preferences that your project or

actvity is using in the e-mail marketing campaign. L it cuestions abot your profect
gzl—;r:z‘\ssc;r\s:jr\r:\?l‘::f:’::;?:r\‘\-cllcnnsem for the t ;Ty\’mended recipients of the e-mail marketing Help with question
EJunknawn
ot sure
for contacts with a ‘yes' email ? Help with guestion

) Mot Applicable

Is the e-mail marketing message (eDM) sent from an hp.com e-mail address (e.g Help with question
xyz@hp.com)?

= Feedback
= Logout

Is the Subject line of the message factual and truthful? Help with guestion

Yes

Planned
Does the e-mail marketing message (eDM) include text to remind the recipients why Help with question
they are receiving the message?
@ ves

Planned

Does the e-mail marketing message (eDM) include a clearly visible and functioning Help with question

unsubscribe or opt-out feature?
@ Yes

© Planned Mot Sure

Are unsubscribe requests processed within 10 working days (5 working days in Australia Help with question
and New Zealand)?

Back Save and Continue Save and Exit



USING THE HPPA

Unanswered questions

" Home Project Information | Project Profile | Data sources/Data Flows | Tra
El Project

Assessment/Guidance

Begin NOTE: This screen presents customized, detailed questions about your project

— Un answered questions are ﬁiﬁ’]ﬂ"i“'s“‘d“‘e E.:;I:;;;:e(:[o)thic(tcﬁ:chtle‘rzlﬂ(:tizto;t):i’i]nte nded recipients of the e-mail marketing Help with question
. . Knowledgebase Yes Clunknown
hlghllghted. Management CIne [El Mot sure

Administration Do you have valid email addresses for contacts with a 'yes’ email permission? Help with guestion
@ Yes © Not Sure

Further Information

Planned Mot Applicable
= Help
* Feedback
* Logout
Is the e-mail marketing message (eDM) sent from an hp.com e-mail address (e.g. Help with question
xyz@hp.com)?

Planned
Is the Subject line of the message factual and truthful? Help with question

Yes

Planned

Does the e-mail marketing message (eDM) include text to remind the recipients why Help with question
they are receiving the message?
©@ Yes

Planned

Does the e-mail marketing message (eDM) include a clearly visible and functioning Help with question
unsubscribe or opt-out feature?

@ No

e euTe

Are unsubscribe requests processed within 10 working days (5 working days in Australia Help with guestion
and New Zealand)?
) Yes
() Planned () Mot Sure

You have some un-answered questions in this section. You will have to provide atleast one answer to each question in all the sections to generate a
compliance report. If you want to visit the next section press “Save and Continue’ button again

m Save and Continue Save and Exit
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USING THE HPPA

Finishing the questionnaire

- Section Tabs allow the user to navigate to
any part of the questionnaire.

12 ©2014 HP

————
* Home
[l Project
Assessment/Guidance
Begin

Assessment/Guidance
List projects

Knowledgebase
Management

Administration

Further Information

Project Information | Project Pr Data sources/Data Flows | Transparency | Project Speci

NOTE: This section is used to determine and identify any aspects of your project that indicate the possibility for privacy related harm.
The previous answers suggest that your project or activity may require legal and HP Help with question
Privacy review. Have you consulted and reviewed your project or activity with your legal

counsel or with the HP Privacy?

© Mo

Mot Sure

Has the project or activity already begun handling the individual's information prior to
privacy approval of the project?

Help with guestion

Mot Sure

Is what you are doing something that might surprise the individual, or something they
may not expect, or outside typical industry practices or norms?

Help with question

© Planned © Not Sure

Are proper access controls to information clearly defined, implemented and verified that
they will work as defined?

Help with question

) No
Mot Sure

Does your project or activity. or your vendor, implement controls to pravent the loss or
corruption of data that could cause harm?

Help with question

Help with question

Mot Sure

Help with question

Mot Sure

Does your project or activity have processes to honored opt-outs to marketing contact?
@ Yes @ Ne

) Not Sure

Help with guestion

Do you have sound business reasons to collect the information you are asking for, when  Help with question
considering the purpose/s of what you are actually attempting to achieve?

@ No
Mot Sure
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~ HPPA

Assessment Report

The Report contains several sections
that:

- Summary of Findings:

- Document Approvals: Displays the status of
your report.

- Introduction; Displays instructions on how
to use the report.

- Project Information: Displays the Project
Information.

Provides an
assessment summary.

2014 HP

————
* Home
[l Project
Assessment/Guidance
fah

A
Li

sment/Guidance
projects

Knowledgebase
Management

Administration
Further Information

" Help
® Feedback
* Logout

Help =
The Assessment Report provides users with the means to identify where their project, activity or campaign may not comply with privacy requirements.

The report helps you determine whether the project complies with HP privacy policies, before itis submitted to the Privacy Office for final approval; the
report will include the following sections

More info.

HP Privacy Advisor Assessment Report

Document Approvals

Document Status: Draft Draft Date: Wed, 31-Mar-2010 1:36 GMT
Approved: Not Yet HP Privacy Review: Not Yet
Introduction

This report supplies detailed information and findings resulting from the analysis of the HP Privacy Advisor Questionnaire submitted for your
project Test Project.

This report is intended to highlight whether your project complies with HP's Privacy Policies, Ethics and Values. It is intended to have project
managers and project decision makers consider the choices that they make when developing their project so that the risk to HP is minimized.

How to use this report:

1. Read through the report to see if your project is compliant with all HP Privacy Policies or if there are areas of non-compliance.

2. Go to the next steps section at the bottom of the page. Write a short note to the privacy manager/officer who will review your report. Your
note can either ask for approval or request assistance to resolve the non-compliant items_

3. Press "Submit” to send your project along with the comments to the HP Privacy Office. You will be contacted by the privacy manager/officer
within 5 days to discuss the project/activity

Note: Please go to the Contacts page under Further Information in the left menu if you wish to speak with someone in the HP Privacy Office.”

Project Information
This section provides details of the project.

Lead Organization: LegalEandC
Lead Business Group: WW Legal
Project/Campaign Region: ASIAPACIFIC
Project Lead: Allan Paull

Lead Email: allan.paull@hp.com
Owner Name: Allan Paull
Owner Title: APJ Region Privacy Officer

Owner's Phone:
Owner's E-mail:

+61411232 249
allan.paull@hp.com

Summary Of Findings

— Test Project has been found to be compliant by the HP Privacy Advisor.
Please contact the Privacy Office if you would like to discuss any related issues.



USING THE HPPA

Assessment Report

— Compliance & risk indicators graph:
Displays a graphical representation of the
assessment:

- No's of compliant or low risk (green) responses;

- No's of “Not Sure” answers or moderate risk
responses;

- No's of non-compliant or high risk responses.

14 2014 HP

Compliance & Risk Indicators
Compliance & risk indicators graph

This graph provides you a summary of your overall privacy compliance and/or risk. It indicates the number of "rules” that the rules engine has
flagged according to your answers to the guestionnaire.

# The Green bar shows number of compliant or low risk rules.
« The Yellow bar shows "not sure answers", or moderate risk non-compliance or
» The Red bar shows high risk non-compliance.

The "Y" axis identifies the number of rules while the "X" axis is broken into its various "compliance & risk indicator” categories (listed in the
legend). As the graph identifies the number of green, yellow and/or red rules, per compliance & risk indicator can have up to 3 colored bars
being displayed.

9
g

[}

No. Rules

W=

A B [ D E F G H |
Compliance/risk Indicators

Green  Yellow W Red
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~ HPPA

Assessment Report

Detailed information per compliance/risk indicator:

+ Business controls; related to
data with third parties.

Compliance; related to compliance with either HP or external standards, policies,
laws, etc.

“out-of-the-box”  business processes and sharing

Data control; related to control of the data lifecycle (i.e., collection, usage,

quality, and/or retention).

Sensitivity; related to a sensitive market (i.e., elderly, children, etc.) and/or
sensitive data (1.e., health or medical conditions, finances, sexual behavior).

Security; related to the security of data and data flows.

Transborder data flows; related to transfer of information across national borders.

Transparency; related to transparency in the areas of notice/user messaging and

choice/consent.

Other; related to risk indicators not specified.

Missing information; unable to determine risk because of missing or inadequate
answers. May also be flagged because of free-text answers.

2014 HP

Detailed information per compliance/risk indicator

This section provides detailed information on your project or activities assessment. It displays this information by Compliance/risk indicator
providing a visual indicator of status with detailed reasons behind each assessment

»Q A Transborder data flows Return to grapk

Related to transfer of information across national borders.

. Return to grapt
»Q B. Compliance sturmn to gra

Related to compliance with either HP or external standards, policies, laws, and other requirements.

»_' I8 G Other Return to grapt
Related to risk indicators not specified.

The project or activity has been found to have unanswered questions, questions where the answer "Not sure” or Do not know" has been
provided or your answers indicate there may be a moderate privacy risk. A moderate privacy risk may indicate that there are areas of your
project or activity where improvements can be implemented to lessen the risk.

£\ The target market tends to be privacy sensitive.

A\ You have indicated that you are conducting email marketing in New Zealand. New Zealand has implemented Anti-
Spam laws that HP will need to comply with.

Retun to grapt
»Q D. Business controls stum to gra

Related to "aut-ofthe-box" business processes and sharing data with third parties (logical HP, vendors, outside third parties)
The project or activity has been faund to be in compliance or have a low privacy risk in this section

@ You have indicated that the contact preferences of the intended recipients of the e-mail marketing message is
"Yes". This is inaccordance with HP Paolicy.

»Q E. Sensitivity Return to grapt

Related to a sensitive market (i.e., elderly, children, etc.) and/or sensitive data (data related to an individual granted some measure of
special treatment, i.e_, health or medical conditions, finances. sexual behavior).

Retum to grapt
’O F. Transparency etum to gra

Related to transparency in the areas of notice/user messaging and choice/consent

Return to grapt
»O G. Data control Retumn to grapt

Related to control of the data lifscycle (ie_, collection, usage, quality. and/or retention)



USING THE HPPA

Assessment Report

The report will further break down the assessment into:

Green tick indicates whether the project complies with the
requirements or 1s a low privacy risk. No further information
will be provided.

exclamation indicates that either there may be
moderate risk or there may be missing information or the
employee has answered “Not Sure”  to questions. A reason
will be provided as to why the HPPA returned this result.

Red cross indicates non-compliance or high risk. A reason
will also be provided here as to why the HPPA returned this
result.

Detailed information per compliance/risk indicator

This section provides detailed information on your project or activities assessment. It displays this information by Compliance/risk indicator
providing a visual indicator of status with detailed reasons behind each assessment.

V]
V]

Y

Return to grapt
A Transborder data flows etum to gray

Related to transfer of information across national borders

i Return to grapt
5. Compliance etum to graj

Related to compliance with either HP or extemal standards, policies, laws, and ather requirements.

. Other Return to grapt

Related to risk indicators not specified.

he project or activity has been found to have unanswered questions. questions where the answer "Not sure” or Do not know" has been
ovided or your answers indicate there may be a moderate privacy risk. A moderate privacy risk may indicate that there are areas of your
oject or activity where improvements can be implemented to lessen the risk.

l\ The target market tends to be privacy sensitive.

. You have indicated that you are conducting email marketing in New Zealand. New Zealand has implemented Anti-

Spam laws that HP will need to comply with.

. Return to grapt
D_ Business confrols

Related to "out-of-the-box" business processes and sharing data with third parties (logical HP, vendors, outside third parties).
he project or activity has been found to be in compliance or have a low privacy risk in this section.

You have indicated that the contact prefe of the intended pi of the e-mail message is
“Yes". This is inaccordance with HP Palicy.

E Rstum to grapt
= Sensitivity turn to gra;

Related to a sensitive market (i.e., elderly. children, etc.) and/or sensitive data (data related to an individual granted some measure of
special treatment, i.e.. health or medical conditions, finances. sexual behaviar).

= Return to grapt
. Transparency

Related to transp in the areas of and

L. Return to grapt
. Data confrol

Related to control of the data lifecycle (i.e., collection, usage, quality, and/or retention).
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Assessment Report — Why this result?

— Why this result’to display details or

~ HPPA

the reason for the assessment.

17 ©2014 HP

@ hitpsy//hpprivacyadisor.atiantah ility/ jects?acti h

i - Micros.. (= [ B %€ |

The selected reason was triggered by the following condition(s):

Trigger The trigger condition for this result is complex and cannot currently be displayed here. Please see
Condition the additional information below for context and contact the Privacy Office with any questions.
El\jﬁamr i
AN
Risk Level m High
Link
Origin HP Palicy. Australian "SPAM Act”
Reason You have indicated that you are conducting email marketing in New Zealand. New Zealand has

implemented Anti-Spam laws that HP will need to comply with.

The condition(s) described above also generated the following checklist entry:

Email to customers must comply with the NZ "Unsaolicited Electronic Messages Act 2007". Contact the Region
Privacy Manager to best understand how to apply these requirements.

Close

s information by Compliance/risk indicator

Return to grapk

Return to graph

Return to graph

answer "Mot sure” or Do not know" has been
risk may indicate that there are areas of your

Why this result?

and has implemented Anti-

Return to graph
al HP, vendors, outside third parties).
isection.

marketing message is \Why this result?

Return to grapk

ited to an individual granted some measure of

@ F. Transparency

Related to transparency in the areas of notice/user messaging and choice/consent.

Return to grapk
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Assessment Report

Compliance Checklist; actions the user can take to
bring their project into compliance.

Next Steps; A user can enter a message for the
Privacy Office Approver and can indicate if their
project 1s urgent or not.

Compliance Checklist Retum to graph

This section provides the steps that you can take to bring your project or activity into compliance. As you complete an item please check the

box next to that item to ensure your project or activity assessment is up to date_

[[]Email to customers must comply with the NZ "Unsolicited Electronic Messages Act 2007".
Contact the Region Privacy Manager to best understand how to apply these requirements.

Next Steps

This final section describes the steps you need to take to submit the project to the Privacy Office. By submitting this project you agree you
have answered the questions to the best of your ability and you will work with the HP Privacy Office to resolve any privacy issues that have
been identified.

1. Enter any comments you may have into the box below.

2. If you check that the project is urgent then include a justification for the urgency in the comment box.

3. Press the "Submit” button to send the report to the HP Privacy Office.

4. The Privacy Office will contact you within 5 days (3 days for urgent) to discuss this report and help resolve any issues.

5. Once you submit the project it cannot be edited until the privacy office has reviewed it.

6. If you do not wish to submit the report at this point simply exit the tool and your project/activity entry will be saved and you can update it
later.”

[C] Check if your request is urgent and needs an urgent review. Justification should be provided for a urgent request in the area below.

Please use the below area to provide any comments about the project or to justify the urgency




LIST PROJECTS & THE
CONTROL PANEL




LIST PROJECT

Accessing your project

- Projects will be listed under List
Projects.

- Provides a summary of project
Information.

- Project name link to go to the
Project Control Panel.

20 ©2014 HP

N
* Home
[l Project
Assessment/Guidance

Begin
Assessment/Guidsnce
List projects

Knowledgebase

Management
Administration
Further Information
" Help

* Feadback
* Logout

Projects created in the HPPA by project development teams are stored and listed in the List Projects section. HPPA users access this section by

selecting List Projects from the Projects area of the left menu.

All the existing projects created by the project development team will be displayed in tabular format and display project details such as Project Name,

Organization, Last Modified Date, Modified By, Stage, Overall

c@ool w- | BAIQS

Project Organisation  Last Modified Date
Test Project Legal £ and C glj'c[l ;13er31 01:36:24
Bob Test Repeat gi:;ugz;:i:rns ;; ;!DMar 30 10:32:53 GMT
Test Project 1 gm;@g;:::s gm gg; 029 2050:53
sametmunie SRS LR SeS
AP Test-Please ignore  LegalEand C ;3 Mar 28 05:24:51 GMT
Test-Hat IPG IT Organization g:DMW e EERELT

Modified By
alian.paull@hp.com
dandamudi@hp.com
pranavs@hp.com
bob.dey@hp.com
allan.paull@hp.com

nmokry@hp.com

Stage
Submitted

Report Not
Generated

Draft
Draft

Draft

Report Not
Generated

V]
%]
[x]
]

More info..

Overall Flag Project Mode Status

Assessment Open

Assessment Open

Assessment Open

Aszessment Open

Aszessment Open

Aszessment Open



CONTROL PANEL

Introduction

21

Edit Project - Available to the Project user if the project has yet
to be submitted or re-opened.

Share Project/Report - Available to the Project user and
permits them to give other employees access to the project.

View Project History - Allows employees with access to the
project to view each version of the project.

Close Project - Is used to close a project.

Delete Project - Available only to Privacy Office Staff.
View Checklist - Permits employees to view the checklist.
Open Report — Permits employees to view the report.

If a selection 1s not available, the button text 1s blurred.

©2014 HP

Control Panel (Project Details)

The Gontrol Panel or Project Detsils section is used to display Specific content related directly to the user's project such as the completed questionniare, the Report, the
Checkist entries, etc

mits users of a project team to provide access to the project to other users.

To open a proj iser selects their project from the...

Iore info.

Project Details

Project Name: Test Project
Project Mode: Assessmen| tMode =

)
Last modified date: Wed. 31-Mar-2010 1:36 GMT
lose Project

Modified by: Allan Paull
Stage Submitted Dalete Project
iew Checkdi
n Rey

vl &

e eport
istor

Dal

Project/Report Access

Project & Report:

allan.paull@hp.com
Report only:

Questionnaire Answers Collapss
Project Information Expand
Exs

Back to Projects List



CONTROL PANEL

Viewing the Questionnaire

Project/Report Access

Project & Report:

allan.paull@hp.com

— Displays the completed questionnaire.

Questionnaire Answers
Project Information
Project Profile

Question Answer
Does your project or activity (product, application, service, campaign, etc.) handle customer or employee

‘

h " Yes
information?
- - -
Would you like the tool to provide privacy guidance or provide a privacy assessment of your project or activity’ Privacy Assessment
Please select either Guidance or Assessment mode
Which information categories does your project or activity handle? (check all that apply) Customer information
Names

What types of information does your project or activity handle? (check all that apply)
e-Mail Addresses

What types of sensitive information does your project or activity handle? (check all that apply) MNIA
Please indicate the category that bestfits your project or activity? Marketing
Does your project or activity include Administrative Contact? MNo
Indicate the type of marketing activity. eMail Marketing Message (eDM)
How would you describe your email program or activity? General Marketing
Selectthe specific market segments and/or demegraphics to which your project or activity is targeted, either c
onsumers

now or in the future. (check all that apply)
Selectthe region(s) where your project or activity will be deployed or targeted. (check all that apply) APJ

Australia
Selectthe target countries in Asia Pacific and Japan (APJ) region. (check all that apply) -
Selectthe purposes for which you are collecting, using, transferring or storing information. (check all that Communicate about products or
apply). senvices
From which sources does your project or activity obtain information? (check all that apply) From existing HP databases
Does your project or activity involve the sharing, disclosure or transfer of information to a third party? No
Data sources/Data Flows Expand
Project Specifics Expand
Harm Indicators Expand

Back to Projects List
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PO APPROVER

Granting Exceptions
& F. Other _

Return to graph

Relatéd t
This
Compliance Checklist Return to graph

This section provides the steps that you can take to bring your project or activity into compliance. As you complete an item please check the box next to that item

to ensure your project or activity assessment is up to date.

[ ] Please investigate the answer to this gquestion: Do you have sound business reasons fo collect the information
you are asking for, when considering the purpose/s of what you are actually attempting fo achieve? If necessary, Grant Exception
contact the Privacy Office for further help. =rant txceplion

| | Please ensure that no other legal or contractual requirements have been imposed for the particular Defense,
Health, Financial market segments and that your project or activity meets HP's requirments relating to collecting

View further information

View further information
Grant Exception

Compliance Checklist Returmn to graph
Thls section pr:wldes the steps that you can take to bring your project or activity into compliance. As you complete an item please check the box next to that item

F 4 ﬂ 4 fast +
[/ Please |nvest|gate the answer to this question: Do you have sound business reasons fo collect the information
you are asking for, when considering the purpose/s of what you are actually aftempting to achieve? If necessary,
contact the Privacy Office for further help.
Excepa‘ron granted for this rtem Because it's my pro;eca‘ and I'm the 8pprover. Click here to re\roke excep_uo

View further information

View further information
Grant Exception

B Health FlnanmaI market segments and that your prOJect or actmty meets HP's requirments relating to collecting

ersonal information from Children.
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REASSIGNING A PROJECT TO ANOTHER
PRIVACY OFFICER APPROVER

Reassign a project to another
Privacy Office staff member.
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KNOWLEDGEBASE

Development lifecycle

Create

Plan Question Create Quesia

Structure Questions Rules
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ADDING KB CONTENT

2 Modes: Expert Mode & Simple Mode

Expert Mode:
+ Sections - Add/edit/delete Section Tabs in the Questionnaire.
* Questions - Add/edit/delete Question text, Answers or Question Help.

* Question Rules - Add/edit/delete rules that determine when questions are
displayed.

+ Report Rules - Add/edit/delete rules that determine the information displayed in
end-user assessment or guidance reports.

* Question Help - Add/edit/delete Question and rule-based question help.

- Warnings - Add/edit/delete warnings that can be displayed in the questionnaire if a
user answers a question in a manner that may require a warning message to be
displayed.

« Tool-tips - Add/edit/delete pop-up question definitions and keywords.
« Rule-based Help - Add/edit/delete question or warnings rule-based help.

Test Questionnaire to test new “live” KB content.
Preview Questionnaire to test new draft KB content.

Simple Mode last menu item under the Knowledgebase
Management.
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'é HP Privacy Advisor: Welcome Page - Micrc

File Edit View Favorites Tools Help

&5 () [ nttpssmpprivecyacisor.ationta.hp. comvAccountabiity/indexjsp

- Ao[x][u
B v B v B v [ Page v G Tooks > @ & i B & B @

w o |{lﬂ HP Privacy Advisor: Welcome Page ‘ ‘

HOME JOB

HP Privacy Advisor: Welcome Page Allan Paull

LogOff | AddMyLink

* Home HP Privacy Advisor

£ Project
Assessmer

The HP Privacy Advisor (HPPA) has been designed as a means to identify privacy risks and compliance issues, permitting HP's businesses to build
and deploy products, services, projects or other activities that handle customer or employee information, are able to meet HP's privacy palicies.
standards and specifications. In addition it also ensures that HP's ethics and values are considered in their design.

Beg

Assessment/Guidance

Lizt pragacts

E Knowledgebase . . 3
Manage Itis primarily designed to help projects and activities that are complex or may be a potential risk to HP; however, it can be used for any project or

activity that involves the handling of customer or smployee information as a means to determine compliance-

Next Steps

« To begin an assessment or to seek guidance for your project or actiity click "Begin Assessment/Guidance” on the left menu.
« To see a list of your projects or activties click "List Projects” on the left menu.

Eor more information, click on the ‘Help'link on the 1eft

Privacy Statement | Terms of | Feedback | Support | HP Restricted
o pany. LP.

al
® Copyright 2010 Hewlett-Packerd Develapment Compan:

hitp://athp.hp.com/ portal/site/athp/ 40411 223818260/

/ Trusted sites | Protected Mode: Off




SIMPLE MODE

Simple Mode Home page

- Clicking Simple Mode opens this screen
with options to:
« Switch to Expert Mode

« Getting Started
- Create Question - Add questions.

« List Questions
- All Questions - List/edit/delete questions.

- Flagged Questions - List/edit/delete flagged questions.
- Tagged Questions - List/edit/delete tagged questions.

Incomplete Questions - List/edit/delete incomplete questions.

« Report Rules
- Create Report Rule - Add Report Rules.
- List Report Rules - List/edit/delete Report Rules.
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All Questions in Section - List/edit/delete questions by section.

* Home

[l You are in Simple
mode
Svitch to Expert Mode
Exit

(] Getting Started
Create Question

[ List Questions
All Questions
All Questions in
Section
Flagged Questions
Tagged Questions
Incomplete
Questions

[ Report Rules
Create Report Rule
List Report Rules

Further Information

® Help
* Feedback
* Logout

Simple knowledge base management

Introduction
Simple report rules managementis a set oftools that let you manage report rules, i.e. the rules in the knowledge base that generate

output to be shown to the user. If you want to change more complex settings such as ‘Intermediate Variables' that are not shown in
these screens, then you can use the more complex tools in ‘Expert mode”.

Simple questionnaire managementis a set oftools that lets you easily set up a simple questionnaire. If you wantto set up a more
complex questionnaire then you can start with the simple questionnaire management and then move onto the complex tools in ‘Expert
mode’ when things get difficult. Or you can get someone else to do this.

Exit - Gets you out of the simple knowledge base management and back to the standard left hand menu.

Getting started

Create question - Make a new question to incorporate into the questionnaire.

List questions

See alist of all questions, all questions in a section, questions with certain flags, questions with certain tags, or incompletely defined
questions.

Tools

Preview questionnaire - Have a look at the questionnaire through users eyes. S8ee how all the stuff you are building works together.
Add follow-up questions - This is where you link the questions together. You can add a follow-up question and specify under what
conditions that follow-up question gets presented to the user. The follow-up question can be a new question that you create there and
then orit can be a question that you created earlier.

Report rules

Create privacy rule - Make a new privacy rule. List report rules - See a list of all report rules, or report rules with certain tags.
For more information, click on the "Help” link on the left




EXPERT MODE

Rules

Show/Hide Tags %

All

Rules that set Intermediate Variables

B IM Var'iab]'eS: Are reusable Rules that trigger new questions
variables for use in IM Rules.

- IM Rules: Are rules that cause a question or combination of questions to be

displayed 1n the questionnaire.
- Question Rules: Are rules that determine how questions are displayed.

- Report Rules: Report Content 1s created using Report Rules.

29 ©2014 HP



EXPERT MODE

The Question table

- Questions table:

- New questions can be created, existing questions
edited or deleted.

« Question Tool-tips can be edited.

- Tags can be added.
- Clicking a Tag in the Tag Cloud will filter the table.

- Content also searched, filtered, and sorted.
- Search fields above column headings

- Clicking a column heading will sort the table.
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"€ HP Privacy Advisor: Questions - Microsoft Internet Explorer provided by Hewlett-Packard

File Edit View Favorites Tools Help

&) @ rupsin

- & [4]x]|

o tlanta.hp.com/A ility/1 Questi

)

HOME JOBTO

¢ & |[ Hp Privacy Advisor: Questions

HP Privacy Advisor: Questions Allan Paull

Legal Home | Site SearchTools | Site Navigator | LegalTopics | Legal Education

LogOff | Add My Link

Help =
Some User Level Help

More info

wiHide Tags &
Acquiring Data. Administrative. Call Center Recording. Data Security. Data
sharing. -mail Marketing marketing -

Information. Sharing. Subscriptions

tketing. PUF, Sensitive
gm. Surveys. Sweepstakes Telemarketing
. Web Data

Tell-a-friend. unknown Email 7

LT ——

Al

ECEIEEE LS

Question Id Text Section Possible Answers Actions
Phone,
What contact medium are you using to invite participants to your survey? (check all that Postal ﬁ1
%3 e ¥ o pariep: i d Project Specifics e, e
Oth by
None.
Not sure.
To improve the overal customer
safisfaction of the program,
To determing whether the customer
ses the product or service for
personal or busingss use,
0 determine if the customer s a i

questions please ndicate the purpose ofthose opionsl oy ouenes consumer smal or medum pusnsss or 2SS

/' Trusted sites | Protected Mode: Off




EXPERT MODE

KB Approver — Approving new content

- New, edited, or deleted content, has to be reviewed & approved before it “goes live”
- Content that is deleted remains in the knowledgebase and is marked as  “Deprecated”

« So it can still be used by old projects. It can’ tbe used by the KB team in new content.

- Content that has been approved is marked as  “Confirmed” and is available for use by the KB team when developing

content.

Pending Questions [ 2 ]

Question ID : 739

Question Text - Is this a test question for testing the new KB change approval process?
Answers : Yes Planned
Section : Project Profile

Question 1D : 740

Question Text : Is this a followup question so | can test the new KB change approval process?
Answers : Yes, Planned
Section : Project Profile

[[] Confirm this Question

Current Status : CREATE
APPROVAL PENDING
[C] Confirm this Question

Current Status : CREATE
APPROVAL PENDING

Pending IM Rules [0 ]

Pending Question Rules [0]

S B ME

Pending Report Rules [0 ]
Pending Help Rules [ 0]

Pending Warning Rules [ 0]

Confirm Pending Rules

F
5
3

3

pan
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EXPERT MODE

Messages User receives 1f content has changed

- If a user creates a project and doesn” t submit it, and then knowledgebase content
1s changed they receive this message.

32
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Control Panel (Project Details) The Control Panel or Project Details section is used to display specific content related directly to the user's project such as the completed questionniare, the Report,
the Checklist entries, etc. This screen also permits users of a project team to provide access to the project to other users. To open a project a user selects their project from the List Projects Projects
column. The following screen appears: Edit Project - Use this. ..

The Assessment of this Project/'Campaign is in accordance with an old version of KnowledgeBase and Privacy Laws. There have been changes in the current knowledgebase and your Project/Campaign needs to be
assessed against the current laws. On clicking the edit button you will be taken to the Questionnaire page, with the new rules applied to generate the questions and report. Though not all the questions have to be re-
answered, You might observe some new questions or some earlier answered quesitons removed since your last access to the project. You can have a reference to the answers given and previous reports on the Project

Histary page.

Project Details

Edit Project
Project Name: Complex Expression Test - AP
Project Mode: AssessmentMode = e e
Owner: Allan Paull View Project History
Last modified date: Thu, 06-May-2010 4:1 GMT Close Project
Modified by: Allan Paull
Stage Draft Delete Project
Overall Flag: 0 —

Open Report




AD

SECTION




PRIVACY OFFICE APPROVER

Lead PO Approver

Region Privacy Officers

Business Group Privacy Officers

- When the user enters
one of these Business

. f h . . Corp Admin and Shared Services cherri.gillmore@hp.com Edit Delete
UnltS Or t e]‘r prOJeCt EDS Business peter j.reidi@hp.com Edit Delete
these PriVaC Staff Executive Dffice cherri.gillmore@hp.com Edit Delete

y Global IT bob.dey@hp.com Edit Delete

WlH be Set as the Human Resources koert.dubois@hp.com Edit Delete
» 5y Imaging & Printing Group bob.dey@hp.com Edit Delete
Lead approv@r Office of Corp Strategy & Tech debbie morey@hp.com Edit Delete

. Personal Systems Group-PSG debbie.morey@hp.com Edit Delete

for the prOJeth Technology Solutions Group peter.j.reid@hp.com Edit Delete
WW Finance cherri.gillmore@hp.com Edit Delete

WW Legal cherri.gillmore@hp.com Edit Delete

Test BG nandeesh.c@hp.com Edit Delete

Routing Rules
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PRIVACY OFFICE APPROVER

Who gets copied

- When the user enters
one of these Regions
for their project these

. vee . AMERICAS ssmith@hp.com Edit
Prlvacy Staff VS/ 111 be ASIAPACIFIC allan.paull@hp.com Edit
EMEA daniel.pradelles@hp.com Edit

copied on the project.

ssmith@hp.com;allan.paull@hp.com;daniel.pradelles@hp.com
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PRIVACY OFFICE APPROVER

Routing Rules - will take precedence

- We can create a
“Routing Rule” that
will override this setting.

- E.g. we can set Susan, Allan, o
. e
Daniel as the Lead Approvers BLIQ

1 1 Rule | D Expressi Email Actio
for projects targeted to their u pression : =
1 WHEN IM (name == "target_region”, value == "APJ") allan.pauli@hp.com Edit
2 WHEN IM (name == "target_region”, value == "EMEA"} daniel pradelles@hp.com Edit
Ieg1ons. Results 1 - 2 of 2.
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DASHBOARD

— The Dashboard 1s available to only PO Staff and Administrators and can
be accessed under the Administration section of the left menu.

— [t 1s used to provide both graphical and tabular metrics on the HPPA, on
numbers of users, on projects submitted, reports, etc.

- This 1s the Dashboard menu. Each topic includes subheadings listed on
the next page.

User Data + | Projects * | Reports v | Others v | Change View «

37 02014 HP



User Data v | Projects ¥ | Reports v | Others v Change View v

D f SHBO f RD Projects Created/Region - Monthly

- Information available from the Dashboard includes:

« Number of users accessing the HPPA
- Monthly, Quarterly and Yearly s

« Number of Projects created by Region or BU

+ Number of Projects in Progress by Region or BU a1
. 1\]111,1,1ber Of PI'O_]GCtS Smeltted by RCglOH OI' BU Apr09 May 05 Jun0% Jul09 Aug09 Sep05 Oct0S Nov0S Dec09 Jan10 Feb10 Mar 10
Al Monthy, Quarterly and Yeaty
« Number of Reports by Region or BU : o rjects Created/Lead Business Group - Monthly —_ ~ ~
- Not yet submitted
—- Submitted 1.2
- Approved
- Not Approved 3'4
- Greed .
- Yellow
- Red 2.8
- All by Month, Quarter and Year ol 1 " u
« A snapshot of the Knowledgebase to display numbers of questions and Rules. e e
+ And the ability to switch between Graph and Tabular views (Change View). Unique Users/Region - Monthly
« Moving your mouse over the columns in the graphs will display the column value.
AMERICAS ] ] 7 0 4 1] 0 8 2 0 2 0
ASIAPACIFIC 0 0 3 o 1 0 ] 2 2 ] 5 0
38 ©2014 HP

EMEA 0 0 2 o 1 0 1 1 0 o 1 z
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