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Challenges with existing and legacy systems 

Application layer 

User access is provisioned without consideration 

for data protection, information sensitivity, 

classifications, or access roles 

Legacy systems contain unnecessary personal 

information 

Infrastructure layer (e.g., operating systems, 

databases) 

There is a lack of data ownership 

Increased threats expose database 

vulnerabilities or other security weaknesses 

Network layer 

Legacy data interfaces create traffic containing 

unnecessary personal information 

There is unrestricted access to network folders 

and shared drives containing personal 

information 

► Regulatory pressures and 
high-risk operations 

► No single view of user 
activities 

► Duplication, inefficiency and 
non-compliance 

► A high cost of controls 
operating model 

► Limited means to assess and 
report privacy or security 
posture 

► Complex compliance 
requirements 

► Reactive risk mitigation 
strategy and perpetual 
remediation 

► Persistent privacy challenges 
across the network layer, 
application layer, and 
infrastructure layer  
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PdD and PbRD 

PdD PbRD 

1. Being proactive and preventative 

2. Making privacy the default setting in IT 

systems 

3. Embedding privacy into IT system 

design and architecture 

4. Taking a positive-sum rather than a 

zero-sum approach 

5. Embedding privacy from end to end 

within an IT security system 

6. Providing visibility and transparency 

7. Respecting user privacy 

►Rethink existing mitigation strategies, 

systems and processes with a view to 

finding new privacy-focused approaches 

 

►Redesign system functionality to achieve 

better standards of privacy protection, 

without losing sight of business objectives 

 

►Revive systems through an IT 

transformation that incorporates privacy 

protection as a fundamental tenet 
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5. Standardize 

and automate 

4. Consolidate 3. Assess 2. Develop 

business 

case 

Five steps for applying PbRD in an existing 
IT environment 

1. Create 

inventory 
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5. Standardize 

and automate 

4. Consolidate 3. Assess 2. Develop 

business 

case 

1. Create 

inventory 

Key activities PbRD considerations 

Conduct full system inventory. 

Profile active system inventory 

(e.g., region, department, 

function, est. decommission date). 

 Identify portion of population 

classified as high regulatory 

impact systems (e.g.,PII, PCI, 

SOX, HIPAA and business 

criticality). 

 As organizations determine the 

universe of systems and 

databases, keeping in mind the 

principle of positive- sum, win/win 

results is important (e.g., factoring 

out systems to be 

decommissioned or systems with 

only a handful of users). 
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5. Standardize 

and automate 

4. Consolidate 3. Assess 2. Develop 

business 

case 

1. Create 

inventory 

Key activities PbRD considerations 

Assess operational impact (e.g., 

volume of user activity, current 

level of control automation). 

  

Calculate current-state operating 

costs, cost of compliance, 

potential savings, ROI, NPV, etc. 

 Organizations should rethink 

their risk mitigation strategies, 

existing systems, and processes 

as they evaluate the pros and 

cons of implementing possible 

solutions that are more privacy- 

protective. 
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5. Standardize 

and automate 

4. Consolidate 3. Assess 2. Develop 

business 

case 

1. Create 

inventory 

Key activities PbRD considerations 

Define application scope. 

Conduct deep-dive assessment of 

current-state systems/processes 

(e.g., privacy impact 

assessments). 

Assess cross-functional control 

weaknesses, duplications and 

process inefficiencies. 

 Organizations should assess 

system functionality and how 

existing systems and processes 

limit its ability to achieve key 

business requirements and 

privacy obligations. 
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5. Standardize 

and automate 

4. Consolidate 3. Assess 2. Develop 

business 

case 

1. Create 

inventory 

Key activities PbRD considerations 

Consolidate administrative 

processes and technical controls 

to address duplication and 

inefficiencies. 

Sunset systems that are no longer 

needed. 

 Organizations should redesign 

technical and administrative 

controls that impact privacy, while 

ensuring that new processes and 

controls maximize efficiencies and 

are relatively flexible to withstand 

future changes. 
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5. Standardize 

and automate 

4. Consolidate 3. Assess 2. Develop 

business 

case 

1. Create 

inventory 

Key activities PbRD considerations 

Standardize processes and 

supporting structures. 

Employ standard policies and 

procedures. 

 Consider process automation for 

systems with high volume and 

high impact. 

 Reviving the system in a new, 

privacy- protective way is the 

ultimate goal! 
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Five tips for success 

► Assign a privacy champion with the authority to influence 

key stakeholders. 

► Bridge the gaps between CSO and CPO objectives. 

► Understand the key buyers, influencers and drivers. 

► Broaden your view beyond individual issues and silos.  

► Involve external expertise to provide fresh insights.  
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Questions 

? 
Sagi Leizerov, Ph.D. 
Executive Director | Advisory Services 

sagi.leizerov@ey.com 

 

Ernst & Young 

Assurance | Tax | Transactions | Advisory 

 

About Ernst & Young  

Ernst & Young is a global leader in assurance, tax, 

transaction and advisory services. Worldwide, our 

152,000 people are united by our shared values and 

an unwavering commitment to quality. We make a 

difference by helping our people, our clients and our 

wider communities achieve their potential. 

Ernst & Young refers to the global organization of 

member firms of Ernst & Young Global Limited, 

each of which is a separate legal entity. Ernst & 

Young Global Limited, a UK company limited by 

guarantee, does not provide services to clients. For 

more information about the organization, please visit 

www.ey.com. 
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