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\ l’bD:f Key Definitions

A Information privacy refers to the right
or ability of individuals to exercise
control over the collection, use and
disclosure by others of their personal
information

A Personally-identifiable information
( A P Icdn be)biographical, biological,
genealogical, historical, transactional,
locational, relational, computational,
vocational or reputational, and is the
stuff that makes up our modern identity

Personal information must be managed
responsibly. When it is not, accountability is
undermined and confidence in our evolving
information society is eroded.




What Privacy is Not

Privacy , Security

Privacy and Security:
The Difference

Security =

A Authentication Organizational

A Data Integrity control of

A Confidentiality information through

information




The Future of Privacy

We Need a
Paradigm Shift




The Future of Privacy

Change the Paradigm to
PositiveSum,

NOT
Zero-Sum

PositiveSum Paradigm

A A Zero-Sum Paradigmdescribes a concept or situation in which one
partyds gains ar e b al iawinfdosedeithernor; a
enhancing security often comes at the expense of privacyhe more
you have of one, the less you can have of the other;

A A Positive-Sum Paradigm in contrast, describes a situation in which
all participants may mutually gain together (wiin);

A To achieve a positiveum model, privacy must be proactively built into
the system so that privacy protections are engineered directly into the
technology, right from the outset;

A As a result, the unnecessary collection and use of personal data is
minimized while increasing data security and allowing greater individy
control;

ABy applying the positivesum paradigm to new privadgvasive
technologies, we can achieve both secunitgiprivacy resulting in a
Awiwn N0 scenari o.




Positive-Sum Model

Change the paradigm
from a zeresum to
a RNposuma vmodel
Create a winwin scenario,
not an either/or (vs.)
Involving unnecessary tradeffs
and false dicho

repl ace the nvs

Privacy by Design:
The Trilogy of Applications

Information
Technology

Physical Design
& Networked
Infrastructure

Accountable
Business Practices
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Privacy by Design:
The 7 Foundational Principles
Proactivenot Reactive
Privacy as th®efault setting;
PrivacyEmbeddednto Design;

Full Functionality:
PositiveSum, not ZereSum;

Endto-End Security:
Full Lifecycle Protection;
Visibility and Transparency:
Keep it Open,;

Respect for User Privacy:
Keep it User

Privacy by Design

The 7 Foundational Principles

Centric.

www.ipc.on.ca/images/Resources/7foundationalprinciples.p

Privacy by DeSign Respect for Users
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Adoption of nAPriv
as an International Standard

Landmark Resolution Passed to Preserve
the Future of Privacy

By Anna Ohlderi October 29th 2010nhttp://www.science20.com/newswire/landmark_resolution_passed_preserve_future_priva

JERUSALEM, October 29, 2010i A landmark Resolution by
Ontario's Information and Privacy Commissioner, Dr. Ann Cavouki
was approved by international Data Protection and Privacy
Commissioners in Jerusalem today at their annual conference. Th
resolution recognizes Commissioner Cavoukian's concept of Priva
by Design which ensures that privacy is embedded into new
technologies and business practices, right from the ouisetn
essential component of fundamental privacy protection.

Full Article:
http://www.science20.com/newswire/landmark resolution passed preserve future pri

Privacy by Design:
Proactive in 25 Languages!

1.English 10. Hindi 19. Greek
2.French 11.Chinese 20Portuguese
3.German 12 Japanese 21 Maltese
4.Spanish 13 Arabic 22 Macedonian

5.ltalian 14 Armenian 23Bulgarian
6.Czech 15 Ukrainian 24 Polish
7.Dutch 16 Korean 25 Croatian

8.Estonian 17 Russian
9.Hebrew 18 Romanian




Privacy by Design Highlights:
2010/2012

Autumn 2010

A Octoberi Regulators from around the world gathered ir
Jerusalem, unanimously passingesolutionrecognizing
Privacy by Desigras an essential component of privacy
protection;

A Novemberi European Commissionreleased its report:
Comprehensive Approach on Personal Data Protection
the European Uniorpointing out the important role that
Privacy by Desigmwill play in ensuring data controllers
meet their responsibilities;

A Decemberi TheU.S. Federal Trade Commissiorissued,
Protecting Consumer Privacy in an Era of Rapid Chang
citing Privacy by Desigras one of three recommendatior




Spring 2011

AFebruary i Debate in théutch Senateon data protection and
privacy, consistently referred to the needRovacy by Design

AFebruary i GSMA publishedMobile Privacy Principlesyith
a framework for @rivacy by Desigrapproach to mobile device

AApril i European Unionannounced thBrivacy and Data
Protection Impact Assessment Framework for RFID Applicat
ifa milestone agreement to p
of smart tag technology (usingPaivacy by Desigrsolution) and
to make sure privacy concerns are addrebséate products go
on the market;

AApril 7 U.S. Senators John KerryandJohn McCain cited
Privacy by Designn their Commercial Privacy Bill of Rights

Summer 2011

Aduly i Government of Qatar asked for comments regarding the
inclusion ofPrivacy by Desigras a key legislative principle;

Aduly i California Public Utility Commission recognized that,
ARéthe Privacy by Design met ho
to ensuring that data practices promote privacy, not just in the FlI
of data minimizati on, but 1 n

AAugusti TheCzech Data Protection Authorityendorsed EU
privacy reforms, which will be characterized Bgivacy by Design
responsibility and accountability;

AAugusti The New Zealand Law Commissioner, John Burrows,
recommended th&rivacy Commissioner, Marie Shroff, establish
several expert panels which would advise on technical matters,
includingPrivacy by Design

AAugusti Thelsraeli Law, Information and Technology
Authority (ILITA) made Privacy by Desigrone of its principal
conditions for Googleds oper a




Autumn 2011

A Septemberi Ontario IPC joint paper witBerlin
DPA o nPriviacy by Desigrand Smart Metering:
Minimize Personal Information to Maintain
Privacyi Dat a Mi ni mi zati on

A October i San Diego Gas & Electricpartnered
with Ontario IPC to embeBrivacy by Designnto
their Smart Meter Dynamic Pricing system.

January 2012

European Union Directive

A Privacy by Desigrand Privacy as the Defaulare
specifically mentioned Data controllers/processors
must implement technical and organizational
measures having regardRbD;

A Independent Supervisory Authoritieswith
investigative/order making powers may impose
sanctions of up to 2% of

A Data Breach Notification- data controllers must
notify Supervisory Authority within 24 hours of a data|
breach (where feasible) and individuals (without
undue delay) where data is not encrypted.
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The Year of the Engineer

Engaging Engineers
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Privacy by Desigrand the
Internet Engineering Task Force (IETF)

AThe c oRricaeypy Desigihas gotten a lot of

attention over the past few years and within the IETF we
have tried to investigate how we can consider privacy in
design of protocols and architectures in a more systema
way € in protocols and ar

AWe have started to shed
by organizing a privacy workshop to solicit input from the
technically minded privacy community, to create an IETR
privacy directorate, and to start the work on a number of
documents to offer more g

& Privacy Considerations for Internet Protocpl
Internet Engineering Task Force (IETR)Mw.ietf.org

Embedding Privacy at the Design Stage
The Obvious Route

A Costeffective
AProactive
AUsercentric

Al t 6s al | iapbesewing personat
contr ol and freedon
data flows
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Privacy by ReDesign
PbRD

1. Rethink: review existing risk
mitigation strategies and
systems, considering Privacy by ReDesign:
alternatives that will be more

privacy protective: Building a Better Legacy

2. ReDesign:develop and enab I
Improvements in the system
that will deliver original
function and privacy in a .l
doubly-enabling, positivesum o

manner;
May 2011
3. Revive:re-launch the newly
improved, more privacy e D N
protective system. B G ™ e

http://privacybydesign.ca/content/uploads/2011/05/PbRD.pd




Adentifying potential
targets foPrivacy by

ReDesign Privacy by ReDesign:
. A Practical Framework
APractical framework for Implementation

for implementing
Privacy by ReDesign

ALaying the foundations
for success;

November 2011

AA road map towards
proactive data A TCTm A Cembib OB O

ommissioner,
ada Informatica Corporation

p rote Ctl O n . Founder, Informarica Research

http://privacybydesign.ca/content/uploads/2011/11/PbRBramework.pdf

Rise of the Privacy Economy

AA wave of startups are creating a new business model for the us
personal data;

ARat her than fcookieso trackirm
alternative model would allow individuals to control their own dat
and perhaps even profit by selling access to it;

ASome advocates predictthe risedfpr i vacy where no
Internet companies would provide services that allow people to
discover what information exists about them online, to counter f3
information, and even allow people to control and share their
personal information when it benefits them.

A Reputation.com

A Personal Data Ecosystem Consortium
A Consider Personal

A Singly
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Respect Network

The World's First Personal Cloud Network

Drummond Reed
Co-Founder & Chairman
Respect Network Corporation
201004-04

Executive Summary

This presentation will explain howRespect
Network Corporation is creating the world's
first personal cloud network based on the
award-winning Respect Trust Framework,
and how this ethical business model for
personal data will enable the leap from CRM
to VRM (Vendor Relationship Management)
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CRM (Customer Relationship
Management) systems are used by
vendors to manage their relationships
with customers

_——!
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All logos depicted are hypothetical

Social CRM tries to make CRM smarter
by listening to what customers are
sharing with their social networks

All logos depicted are hypothetical
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