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Seminar on Using Social Networks by 
Organizations: Why Privacy Matters



One Recent Case
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A few questions:
• What is the original 

purpose of data 
collection on social 
networks?

• What is “personal, 
family, or household 
affairs”, and 
“recreational 
purposes”?

Can I share my friends’ 
personal data on 
Facebook or LinkedIn?



More Examples
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What Is Privacy?
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Privacy

Secrecy Seclusion Autonomy

Concealment of 
personal data

Preservation of 
solitude

Freedom from 
surveillance

Three 
interpretations



Some Recent Data: The 
Need for Anonymity
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Image source: Anonymity, Privacy, and Security Online 
Pew Research Center



Some Recent Data: The 
Need for Anonymity
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Image source: Anonymity, Privacy, and Security Online 
Pew Research Center
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Image source: Anonymity, Privacy, and Security Online 
Pew Research Center



Some Recent Data: The 
Status Quo
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Image source: Anonymity, Privacy, and Security Online 
Pew Research Center



Some Recent Data: The 
Status Quo
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Image source: Anonymity, Privacy, and Security Online 
Pew Research Center



More Interesting Trends
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Similar downward trends for “privacy law”, “privacy online”, “privacy commissioner”



Let’s Change A Little Bit
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Similar upward trends for “privacy twitter”, “privacy mobile”, “privacy Youtube”



• People value privacy statements but not 
seals (trust marks), but monetary benefit 
can facilitate disclosure (Hui, Lee, Teo, 2007)

Earlier Evidence (1)
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• People are willing to forego privacy in 
exchange for benefits (Hann, Hui, Lee, and Png, 2007)

Earlier Evidence (2)
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• People make privacy (economic) tradeoffs

• But, they also prefer immediate gratifications 
(consumptions)
– Hyperbolic discounting: valuations fall very rapidly for small 

delay periods, but then fall slowly for longer delay periods

– Bounded rationality

• Other factors
– Framing

– Incomplete information and understanding

– Economic (endowment) considerations

Why Such (Conflicting) 
Preferences?
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• Privacy as a human right that should be 
absolutely protected?

• Data as a property that can be traded?
– How to set up the market?
– How to ensure consumers are fully informed?
– How to enforce subsequent control?

• Difference between privacy and security

Implications
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• Peer disclosure of personal data
– A particularly common phenomenon in online 

social networks

• Immediate task: The dual-use of 
technologies
– e.g., facial recognition tools to identify disclosure
– Social network analysis to identify unwanted or 

“dangerous” connections

A Bigger Challenge
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• Kai-Lung Hui
– Department of Information Systems, Business 
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– HKUST Business School
– Clear Water Bay
– Email: klhui@ust.hk
– Phone: 2358 7641

Questions?
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