Mobile App Development Forum on Privacy and Security

The Office of the Privacy Commissioner for Personal Data, Hong Kong
21 April 2016

Privacy by Design and Best Practice
Guide on Mobile App Development

Henry Chang, Chief Personal Data Officer
Office of the Privacy Commissioner for Personal Data, Hong Kong

Protect,Respect Personal Data

® . .
EREAERLBEELE = 0 )
‘ Privacy Commissioner L o S PCPDOfghk

for Personal Data, Hong Kong



Privacy by Design and Best Practice Guide on Mobile
App Development

* Basic principles of data protection

* (Case studies on the good and the bad

* Best practice guide for mobile app development

Protect,Respect Personal Data

® . .
EREAERLBEELE S —
‘ Privacy Commissioner L o S PCPDOfghk

for Personal Data, Hong Kong



Developing Mobile Apps with Privacy Protection in Mind

Basic principles of data protection
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http://www.suffolk.police.uk/aboutus/yourrighttoinformation/dataprotection.aspx

Data Flow and Data Protection Principles (DPPs)

Personal Data Flow
Retention/

Collection Storage, Use or Processing Erasure

IT System
- h'd - =
DPP 1 - Collection _ -/
N DPP 2 — Accuracy
DPP 3 — Use and retention
¥ /
T~

DPP 4 - Security

DPP 5 — Transparency
DPP 6 — Rights of access and correction 3
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Privacy by Design

Privacy by Design* is the philosophy of embedding
privacy from the outset into the design specifications
of accountable business processes, physical spaces,

infrastructure and information technologies

*http://privacybydesign.ca/ 4
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The Essence of Privacy by Design

A clever person solves problem,

a wise person avoids it.

Data Minimisation!
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Privacy by Design — When Applying to App Development

1. Is the access of the information necessary? =
a) If access is necessary, has it been explained in the collection statement/prlvacy pollcy?
b) If access is necessary, is the uploading of the information necessary?
c) If uploading is necessary, is the storage necessary?
d) If access is necessary, is the sharing/transferal of the information necessary?

2. What other information is being collected/combined/associated?

3. What safeguards (such as validation, proper encryption and access
controls) are in place to the information
accessed/transmitted/shared/kept?

4. Is the retention policy reasonable and can app users opt-out of any of
these collections and erase/delete collected information and accounts?

5. Do you have a set of process and procedures to fulfil the data access and

correction obligation? 5
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Technical Considerations
(To be covered by PISA and HKCERT

* Use reliable software development tools (SDKs; libraries)

* Understand what access third-party tools (such as those from Flurry) will
have to mobile device data

* Use most granular/specific/least privileged calls you can
 Remember Confidentiality, Integrity and Accountability
* Be familiar with mobile-specific vulnerabilities/hacking techniques

* Perform code-review and software testing
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http://www.lebowtools.com/Hand_Tool_Set_781073

Case studies on the good and the bad

|6

The good, the bad and the ugly...
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Examples

The good...
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Privacy Policy St
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iOS version
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help improve tt

2. To provide locs
the app would
present data th
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out from the af
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service. Please see pé“rﬂagraph 5 below for

1.

4.

3¢ dosxl 15:31

Android version

The HKO will record visits to the
"MyObservatory" (“the app”) without
collecting any personal identifiable
information from users. Such general
statistics are collected to compile
statistical reports and diagnose problems
with, or concerning, computer systems to
help improve the app.

ovide location-based weather ice
the app would get user’s location and
t data that is most relevan
user by retrieving information from servers
ﬂe EKO. User’s locations would no
i out from the app. Thi

requires user’s authorization on
“approximate location (network-based)”

and “precise location (GPS and network-
based)”.

To allewuser to gain acces Dial-
A-Weather (DAW)

requires user’s authorization on “directly
call phone numbers”.

To reduce waiting time for downloading
data after loading the app with a view to

for Data, Hong Kong

The Good - Transparent

e Available before
installation

* (Nearly) single page
and in simple language

e Specific to the types of
data accessed

e Assured users what it
would not do

 But-don’t copy this... 10
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The Good - Build Your Own Granular Controls

For iPhone: Why not ‘port’ the logic to Android?

sesec 3 T 100% .

Rain Forecast (Trial)

eesee 3 T LEF11:07 100% - 5 MyObservatory C.) MyObservatory

{ Privacy Location Services
07, Jul 2014 (Mon)

1 S5l

gend : Ap LLer'Chau
| no rain or
ins Ingf\ ant..

MyObservatory

OpenRice

OpenSnap
Animation
My Weather Report
PARKNSHOP 4 ;
# My Location Settinas
SCMP ‘
~ Other Settings
Weather i

\ E Use Location Service
= User Guide : .
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Examples

and the ugly...
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Mistake or Don’t Care?

Media Statements HKA HOLIDAYS

}{é%aﬁwmm

Personal Data Leaked through Inadvertent Use of Mobile
Application "TravelBud" by HKA Holidays

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
published an investigation report today concerning the leakage of personal data of the
customers of an airline services company, HKA Holidays Limited ("HKA Holidays™) through
"TravelBud" , a mobile application ("app"”) running on 105 platform. This stems from the
failure of the app maintenance contractor, BBDTEK Company ("BBDTek"), in responding to
the new privacy protection feature of 1057 which blocked the reading by apps of MAC
address’ as a device identifier. HKA Holidays as the data user has contravened Data
Protection Principle ("DPP") 4(1) in Schedule 1 to the Personal Data (Privacy) Ordinance (the
"Ordinance").

Date: 15 December 2014
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Over-collection or Don’t Care?

Media Statements

Date: 15 December 2014

Excessive Collection of Personal Data through Mobile Application
by Worldwide Package Travel Service Operating with No Privacy
Policy

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
published an investigation report today concerning the excessive collection of personal data
by Worldwide Package Travel Service Limited ("Worldwide Travel”) from customers when
they enrolled for the company's loyalty programme ("Programme") and when making online
enquiries about the reward points under the Programme using the mobile application ("App")
developed by Package Tours (Hong Kong) Limited ("Package Tours") and operated by
Worldwide Travel. Further, both Worldwide Travel and Package Tours did not explain to the
App users the purpose of use of the customers' personal data they collected via a privacy
policy, app marketplace description or other communication means.

2. The two companies have contravened the Data Protection Principle ("DPP") 1 in Schedule
1 to the Personal Data (Privacy) Ordinance ("Ordinance").
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https://www.wwpkg.com.hk/cms/new/pkg.aspx

Best Practice Guide for Mobile App Development

PCPD Website -> Resources Centre -> Publications -> Guidance Notes
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Best Practice Guide for Mobile App Development:
Modular and flow-chart approach

I B 541 B8
WHEN TO READ
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HWH - L R R T S 9 £ Yes CRAEE (L) 50D 5 .“"(.-*?,
You should read it before you start planning your app 8 SN = 1L GE S 2 = [ 1'3 s 8
development project. Building In privacy protection "‘;"’ = Y et Read Part A (Page 6) ~ > m"“:."'“' (Page 8) -
at the outset will be less costly for the business TR T S S R The relevance of the Personal e At A
and will have less impact on your app functions = o Data (Privacy) Ordinance
compared with adjustment for compliance at a
late stage of the project.
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HOW TO USE THIS GUIDE
2508 S50 - A 5l 8738 TR - 99— [
A A M2 AN - HRRAE SIAVGER - ;::;:;::::]: £ Yes “*.(-*’.‘)ﬂ
] 8 4 15 [ A0 AR R VRN ¢ Want to undorstand [ LEN ]
This guide comprises a number the concept of privacy Read Part C (Page 11) -
of parts which may be read protection in app Privacy by Design in app
independently. The flow chart on development? development
the right suggests how this guide
may be used:
gy BOAR DB (W13 W
BEWRE 1 (W4 W) D 13W) — _
i1 T WO SR 7 6 0 2 Yes WM D WS —‘::.(;*':’:L
PRI 2 BEEESAROE® —— Read Part E (Page 1
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(Page 4)?
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recommendations in Part F (Page 28)
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Best Practice Guide for Mobile App Development:

Legal requirements
Fia
Start
FEAB(E6H)—
HARAR AT AREY £ Yes CBAER (LE) #H) bbb i
RENMEESLEEM ? !
New to privacy protection Read Paﬂzﬁage 6) — Read Part B (Page 8) -
and want to know more on - What are the requirements
privacy law? R under the law?
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Privacy Commissioner
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Data (Privacy) Ordinance
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Best Practice Guide for Mobile App Development:
Privacy by Design explained

MECH (F11H)—
RERZTRERER -
PIR N TL IR R AR 7 £ Yes R BB AT

Want to understand > [ EHFLERE
the concept of privacy Read Part C (Page 11) -
protection in app Privacy by Design in app
development? development
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Best Practice Guide for Mobile App Development:
Best practice recommendations

fRNE
RENDE1 (F4H) BASEDE (E13H)—

BRI MRS B Yes W D BUREE - ‘:,;;"; _R;';;;;_
PR R 7 REREDEROTE . o :
Does your app access any Road Parl: D‘ {Pm 13} _ H‘ea'd Bast [l::ta-ge n -

of the data or carry out any fill in the checklist in Part D est practice
of the operations listed and consider the implications recommendations

under Table 1
(Page 4)?
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Best Practice Guide for Mobile App Development:
Checklist for self-evaluation

R2—mEx

TABLE 2 - Checklist

¥ HE MBI Types of Data

[ Questions

. REENE SN EARELRESNEE? R B
Is the access/collection/use of the data absolutaly necessary

for the app's oparation? Sea E1

2 BEEEER W/ WEREE (SITEER) 2R E2
Wil the data {or derived data) be uploaded/transmitted from
the mobile devica? Sea E2

2. Eisﬁﬁf-ﬁtﬁﬁiﬁlﬂtlﬁiﬂ (EETEEH) E£3R7? 2

Will tha data (or derived data) be stored or kapt alsewhers
from the mobile device? See E3

4 EEMEE (SRTEEE) R BEmEAEAERSS
i 7 5 E4
Will the data {or derived data) be combined/comelated with
other data of the individual obtained elsewhere? See E4

5 BELEMSEENS T (FAMSREARS) SEEEAL /8
#oEEE (RiTEEH) ? RES
'Will the data (or derived data) be sharad within your business
(e.0. for cross-app integration) or with other parties? Ses E5

6 BEGEE (SITERE) RERTEANEERE?R E6
Wil the data (or derived data) be used for profiling of
individuals? See E6

T MEHEE (SiTEREE) ARBEEREE TR ET
Will the data (or derived data) be used for direct marketing?
See E7

8. AECEAEATE BE SRR (WEE A RERE) B /S
3. R RE) 7 R E8
Has a Personal Information Collection Statement and/or
Privacy Policy Statemsnt been prepared to cover all data
types involved? Soe E8

9. FRAEEETEELASELS VRS ? R EQ
Have you taken inte account app usars’ privacy
expectations? See ED

10. FNESESERF=ETA (BN - BEESYS) (S
AEEEET AMNMER) ? R EI0
Do you use third-party tools {software library, ad networks
&tC.) In your app (or are you the provider of these tools)? See 20
E10
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Best Practice Guide for Mobile App Development:
Transparency

REVER
VEENN®R1 (F4H)
7 AN EAEERETER
FREINEMERIE 2

Does your app access any
of the data or carry out any
of the operations listed
under Table 1

(Page 4)?

OB RLYFSEBAAEHNLEBHEE  BH2
MERERFHB (¥ 28R )NESRE
Your app may not raise personal data
privacy concerns but read and consider the
recommendations in Part F (Page 28)

21
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Your App Could be Here Next Year as a Good Example...

Media Statements

Date: 15 December 2014 MyObservatory (¥
Hong Kong Observaton

Privacy Commissioner Finds Transparency of Privacy Policies  **** °

Wanting in Local Mobile Applications

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
conducted a survey' of 60 popular mobile applications ("apps") developed by Hong Kong

Privacy-friendly yet Popular Apps, such as'tk are Viable

10. Despite the prevalence of disappointing privacy features, PCPD was impressed by the
app MyObservatory® as it featured an easily understandable PPS that addressed the
concerns of users by articulating what data it would and would not access. Furthermore, the
Android version facilitated users to allow or disallow location information to be read by the
app, even though such permission had already been obtained at the time of app installation.
This demonstrates that it is possible to develop an app that is popular, functional and privacy-

friendly.
22
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What Next...

More practice sharing:

* PISA — How to properly implement encryption?
e HKCERT — How to manage security in mobile apps?

* PolyU - How to do a ‘black-box’ check?
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Privacy by Design and Best Practice Guide on Mobile
App Development
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