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Guidance Note

Data Protection & Business Facilitation
Guiding Principles for Small and Medium Enterprises

Intmductlon

As small and medium enterprises (SME} may nat

understand and comply with the Ordinance, the office
al the Privacy Commissloner for Personal Data, Hong
Kong (the PCPD) issues these Guiding Principles after
launching an online ool - Self-training Module on
Protection of Personal Data for SME', with a view o
providing specific examples and practical acvice 1o
SME:

L Collecring custamers’ persanal dara

I Use of cstomers’ personal data

L Safequarding customers’ personal data
. Operating online businesses or services
V. Operating busines outside Hong Kong
Wi Marketing of products of services

VIL Recrultment

VI Installing CCTV for security punpuse.

I. Collecting Customers’ Personal
Data

in handiing customers’ purchase orders and service
appaintments, SME may collect. customery” personal
data, e.g. name, address, emall addieis and sometimes
Hong date of
lirth. However, the data so collected must be necessary
It ot excessive. SME should pay special attention to
thee following,

m  Collecting HIID Card numbar of & customer for
Identification

Theee i a misconception that HEID Card data & the
sibver buller for identity suthentication. As HKID Card
stk b & sensdtive persenal data, SME, a5 dats s,
should not require customers 1o fumish his HKID Card
nmbes conplsonily, unbiss autharised by Lo, If SME
intend to collect HKID Card number from a customes,
they must comply with the Code of Fractice on the
identity Card Number and Other Persanal identifiers'
issued by the FCPD and consider whether there am any
less privacy-intrusive altematives 1o the collection of
HEI? Card number.

m colk .
X O gy thee ng of pe d X A beauty centre requested customers, with
- e membership cards bearing  their photos,
= o provide MKID Card numbers i booking

at their subsequent viuts.
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Privacy Campaign for SME
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Dedicated Enquiry Services for SME ¢ |

21101155
) sme@pcpd.org.hk
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