- () 1 DATA
From Compliance 5
o Accountability | § manscron
' A ?CLUB

How to Construct Comprehensive
Privacy Management Programme

31 October 2018

Natalie POON
Senior Personal Data Officer

BREAERDLREELE

Privacy Commissioner
for Personal Data, Hong Kong




Haekmg

lﬁ =
ﬁ?t:: : 940%8%§§*4m7&3_§mg

2015:1\, o5 [BEMOREIIE SRS B Fat PBTEak L h
=
#Hoshto
9S  EMIgye P
TN @
=

=7 &

Bl =R 9408 ETLAES
HER BMiE ERAERER =R
ﬁb\/\1ﬁ

O5nnon

Lo 2

BREAERLEBEELE
Privacy Commissioner
for Personal Data, Hong Kong



Hacking

EE @ News Sport Weather More - Search Q A

NEWS

Home Video World Asia UK Business Tech Science Magazine More ~

Technology

Hyatt names hotels hit by payment
information malware

@® 15 January 2016 Technology «$ Share

South ChinaMorning Post  HK CHINA ASIA WORLD COMMENT BU

Il A == + Hacking of Hong Kong's VTech may prove worst ¢

BREERS

ERIREE EGEBEIMAMESER FAEEES 0 UE

FEENS—ETEE
zEEAan - 52 BREEFEEZA(ETNRAIE KNSV FR 8
4.=EAMNEEAEKS
HERNHAENEE s m=s
SFESHZEWENE o mace o m o m
EE - SBREAN meemean - @

E AR
TE WO BRI B
FURUE AR FL )|

Hacking of Hong Kong's VTech may
prove worst cybersecurity breach of
2015 in Asia

Attack exposed over 6 million children’s profiles at the
educational toy maker
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Loss of Storage Devices
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Improper Settings

}@{ HONGKONG AIRLINES HonGa @ o — Search Hong Kong - English
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Plan & Book Offers & Promotion Travel Information Our Services CSR Frequent Flyer About Us

Book Flight 4 Home > Special News

Type @ Round Trip () One-way Spe: News
O StopoverMulti-city
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T Hong Kong Airlines Statement Regarding Mobile APP

° Last Updated:{Hong Kong)2017-01-03

Departure Date  |2017-01-23 o]

Return Date 2017-01-26 _  Hong Kong Airlines (the “Company”) is actively investigating a recent case of leakage of custor

Cabin Economy » | information from Hong Kong Airlines mobile APP (the “APP") Immediate remedial actions have b¢

Adult (Aged 12 or above) taken to suspend the non-member customers using Android system from conducting online checl
and booking information enquiry via the APP. The Company has engaged a third party organizatior

- I3 Pl - . . N - i st (App) 3 A= 5
Child (2-11 years) inquire into this situation, aiming to find a comprehensive solution that will prevent recurrence. !n;:l':::ﬂ;;":::::‘”;;,dﬁgi,n ga mﬁkiaﬂﬁa;

Payment | Hong Kong Dellar HKD ¥ Company has also reported the case to the Office of the Privacy Commissioner for Personal Data Hc

T Kong (PCPD). A - ...mu-w_;.ﬁ.wu- S

e mmlu'-u--- TR ED0 - OF A RN MMERENRERR  MA SRR
s RESIEMSN - £7 ESEARS - HTREMACLARIESEARE
REAE . SnATEIIN RN

F B WO S -

e Only non-member customers using a few mobile phone brands installed with Android system (vers P T e F WA - RERR MR - MG LTRSS TS Aop
Book Hotel 6.0 or above) via the APP are potentially affected in this incident. The problem only exists in the A s ama AR SRS - DA AXREARY  EMSL BmmeER oo -\;:- REEERALS - EoAmrse W
eeessesnpemmmmmmmn and does not affect Hong Kong Airlines official website or mobile website. Based on our prelimin ool i LM s D el A - osaE
EEJUIELIS investigation, 57 customers were affected in this incident. am fyarigh 5 mEwe srAEess ~ AHRSARMRS - BRAN - “*-"-"""“‘A"'" e

ol Bl AR - AsRE RSN AR B MRETRRRAREEEARE - 19

L Hong Kong Airlines attaches great importance to the personal privacy of

t sincerely apologies for the inconvenience that may cause to the affect
immediate actions to prevent further leakage and recurrence

Eortune Wings Miles
P

Please refer to the Frequently Asked Questions below for further informati o

24h Reservation Hotline Mon-Sun
legs2 3916 3666 Hong Kong . [ AR ] FAZ AR AR (App) BIREIL & FIRARSEDFHG g -
Mainland 1. Howdo | know if | am one of the affected party? R ALEE - A1 17 A I AL Android MR X UK G T4 > TR A AT > W ERA S (8RR 8 AL
[+ 86 950715 China Based on our preliminary investigation, we have identified 57 affected ( s Mii 5 S bR A0 M AT - LISE X4 - ikiT  WEEE - EMSHEMTF - ORI RRINE - BETEN
+0080 1853033 Taivian customers using a few mobile phone brands installed with Android Syst i@ {FStRs% « % M A LM AR » 6] FIR TG 225 &AM FREMAEAES (Android) RENE
+61 29005 7588 Australia the APP are potentially affected in this incident. We will contact the af §& - BR5| SRR G - SRR RN - EAMEEA SRS MIIAE - 95 P) 25 845 55 — 7 ) 57 885 I8 & f 0 5%
464 5513 4177 ;Z;End possible. If you are concerned whether you are an affected customer, you #3888 - & 5L 4 a2 4l - Qﬁn&#x{; lg;u:'ﬁiega-’:;.aﬁazﬂnﬁ
s dedicated email address at app_enquiry@hkairlines_.com - FLE& BT - w HE S
Frov soe iy i ol 6 o B i e L L i
2. What data might have been leaked in this incident? A AR EARRBEFEMEEAE ) HBAM  SESIAE AWM T - 05NN REN G
[+652 3713 1398 oeezan As of now, the known affected data includes passenger name, name of ¢ I ML Androic AR AL M ] 72 U RO S8 68 73 (check-in) > B0k} » 2S04 7 A0 A SR U ROBRMLENS 52 2 0 - A
(if applicable), email (if applicable), ticket number, ID or travel documer BA&hZ S GrEA - SBIUEL N - ERBUEGAREFNE TOAFCFREINERSA SR8 aBRSHMA S TR
number, online check-in status and QR code of the boarding pass. BRACHE - MIME P MRAMMER WA R RRFE R XYL WM o B TS R

Pleas.errr‘t'ai.fhS.ehtz‘é:‘tl ﬁg_g?‘izlﬁr:ﬁiﬂzlrlis of customers including cre ? A F RS - ﬂlhﬂlﬂ PR H A - EEIANSE - I ‘ﬁﬁﬂiﬁiﬁ > INHANEREFORIMN, - BRABRE L -
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http://www.hongkongairlines.com/en_HK/special_news/detail?id=10005252537
http://hk.apple.nextmedia.com/news/first/20161229/19880155
http://orientaldaily.on.cc/cnt/news/20161229/00176_042.html
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4 SHARES Café de Coral customers’ information leaked in emai

Café de Coral customers’
information leaked in email mishap
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Inadvertent Disclosure of Personal Data
by Email
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R Privacy Management

From Compliance...
Programme (PMP)
L oy S
Accoum‘cbllrty - ARRRRREL

BREAERLEBEELE
Privacy Commissioner
for Personal Data, Hong Kong



https://www.pcpd.org.hk/pmp/index.html

Agenda

Part |1 How to develop your own PMP
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Hong Kong — Privacy Management Programme

:
rl s o ® o fom Compliance
' ' ' ' to Accountabilty

Initiated by the Hong Kong Corporate governance Privacy risk A paradigm

Privacy Commissioner responsibilities management shift
/
Top-down business Data protection policies & Not a legal requirement
imperative procedures in place

BREAERDLREELE

Privacy Commissioner
for Personal Data, Hong Kong




> Paradigm Shift >

From Compliance

to Accountahility Accountability Approach |

» Active

Passi X * Proactive
* Passive :
e Reactive \g * Preventive _
e Remedial « Based on customer expectation
* Problem-based  Directed by top-management
* Handled by compliance team « Reputation building
e Minimum legal requirement  Top-down
* Bottom-up

BREAERLEEELE
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Accountability

Australia:
o _ OECD Privacy
Guidelines on the APEC Privacy Revised Management
Protection of Privacy Framework - Guidelines Framework

and Transborder Principle 9:
Flows of Personal Data Accountability

Article ata
PIPEDA . Protection HK: y EU: General
Principle 1. Working Party Management Data Protection
Accountability Opinion 3/2010 on the Programme Regulation
Principle of Best Practice
Source: adopted from Accountability Guide
https://www.pcpd.org.hk/pmp/files/getting to accountability 01092015.pdf 13
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https://www.pcpd.org.hk/pmp/files/getting_to_accountability_01092015.pdf
https://www.pcpd.org.hk/pmp/files/getting_to_accountability_01092015.pdf
https://www.pcpd.org.hk/pmp/files/getting_to_accountability_01092015.pdf

PMP: A Best Practice Guide

F snuAnmLES AN IEEER N\ 1;3;0§‘
o Privacy Management Programme "016?
EREGSERAES N
AMEE R @& A Best Proctice Guide
Privacy

lanagement

Programme

BRETBHRIESI

TR
Download

this pulblication

https://www.pcpd.org.hk//english/resources centre/publications/files/PMP guide e.pdf
A revised Best Practice Guide is issued in August 2018 14

BREAERDLREELE

Privacy Commissioner
for Personal Data, Hong Kong



https://www.pcpd.org.hk/english/resources_centre/publications/files/PMP_guide_e.pdf

The Best Practice Gmde does not...

i nstltute a Code o\f
Practice under s.12 of

< Provide a one-SIZe\
y/ \he Ordinance

flts—all” solution

Provide direct\ O
.

guidance for
compliance with T
specific provisioﬁ
) of the Ordinance
ERBEAERILBEENSE

r Privacy Commissioner

for Personal Data, Hong Kong



The Benefits of implementing a PMP

1.

You understand how privacy and data protection fit in to your overall
business strategy

There is a clear understanding of what data is held, where it is and who
has access to it

You know how well you are protecting the data, and where you are not

The risks introduced to the data by third parties are well understood and
managed

The data is being used for the purpose that you have committed to, and
nothing more

Minimise the risks of data breaches B Bz,
=N
= =
% .
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Why Privacy Management Programme

-
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GDPR Accountability vs. PMP

GDPR Requirements

PMP Components

Implement technical and organisational measure to
ensure compliance [Art 24]

Seven Programme Controls

Maintain records of processing activities [Art 30]

Programme Controls (a) & (b) — Personal Data
Inventory & Policies

Mandatory data breach notification [Arts 33-34]

Programme Control (e) — Breach Handling

Adopt data protection by design and by default [Art
25]

Conduct data protection impact assessment [Art 35]

Programme Control (c) — Risk Assessment Tools

Designate data protection officer
[Art 37 - 39]

Organisational Commitment (b) - Designate Data

Protection Officer 18

BREAERLEEELE
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Participation in the PMP

Compliance <o
from l'u Accountabilitye—

car@+w
P [+ R
[ TR i R s oo | tan

[ 5 BEEE ey
B uem

2 " HKT

IR Cyernmew

Media Statements
Date: 18 February 2014

Major Organisations Pledge to Implement Privacy Management
Programme to Protect Personal Data Privacy

(18 February 2014)

At a ceremony held today by the PCPD, the Hong Kong Special Administrative Region
Government, together with twenty five companies from the insurance sector, nine companies
from the telecommunications sector and five organisations from other sectors, all pledged to
implement PMP.

THE

HONG KONG
ASSOCIATION

HCFS S cank

Federation of Insurers oA E A KBS
s Communications Association of Hong Kong
BEERBEBT

BANKS
T s SR AT 25 &

19
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Consultancy Project on Implementation of
PMP in Government

Consultant engaged to

PM!D _ facilitate bureaux
Training /departments to
Implement PMP

PMP Manual Advice

prowded by the PCPD ,,
E-E] [

r_‘ O

H K Ga @
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PCPD’s PMP
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Components of a PMP

1.2 Appointment of Data +.. 1.3 Establishment of

Protection Officer/ Reporting Mechanisms
Establishment of Data

1.1 Buy-in from the Top s

Protection Office

2. Programme Controls

2.1 Personal Data Inventory =--- 2 g;:zzlarlgg?aez::dling +++ 2.3 Risk Assessment Tools

2.4 Training, Education and 2.5 Handling of Data
Promotion Breach Incident

2.6 Data Processor
Management

R 2.7 Communication

3. Ongoing Assessment and Revision

3.1 Development of an Oversight =~ 3.2 Assessment and Revision of
and Review Plan Programme Controls

BREAERDLREELE

Privacy Commissioner
for Personal Data, Hong Kong




Components of a PMP
Baseline Fundamentals

1. Organisational Commitment

1.2 Appointment of Data | 1.3 Establishment of
Protection Officer/ Reporting Mechanisms
Establishment of Data
Protection Office

1.1 Buy-in from the Top

BREAERDLREELE

Privacy Commissioner
for Personal Data, Hong Kong




Organisational Commitment

« AiIm to foster a privacy respecting culture

» Range from a governance structure to

practical procedures, and means to ensure
the procedures are followed

N %3l —
EREAERLEBEENE
F - .g EP Privacy Commissioner =

for Personal Data, Hong Kong
m D ©




Organisational Commitment:
1.1) Buy-in from the Top

« Top management should:
— endorse the PMP
— appoint Data Protection Officer(s) (“DPO”)

— allocate sufficient budget and manpower for
Implementation

— actively engage in the review and assessment process

=D IBYEEE] 3
F C Ho

&
ikl O E®

E’ BREAERLEEELE

Privacy Commissioner

for Personal Data, Hong Kong



Organisational Commitment:
1.2) Data Protection Officer/Office

* Role
— Establish and implement programme controls

— Coordinate with other appropriate persons responsible for related
disciplines and functions within the organisation

— Be responsible for the ongoing assessment and revision of programme
controls

— Represent the organisation in the event of an enquiry, an inspection or
an investigation by the Commissioner

— Advocate personal data protection within the organisation itself 2
. ﬁ - EEP EREAERNLREENE
& Frivgcy Corrlmr[;\issiol_r;er .
[HK a N @ gm or Personal Data, Hong Kong




Organisational Commitment:
1.2) Data Protection Officer/Office

Be a senior staff member
May or may not be a full-time job
May be supported by dedicated staff (Data Protection Office)

(for larger organisations) ldeal to have a data protection
coordinator in each major department to assist the DPO in the
Implementation of the PMP

Large organisation VS. small organisation

3
ﬁraﬁ . E]Ef EREAGHLEESAE
& Privacy Commissioner
6% © gﬂ for Personal Data, Hong Kong




Example - Data Protection Office

/

Structure of Data Protection Office See p.390fthe\
/a - e ——— Best Practice
e | who took up the role ik o
Data Protection Officer | General Manager (Administration Department) |
Personal Data Privacy Officer | Senior Manager (Administration Department) )
Department Staff who took up the role
Administration Manager®
Departmental Information Technology Senior Manager
Coordinator Corporate Gommunications Senior Manager
Legal Senior Manager
Marketing Senior Manager )

BREAERDLREELE

Privacy Commissioner
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Organisational Commitment:
1.3) Reporting

 Clear line of reporting effectively reaches top management
(e.g.: Board of Directors)

« Assurance programme must be In place so that the day-to-day
effectiveness and compliance issues can be reported

 Effectiveness and compliance of the PMP is communicated to
top management regularly

&Oﬁ - EEP EREAENLBREERE
& Frivacy Conlnr[;\issiol_r;er .
[ HK | G = @ gm or Personal Data, Hong Kong




Example — Reporting Structure
See p.41 of the \
Best Practice
Guide

Departmental Coordinator

C Manager (Administration)

Senior Manager
{(Information Technology)

Senior Manager Data Protection Chief Executive
(Corporate Communications) Officer Officer
Senior Manager Personal Data
(Legal) Privacy Officer

Senior Manager
(Marketing)

BREAENALREED

Privacy Commissioner

NS

for Personal Data, Hong Kong



Components of a PMP
Baseline Fundamentals

braxd
2. Programme Controls

2.1 Personal Data Inventory =--- 2.2 ?;zgzlarg::ls-lg: i +e» 2.3 Risk Assessment Tools

2.4 Training, Education and 2.5 Handling of Data
Promotion Breach Incident

2.6 Data Processor

2.7 Communication
Management

BREAERDLREELE

Privacy Commissioner
for Personal Data, Hong Kong




Programme Controls

« Similar to the concept of other internal control
procedures (e.g., procurement, recruitment)

 Assist organisations in bringing the principles and
spirits of data protection into action

* Ensure & demonstrate compliance with the
Ordinance
] SHEARNUBEENE

» Privacy Commissioner
[HK 8 3% ® gﬂ for Personal Data, Hong Kong




Programme Controls:

2.1) Personal Data Inventory
An organisation should
 be clear about:
— what kinds of personal data it holds
— where the personal data is stored
— why the personal data is collected

— what are the limitations on the use of the personal data (e.g.: direct
marketing)

— what is the retention period

« properly document the above ”

=D IR E] [
r! ri’l@(?
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Programme Controls:
2.1) Personal Data Inventory

An organisation should
« Conduct Personal Data Inventory Review Exercise annually
 Establish clear procedures for inventory updating

- time for updating

- persons-in-charge

- processes of updating and reviewing

- persons responsible for filing the inventory

D IEYE-F:

rl © N

3 D
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Programme Controls: 2.1) Personal Data Inventory
What kinds of personal data do you hold?

CUSTOMERS EMPLOYEES

» Name » Name
» Contact information (address, phone ‘ n »  Gender

number, email, etc.) »  Contact information
» Purchase history » HKID Card copy
» \oice recording of telephone calls » Salary

Etc. > Job title

i m »  Medical benefits and MPF
»  Appraisal

BREAERDLREELE

Privacy Commissioner
for Personal Data, Hong Kong




Programme Controls: 2.1) Personal Data Inventory

Where the personal data
IS held?

Held by data processors?

Stored within the premises of the

| organisation?
// Location of the storage /

computer server?

g Who is the owner (i.e. which

department)?
SN CIAN= ==

Privacy Commissioner

for Personal Data, Hong Kong




Programme Controls: 2.1) Personal Data Inventory
Why the personal data is collected?
Any use limitations?

CUSTOMERS EMPLOYEES

Provision of services »  Recruitment and HR management:
Marketing i m > appointment
Complaint/enquiries handling » employment benefits
Processing application » termination
Open / Maintain / Terminate an account » performance appraisal
Conduct customer survey / research and » discipline
perform statistical analysis »  Administration
Legal proceedings, including collecting i n >  Tax
overdue amounts

VVVVYVY

A\
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Programme Controls: 2.1) Personal Data Inventory
Benefits
Decide the level of protection required for the data
— e.g., higher security for sensitive data

Determine the permitted uses of the data
— e.g., can it be disclosed to 3 parties?

Facilitate compliance with data access requests
Facilitate the impact assessment and remedy for data breach

Alert:

« The Ordinance contains stringent requirements on direct marketing. It is important to
have proper documentation about data subjects’ consent to the use of their personal data
for direct marketing purpose. 38

BREAERLEEEDE
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Sample - Personal Data Inventory

Department

Administration

Marketing

Category of record

Personnel records

Membership records

Items of personal data
contained in the record

Employees' personal data:

- Mame

- HEID copy

- Contact information
(including address, mobile
number and email address)

Members' personal data:

- Mame

- Contact information
(including address, mobile
number and email address)

Means of collection of the
data

Employes Information Form

Membership Application
Form

Purpose of collection and
use of the data

Handle employment-related
matters

Handle matters related to
provision of products and
services to members

Retention period of the
data

7 years after the employes
has left the service

1 year after cancellation of -
membership by the member // See

1 Physical: 1 - p.44 of the Best
st Filing “"é‘“iﬁ in ':'tm“"g * Practice Guide
Location for data storage Filing cabinets in Personnel EIEF' ren ‘ -
Record Room a:ch'umc. .
Metwork drive of Marketing
Department 39

BREAERDLREELE
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Sample - Personal Data Inventory

Department Administration Marketing
Disclosure of data to any

third parties including data Data will be transferred
processors and the names No to service provider for
and relevant details of third telemarketing
parties (Yes/No)

Possible location of transfer NA Network drive of service
(e.g. cloud server location) provider

Purpose of disclosing
the data and whether the
disclosure complies with
the Ordinance

Carry out telemarketing
NA (consent has been obtained
from data subjects)

Date of return or Service provider will destroy
destruction by the data N/A the data within 7 days after
processor (if applicable) expiry of contract

Filing cabinets are locked
and the key is kept by staff of
Marketing Department.
Marketing Department's
network drive can only
be accessed by staff of
Marketing Department.

Filing cabinets are locked
and the key is kept by Head
of Personnel Department and
Personnel Officer

Security measures adopted

BREAERDLREELE

Privacy Commissioner
for Personal Data, Hong Kong




Programme Controls: 2.1) Personal Data Inventory

Data Protection Officer (DPQO)

« To maintain an up-to-date inventory record

« Conduct Personal Data Inventory Review Exercise annually
> Initiate the review exercise

» Review and finalise the updated inventory submitted by Departmental
Coordinator, seek clarification or further information when necessary

» Ensure the updated personal data inventory covers all personal data held
by organisation

» File the updated inventory for record

EJEP EREALHLBEENE
Privacy Commissioner
EE for Personal Data, Hong Kong




Programme Controls: 2.1) Personal Data Inventory

Departmental Coordinator (DC)
« Update the inventory and keep track of retention period of personal data

« Ensure all types of records containing personal data are included in the
Inventory

 ldentify any time-expired records during the review process
« Submit the updated inventory for DPO review & consolidation
« Ensure the justification and review the necessity of collecting personal

Information
aea - EJEP EEEAEHLBEENE
& ?rivacy Conlmmissioner
[ HK | o ® gm or Personal Data, Hong Kong




Programme Controls:
2.2) Internal Policies on Personal Data Handling

Develop and document internal policies that address obligations under the
Ordinance:

— Policy for handling of customers’ personal data

— Human resources management policy (include employee monitoring)

— Policy for outsourcing

— IT and data security policy

— CCTV policy

— Policy for handling data access request from law enforcements, etc.
Training or briefing to relevant employees

Update and re-circulate the policies regularly

43
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Programme Controls:
2.2) Internal Policies on Personal Data Handling
Cover the Six Data Protection Principles

WBC4E H 1y B¢ 7530 Collection Purpose €& Means ¢
—_

BORMU 3 AL SR 2 04 05 5 s WO AR 8 AR -
U H 1 P 2 BRI A A e T AT I o

ZEL LA D) nL AT Y 05 4 50 RERE G T A 8 AR Y
FLY > BA B RO (il 8 OWRS Rk R A L o

WO g RERH AT BT E0Y » T AS Tl o

Personal data must be collected in a lawful and fair way, for a
purpose directly related to a function/activity of the data user.

All practicable steps shall be taken to notify the data subjects of
the purpose of data collection, and the classes of persons to
whom the data may be transferred.

Data collected should be necessary but not excessive.

/

[an)
0 PREHEE Security 8

PORME FH 35 2 PREOE) BT v A7 0 20 B O e A PR AS 7 e
PR RS AT M - JERE - B - e ZkskfE )T -

A data user needs to take practical steps to safeguard personal
data from unauthorised or accidental access, processing, erasure,
loss or use.

HWaBfEPE ~ A 2 PR ¥ Accuracy €t Retention

SR 5 260 R IO L) BT 7 5 01 2 KR TR AT 00 IR A R
AR o 0 R P R R0 IR ) A R M A6 S D Y 1
LA

¥ JH Use

1A SRR LU BEE P I I Rl 1 1L s A B L Y
e A 00 AN 20 AL 1T MR Bl 1 R e

Practicable steps shall be taken to ensure personal data is
accurate and not kept longer than is necessary to fulfil the

purpose for which it is used.

g

Personal data is used for the purpose for which the data is
collected or for a directly related purpose, unless voluntary and
explicit consent is obtained from the data subject.

B W] ¥ Openness

ORI JH & ZTER D) B W] 47 19 25 PR A4S P T i B A8 A ¥
Ay B ANAT 35 05 5K o 6 B AR A B e AR SR A
FME -

A data user must take practicable steps to make personal data
policies and practices known to the public regarding the types of
personal data it holds and how the data is used.

% %] B ¥ 1F. Data Access £ Correction

A FORHE AR EDR A B LA BDR s BB A BIMMAEEE A data subject must be given access Lo his personal data and to
AHERE - A RBRYE - make corrections where the data is inaccurate.
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https://www.youtube.com/watch?v=86wYYT8173Q
https://www.youtube.com/watch?v=86wYYT8173Q

Example - Internal Policies on Personal Data Handling

Collection of personal data, including Y
» Handling of hotline enquiries ; // See N

DPP1 > Telephone recording ( p'45 of the_

b CCTV monitoring Bes_t Practice
> Collection of Identity Card number and copy ‘ Gu,'d? _—
Accuracy and retention of personal data

> Retention period of personal data related to employment (e.g.

DPP2 uns.uccessful job applicants' personal data shall notlbe retained for a
period longer than two years and former employees' personal data not
more than seven years®)

» Retention period of data related to transactions with customers®
Use of personal data, including
DPP3 > The requirements for consent

» Handling of requests from regulatory bodies, enforcement authorities and
government departments for obtaining personal data

BREAERDLREELE
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Example - Internal Policies on Personal Data Handling

Security of personal data, including
» Security of physical documents containing personal data

DPP4 » IT security (e.g. security measures for using portable devices containing
personal data)

» Directing outsourced service provider to adopt hecessary security
measures when handling personal data

DPP5 Transparency of organisations' personal data policies and practices
DPP6 Steps for handling data access and data correction requests
Sl » Actions to be taken before using personal data in direct marketing
35A of the ,
ordinance » Steps for handling opt-out requests

BREAERDLREELE
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Programme Controls:
2.3) Risk Assessment Tools

* Periodic Risk Assessment
* Privacy Impact Assessment (PIA)

BREAERVESELE
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2.3.1 - Periodic Risk Assessment

* To ensure organisation’s privacy policies and
practices comply with the Ordinance

 To conduct annually

BREAERLEBEELE
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2.3.1 - Periodic Risk Assessment

"-DPO to inform DC to conduct periodic risk assessment and provide him/ her]
with the periodic risk assessment questionnaire

*DPO to review the questionnaire
oIf any non- compllant Issue was found, DPO should inform relevant DC and

BREAERLEBEELE
Privacy Commissioner
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Sample - Periodic Risk Assessment Questionnaire

Questions

Have any new initiatives/projects or
changes to existing activities involving
Ppersonal data been launched or
developed in your department in the past
36 months, which involve the coliection,
use and processing of personal data (e.g.

} Yes/No INumber

Further actions
required

See p.47 of the

Officer for review? Please also state the
name(s) of the PIA(s) conducted.

new personal data handling processes, () Yes BeSt Practlce
launching of new systems, etc.) Please ( ) No

state the number of new initiative(s)/ .

project(s) launched. Gu1d€

If the answer is “Yes", please proceed to 4

QE2)-Q(4) below.

If the answer is "No", please proceed to B.

2. Has all personal data involved in the If no, please update the
new initiative(s)/project(s) or changes to ) Yes personal data inventory
existing activities been updated in the : ) No immediately and submit
Ppersonal data inventory? the updates to the Data

Protection Officer.

3. Has privacy impact assessment (PIA) If due consideration was
been conducted for the new initiative(s)/ given before and there
project(s) or changes to existing activities { ) Yes was no need to conduct
and submitted to the Data Protection { ) No a PlA, please make sure

the relevant justification is
properiy documented. 50
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Sample - Periodic Risk Assessment Questionnaire

4, if a PlA has been conducted, are If no, please update the
the content and result of the PIA still relevant documents and
applicable? (i.e. Are there any new () Yes submit them to the Data
changes, new privacy risks and means { ) No Protection Officer.

to address those risks, which require
updates on the PIAY)

Has any data breach incident occurred in
the past 36 months in your department?

If the answer is "Yes", please proceed to ( ]:EE
Q(B)-Q(7) below. ( ¥No
If the answer is "No", please proceed to C.

5. For each of the incidents, has a Data If no, please complete the
Breach Information Sheet been prepared ( ) Yes Data Breach Information
and submitted to the Data Protection ( ) No Sheet(s) and submit it
Officer? to the Data Protection

Officer.

Has the data breach(es) been contained?

BREAERDLREELE
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Sample - Periodic Risk Assessment Questionnaire

Are there any complaints about your
department’'s handling of personal data in
the past 36 months?

received.

Has your department engaged any new
data processor(s) to handle personal data
in the past 36 months?

If the answer is "Yes", pleass proceed to
1 1) below.

If the answer is “No", please proceed to
N1 2) below.

() Yes
If the answer is "Yes", please proceed to { ) No
9 below.
If the answer is "No", please proceed to D.
9. Were all relevant complaints reported to if no, please report
the Data Protection Officer? Please state () Yes the complaints to the
the reference number of the complaints ({ ) No Data Protection Officer

immediately.

BREAERDLREELE
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Sample - Periodic Risk Assessment Questionnaire

11. Has the Data Processor Review Checklist if no, please complete the
been completed and submitted to the ( ) Yoa Data Processor Review
Data Protection Officer? { } No Checklist and submit it
to the Data Protection
Officer.

12. Has data disposal exercise been If no, please amange for

performed for all time-expired records E ;E’f data disposal.
within your department?
Completed by Reviewed by
(Departmental Coordinator) (Data Protection Officer)
Signature Signature
Mame Mame
Post Post
Date Date

BREAERLEBEELE
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2.3.2 - Privacy Impact Assessment

When to conduct?
« Before Iintroducing any new personal data process

« Before any material change to the data user’s
existing personal data process

* Where there is material change to regulatory
requirements relating to personal data

 Periodically

PCPD
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2.3.2 - Privacy Impact Assessment

Material change?
» Collection of new types of personal data (due to new services or

products)

- Significant changes in the way personal data is used or disclosed
(prescribed consent needed?)

« Significant change to the access right of a system containing
personal data

« Qutsourcing of data processing (include data storage)
Outsourcing of IT management, etc.

55
PCPD
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2.3.2 - Privacy Impact Assessment

An organisation should

« Develop internal policy to set out:
— when Privacy Impact Assessment Is required
— what need to be done in the assessment

— who are responsible for conducting and reviewing the
assessment

» Upload the content of PIA on the organisation’s website to enhance
transparency

=D IBYEEE] 3
F C Ho

&
ikl O E®
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2.3.2 - Pri
2 - Privacy Impact Assessment

ﬁ-‘i(!(ﬂhﬁﬂ?l.mwuﬁ'ﬂ opvr - OREA
T O e Privacy Commisn
O ersanal D T Kong

P('Pl’).urg.hk

Ptk
et Respect Persamal D312

Privacy jmpact Assessments (PIA)

IA is generally ¥ rded as a systematic visk ool thatcanbe fully
d into a decision-ma'! process. ftisa s Atic process that \uates

i term of its impact upon per ata acy he objective of
avoiding Of minimising adverse jmpacts te wided
for under the Pers Jnal Data (Privac Ord > e C & )it has become
& widely accepted peYaCy compliance 190! .rs are 3 § to adopt it
before the launch of an Cew buslness initiative of pre . significant

impact on personal data privacy

This information \eaflet provides information on the PIA proces its gene

app! cation for data W re I I fI t riV
Tt Assessment issued by the pCpr Impact

decision-maker t© adequately consider the smpact on personal data privacy before undertaking

the project

» directly addressing the privacy problems idenufied in the process and providing solutions o safeguards at the
design SIge

> providing S enchmarks for future prvacy compliance audit and ¢ ontrol

» being a costeffectve way of reducing privacy cigks

» providing ¢ cedible source ©of information 1 atlay 4y P wncy concems from e public and the stakeholders

A PIA offers data users - carly waming” by identifying and detccting sny prvacy problents asac (ated with the

ented. it should be ur

project be aken by (ata user

in both the public ard the private sectors (&

manage the privacy risks arising from 3 project that nvolves:

» procesying (vhether by user itself or by an S8eT appointed by the dat user or the building uP of o

amount Of pers

> ihe wrosives technotogies that might atfect a laree Aumber of individu

» a major chan attonal practices that may result in expanding the amount and scope ©f persanal

:
data to be collected. P essed, of shared

et Assesamerts L OCOS 15 °
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2.3.2 - Privacy Impact Assessment

__Privacy Impact Assessment )
 Evaluate a proposal in term of its impact upon personal data privacy

__Objective }
 Avoid or minimise adverse impact

__Generally include: )
 Data processing cycle analysis
 Privacy risks analysis (with ref. to the six Data Protection Principles)
 Avoiding or mitigating privacy risks
» Reporting and independent review

BREAERLEEELE
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Sample PIAQuestlonnalre

Ei ,.57,.« J- - ‘v‘ Mx\\:_-.\\, (ﬂ.c; g :‘f RS \vﬁ’\v_,.x,... n.w.Lv r"’ ‘..,,__;- L,\:A‘f._,-./'-' o “\'j;r;
-
=

_ﬂ.s}v,._;r;-« -€\,J>.’£<v —-L‘ ;\:-g.p‘, -4~‘-;Q__j L{r- a,» ) N L-:\ﬁn‘\“"— = —-"-g", .. -3 k—{ "Hngﬁ
Pro]ect name
Branch/Department

Responsible officer (name & post)
Expected date of implementation

Description of the purpose of the personal data collection and the flow See p49 of the Best
of handling personal data

i ide
Types of personal data to be collected (e.g. name, date of birth, Practice Gu
Identity Card number, address, telephone number, etc.)
Estimated number of data subjects from whom data is collected Q// _
Will any data processor(s) be involved? If "yes®, have coniractual or ( ) Yes
other means been adopted to ensure that the data processor(s) has ( ) No
taken appropriate data security measures? Iif "no", please elaborate
on the justification.
Will there be any cross-border transfer of personal data? If "yes", { ) Yes
please specify the destination(s) and the purpose(s) of such cross- { ) No
border transfer.

BREAERDLREELE
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Sample — PIA Questionnaire

Data Protection Principle
(DPP) 1 — Purpose and
manner of collection of
personal data

» Perscnal data must be
collected in a lawful and
fair way, for a purpose
directly related to a
function or an activity of
the data user.

» All practicable steps shall
be taken to notify the data
subjects of the purpose
of data collection and
the classes of persons to
whom the data may be
transferred.

» Data collected should
be necessary but not
excessive.

Will the data subjects be informed of the {)Yes
purpose of collecting their personal data? { ) No,
If "no", please provide justifications.

Will the collection of personal databeona | ( ) Yes
minimum level (i.e. no excessive personal { ) No

data is collected)?

Please provide justifications on the

collection of sensitive personal data below

(including but not limited to):

» Hong Kong Identity Card number and
other personal identifier (e.g. passport
number) =

» Biometric data (e.g. fingerprints) '*

Justification on
the collection of
sensitive personal
data:

Will the data subjects be informed, on or {)Yes

before the collection of the personal data, { ) No,

of whether the supply of the personal data

is voluntary or obligatory? If "no", please

provide justifications.

Where it is obligatory for data subjects { ) Yes,

to supply the personal data, will the data { ) No,

subjects be informed of the consequence { ) Not applicable

of not providing the personal data? If (it is completely

"yes", please elaborate. If "no", please voluntary

provide justifications. for the data
subjects to
supply their
personal data.)

Will the personal data collected be ()Yes

transferred or disclosed to any third party? | ( ) No

If the personal data is to be transferred to {)Yes

any third party or data processor, will the { ) No,

data subjects be informed of the classes of | ( ) Not applicable

persons to whom their personal data may
be transferred? If "no", please provide the
reason.

(personal
data collected
will not be
transferred or
disclosed to

any third party.)

BREAERDLREELE
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Sample — PIA Questionnaire

DPP 2 — Accuracy and

duration of retention of

personal data

»  All practicable steps
shall be taken to ensure
personal data is accurate
and is not kept longer

Will there be any measures in place to
ensure accuracy of the personal data held?
If "yes", please elaborate. If "no", please
justify.

What will be the retention period of the
personal data? Please specify.

() Yes,
() Ne,

Retention period:

Will there be any measures in place to { ) Yes
than naoaf:rsx_tzf_lt.llﬁl i ensure that personal data is not kept { ) No,
pl.._lrr:iosl? ol ieh it was longer than necessary to fulfil the purpose
=ilelmEly EElEwEEL of using the data? If yes, what are the

r res? If no, pl justify.

DPP 3 — Use of personal Will personal data be used only for the { ) Yes
data original purpose stated in the Personal { ) No,
» Personal data must be Information Collection Statement? If "no",

used for the purpose for what are the reasons.

P e D=l Where the personal data will be used for Yes

or for a directly related
purpose, unless the data
user obtains from the data
subject voluntary and
explicit consent to use the
data for a new purpose.

a new purpose, has explicit consent been
obtained from the data subjects? If "noa",
please justify.

)
() Ne,
)

Mot applicable

{perscnal data

will not be used

for purposes
other than
the criginal
purposes for
which it is
collected.)

Where personal data will be disclosed
to a third party, will the third party be
reminded of the use of the data and its

{)Yes
() No,

{ ) Not applicable

responsibilities? If "yes", please elaborate. (personal

If no, please justify. data collected
will not be
disclosed to a
third party.)

Where personal data will be disclosed to a ()Yes

third party, is the personal data disclosed { ) No,

to third party only necessary but not
excessive? If "no", please justify.

{ ) Not applicable

(personal
data of data
subjects

will not be
disclosed to a
third party.)

61
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Sample — PIA Questionnaire

personal data it holds and
the main purposes for
which it uses the data.

before the implementation of the change/
the launch of the project? If "no", please
explain. [Note]

DPP 4 — Security of personal | Will there be any safeguarding measures () Yes:
data to prevent unauthorised or accidental
» Data user neads to take access, processing, erasure, loss or use of | ( ) No,
all practicable steps personal data? If "yes", please elaborate. If
to safeguard personal "no", please justify.
data from unauthorised |\ yata processor(s) will be engaged, | ( ) Yes,
or accidental access, X
processing, erasure, loss will there be any contractual or other () No, i
o use means to secure the personal data? If ( ) Not applicable
' "yes'", please elaborate. If "no", please (third party
state the reason. data processor
will not be
engaged.)
Where data processor(s) will be engaged, | ( ) Yes
is the personal data disclosed to data () No,
processor only necessary but not ( ) Not applicable
excessive? If "no", please justify. (third party
data processor
will not be
engaged.)
DPP 5 — Openness of Is the existing Privacy Policy still ()Yes
information applicable? If "no", please specify what ( ) No:
» Data user must take all update is nesded.
ey el S T M () Yes
known to the public its ) ) .
personal data policies Privacy Pollc_y. has the Data I?rotactlnn ( ) No, .
and practices, types of Officer been informed and will the updated | ( ) No update is
’ Privacy Policy be uploaded to the website required

BREAERLEBEELE
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Sample — PIA Questionnaire

Points to Note on DPP 5

If there is a need to update the Privacy Policy, the
responsible officer should inform the DPO so that he
can:

< make necessary amendments to the Privacy Policy
< upload the updated version onto the organisation's
website

63
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Sample — PIA Questionnaire

DPP 6 — Access to and Will the data subjects be informed of their { }¥es
correction of personal data right to access and correct their personal { ) Mo,

to request access to his/ . : .
her own onal dat Will the data subjects be informed of the { ) ¥es

. post title and the address of the officer who | ( ) No,
zg_:q““t "'"’I d‘;“u" "’if itt'“.’r: is responsible for handling data access and
inaccup : correction requests? If "no", please justify.

[For any privacy risks identified, please describe the means fo address the risks.

Based on the resulfts of Part B, the responsible officer should assess the potential risks identified
i relation to each of the DPPs, especially those areas with "No ™ as answers. These sk areas
showld be highlighted in the table below with the respective mitigating measures identiffed. For

Potential risks identified

Mitigation measures

Completed by Reviewed by
(Departmental Coordinator) (Data Protection Officer)
Signature Signature

Mame Mame

Post Post

Date 64
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2.3.2 - Privacy Impact Assessment

Resources
Information Commissioner’s Office (UK) — Conducting privacy impact assessments code of practice (February

2014)

https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf

Office of the Australian Information Commissioner — Guide to undertaking privacy impact assessments (May
2014)

https://www.0aic.gov.au/resources/agencies-and-organisations/quides/quide-to-undertaking-privacy-impact-
assessments.pdf

Privacy Commissioner (NZ) — Privacy Impact Assessment Toolkit (July 2015)
https://www.privacy.org.nz/news-and-publications/quidance-resources/privacy-impact-assessment/

PCPD’s Information Leaflet — Privacy Impact Assessments (October 2015)
https://www.pcpd.org.hk//english/resources_centre/publications/files/InfolLeaflet PIA_ENG_web.pdf

EU Article 29 Working Party — Guidelines on Data Protection Impact Assessment (DPIA) and determining
whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (April 2017)

http://ec.europa.eu/newsroom/just/item-detail.cfm?item 1d=50083 65

BREAERDLREELE

Privacy Commissioner
for Personal Data, Hong Kong



https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
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https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-assessments.pdf
https://www.privacy.org.nz/news-and-publications/guidance-resources/privacy-impact-assessment/
https://www.privacy.org.nz/news-and-publications/guidance-resources/privacy-impact-assessment/
https://www.privacy.org.nz/news-and-publications/guidance-resources/privacy-impact-assessment/
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https://www.pcpd.org.hk/english/resources_centre/publications/files/InfoLeaflet_PIA_ENG_web.pdf
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083

Programme Controls:
2.4) Training and Education

Tailored to specific needs of relevant employees (i.e. those handling
personal data)

Be given to new employees in its induction programme and periodically
thereafter

Cover organisation’s policies and procedures
Be delivered in an appropriate and effective manner

Circulate essential information to relevant employees as soon as practical if
an urgent need arises Edu
'ﬁahﬁng‘,

Monitor and keep records for attendance = 66
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Example — Training and Education Activities

PN gt MWMiaearns O Chanmels

o Send employsas o participate imn thae Privacy Commissionar's
professiconal workshops, or arrangs in-howuss trainimg

The requinements . Prowvide esssential trainimng modules on the organisation®s
o e O i e irntrarn et S
F Imnsart ralavant modualaes in the organisaticomn™s monitbly "/ 7777777"\
anesasvsilottors o traning course on organisation policieas ‘w‘ See p.54 Of the |
|
| .
 Explain relevant informrmation to new employeaes in the “ Best PraCtlce
The organisation's organisation”s induction programmea, and circulate theae ‘ .
PP information to all employeses paricodically (e.9. evary s | Gulde /
meormithes) \ e ————————
M v e Wi sl . Circulatse tha infommaticon o all amployesas as soon as practical —
Eersomal data wihaensaswver the organisation issues MNew paersonal data privacy
pPrivacy policiaes policiaes amnd guidaslimaes, or makes amandmants o currant
arnd guidelimneas policiaes and guidasliimnas

. Share withh employess the complaint cases in relation to
impropar bandling of parsonal data or data  breachas, amd
Case sharimg aducate thearm about theae reguirecsmants. of the Orclimnamnce, P e
wwray o harndle the matters and how o preseasnt the recurnmsaces
of =imiillar incidant=s

Share withh amploysasas the privacy rishks identified imn Privascy
Impact Assessrmants and the rmitigation tTakar

PCPD
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Programme Controls: 2. 5) Breach Handllng
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http://hk.apple.nextmedia.com/news/first/20161229/19880155

Programme Controls: 2.5) Breach Handling

Steps to be taken when handling data breaches

Step 1 Step 2 Step 3 Step 4 Step 5 Step 6 Step 7 Step 8

Report the Gather
breach essential
information

Consider
notifying
regulatory
bodies

Decide on
the
measures to
contain the

breach

Assess the
risk of harm

Consider

notifying the

data subjects

Conduct
post
incident
review

Investigate
and report
results

Please consider to perform Steps
3, 4 and 5 together

BREAERDLREELE
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Programme Controls: 2.5) Breach Handling

 Breach handling and notification procedure in place

« When occur? * Stop the system
* Change users’ passwords and
. ? . ;
Where occur system configurations

« the affected data subjects?
« the law enforcement agencies?

« the Privacy Commissioner?

* How is it detected? « Consider whether technical « other relevant regulators?

* What is the cause? advice or assistance be . ) '
immediately sought to remedy such other parties who may be

« How many people able to take remedial actions to

system loopholes

+ Cease or change the access
rights of individuals suspected

affected?

protect the personal data
privacy and the interest of the
data subjects affected?

to have committed /
contributed to the breach

Set out procedures and designate officer(s) to manage data breaches

PCPD’s Guidance on Data Breach Handling and the Giving of Breach Notifications (Revised in October 2015)
i pdf

BREAERDLREELE
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https://www.pcpd.org.hk/english/resources_centre/publications/files/DataBreachHandling2015_e.pdf

Sample — Data Breach Information Sheet

BRANCH 7 DEAPRTMENT

Branch/Dopartment [—
() INFORMATION OF THE BEREACH

=Y S ST IR L

Description of the breach
Date and time of the breach

Location of the breach (e.g. which office, which computer server. etc.)
Date and time of discovering the breach
How the breach is discovered (e.g. discovered during routine system —

checking, known after reported by media, etc.)
Nature of the breach (e.g. loss of data, database is hacked, etc.) / See p57 Of the Best

~ Practice Guide

Cause of the breach

Types of data subjects affected (e.g. staff, customers, public, etc.)

Estimated number of data subjects affected (Please state the
respective number for each type of data subjects)

Types of personal data affected (e.g. name, date of birth, Hong Kong
ldentity Card number, address, telephone number, etc.)

Medium holding the affected personal data (e.g. physical folders,
USB, stc.)

If the personal data is held in electronic medium, is the data
encrypted?

BREAERDLREELE

Privacy Commissioner
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Sample — Data Breach Information Sheet

(II) DATA BREACH NOTIFICATION TO REGULATORY BODIES

Are other regulatory bodies such as the Hong Kong Police Force or
the office of the Privacy Commissioner for Personal Data, Hong Kong
being notified of the data breach?

If yes, please provide the date and details of each notification given.
() ACTIONS TAKEN/WILL BE TAKEN TO CONTAIN THE BREACH

Brief description of actions taken to contain the breach

Please evaluate the effectiveness of the abovementioned actions
taken

Brief description of actions that will be taken to contain the breach

{IV) RISK OF HARM

Please assess the potential harm to data subjects caused by the data
breach and the extent of it

(V) DATA BREACH NOTIFICATIONS TO DATA SUBJECTS AFFECTED

Dates and details of the data breach notifications issued to data
subjects affected by the breach

If no data breach notification is issued/will be issued, please state the
consideration

72
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Sample — Data Breach Information Sheet

(V1) INVESTIGATION RESULTS

Cause(s) of the breach
(VII) POST-INCIDENT REVIEW (To be completed by the Data Protection Officer)

Recommended improvement measures and the respective

implementation date

Date to review the effectivenass of the abovementionaed improvement
measures

Completed by Reviewed by
(Departmental Coordinator) (Data Protection Officer)
Signature Signature

MName Mame

Post Post

Date Date

BREAERLEBEELE
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Programme Controls: 2.6) Data Processor Management

Data processor:
“a person who
(a) processes personal data on behalf of another person; and
(b) does not process the data for any of the person’s own purposes”
Must adopt contractual or any other means to prevent:

— personal data transferred to the data processor from being kept longer than is
necessary for processing of the data (DPP2(3))

— unauthorised or accidental access, processing, erasure, loss or use of the data
transferred to the data processor for processing (DPP4(2))

A data users is liable to the act and practice of its data processor (S.65(2))

PCPD’s Information leaflet: Outsourcing the Processing of Personal Data to Data Processors
https://www.pcpd.org.hk//english/resources_centre/publications/files/dataprocessors_e.pdf

EEP BREAERLEBEELE
Privacy Commissioner
gm for Personal Data, Hong Kong
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https://www.pcpd.org.hk/english/resources_centre/publications/files/dataprocessors_e.pdf

Programme Controls: 2.6) Data Processor Management

Does the organisation have actual need to engage a data processor?

(res

Adopt contractual or Conduct annual review
Pass only the minimum other means to protect to ensure that the
personal data to the data the personal data management of data P S
procassor antrusted to the data processor is adequate // N
processor'™ and comprehensive [ See p 59
—ail .
The types of obligations to be imposed on data processor include: Of the Best Practice
i ot Guide
imely returmn, = . .
Security measures destruction or Prohibition against sut:bmi;acgtinnst -
to be taken by the deletion of the other use and . 9
. to other service
data processor personal data no disclosure .
. providers
longer required
Measures to
B ensure contract Crganisation's Consequences
F:rl Il-.lhlanr? =4 staff's compliance right to audit for breach of
red ty with the agreed and inspect the contract
obligations 75
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Sample — Data Processor Review Checklist

Part Ac: Backgrouund imnformmaatiom

Bramnchs e partrmert

MNarme of data processor R J,,,%KV

Purposs of engaging the data processornr _ N

See p.60 of the Best

Part B: Reviewvw of the organisation"s management of data prnoces sors Practice Guide

Brief descriptiomn of parsonal data imwvobveaed

Date of engagaermant with the data processor

Do the contractual taernrms cowvwer the
organisation's right to audit and inspaect
howe the data processor handles and stores.
Ppersonal data?

=2 Do the contractual tarnrms cowver the data
Pprocassor's abligation to report imrmeaediataely
To the organisation for any signs o’
abmnormalities., security breacheas or loss of
Prersonal data?

2 Do the contractual ternrms cower the
pronibiticon agalnst any use or disclosure of
The parsonal data by the data processor for
a purpose othar than the purposs for wihlch
The parsonal data is entrustaed o It by the
organisaticorn?

(e8] Do thhe contractual ternrms cowver the limitatior
on sub-contracting the saervics that it is
engaged o prowide?

[E=2] Do the contractual ternrms cowvwer the tinmehy:
return,. destruction or delastion of paersomal

BREAERDLREELE
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Sample — Data Processor Review Checklist

(6) Do the contractual terms cover the data
processor's cbligations to adopt sacurity
measuras fo protect the personal data
entrusted to it and to comply with the
COrdinance (plaase specily the sacurity
maasuras)?

(7} Do the contractual terms cowver the
consequences for breach of the coniract?

(8] Is the Branch/Department satisfied that the
data procaesscor had followed the contractual
obligations in respect of personal data
protection? If "Yes®, please elaborate.

(9) If the answer to C8) abowve ia “MNo",
speacify the actioms taken by the Branchy
Departrment?

{(10) Has the Branch/Division parformed any audit
ard inspection on the data processor in the
past 35 months (including surprise wisit)? If
fthe answar is "Yes", pleass state:

10.1 the date of the audit and Inspection;

BREAERDLREELE

Privacy Commissioner
for Personal Data, Hong Kong




Sample — Data Processor Review Checklist

10.2 any imegularities identified, and
10.2  any remedial actions taken.

If the answer is "No®, please aexplain why
an auditfinspaction is not parformed.

(11}

I audit and inspection were performed on
the data processor this year, has the Branch/
Dapartment identified any imegularities?

If "Yeas", please state the details and the
improvemeant measuras taken by the data
proCessor.

(12}

Has there been any data breach incidents
caused by the data processor? If "Yes®,
please provide the cormesponding Data
Breach Information Sheet as attachment.

Completed by
(Departmental Coordinator)
Signature

Marme

Reviewead by
(Data Protection Officer)

Signature

Marme

Post

Date

BREAERDLREELE
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Programme Controls: 2.7) Communication

Communication should be:
» readily available to customers, employees and other stakeholders
« clear, comprehensive, concise and easily understandable

« not simply reiteration of the Ordinance F m
Information to be covered: CSam——

*  purpose of collection

* potential transferees

* retention period

» data security measures

* data subjects’ right to access and correction of data
» contact person for privacy-related issues

BREAERDLREELE
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Components of a PMP

3.1 Development of an Oversight 3.2 Assessment and Revision of

and Review Plan Programme Controls

BREAERDLREELE
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Ongoing Assessment and Revision
3.1) Develop an Oversight & Review Plan

» Developed by Data Protection Officer
« Endorsed by top management
« Cover-
— the implementation of all Programme Controls
— the review of all relevant policies and procedure
« Set out the assessment criteria and benchmarks for each Programme Control
» Designate the officer(s) responsible for conducting the review
« Carried out periodically (may also include ad hoc and surprise checks)

BREAERLEEELE
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Ongoing Assessment and Revision
3.1) Develop an Oversight & Review Plan

« Examples of action points to be included in an Oversight & Review Plan:

review and update personal data inventory

review and revise relevant policies and procedures
review and revise the risk assessment tools

review and update training materials and training plan
review and revise data processor contracts

test check the compliance with policies and procedures
test check the compliance by data processors

drill in data breach handling

BREAERLEEEDE
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Sample — Oversight & Review Plan

| Owversight and rewview activities

Prepare the oversight and review plan -

Update personal data inventory ) See p 64
Review the organisation's data processor management / ' o 4
- of the Best Practice

Jan - Apr . A .
Conduct periodic risk assessment

Update training content and training plan \ Guide

yvYyvyy

C
Assess the effectiveness of all PMP programme controls,;u

May - Jul make corresponding amendments

Review and revise the PMP manual as well as other personal data

A - Oct
S < privacy policies and guidelines

Circulate the PMP manual as well as other policies and guidelines

ke related to personal data privacy to employees

Review the execution of the owversight and review plan, and

e prepare the plan for the next year

BREAERDLREELE
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Sample — PMP Review Document

Difficulties

Completed/ Date of last observed and

Mot review/S proposed
completed update mitigation
measures

(1) Update personal data inventory

Review of data processor
management

(=)

(3) Periodic risk assessments

Update training content and

() training plan

/.
. See to p.65

| o
(5) Review and revise the PMP \ of the Best Practice
manual, and other personal data GUIde g
privacy policies and guidelines \

(8) Circulate the PMP manual and
other personal data privacy
policies and guidelines to
employees

(¥) Review the data breach
handling mechanism 85
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Part |1 How to develop your own PMP
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Key Steps

) |
Structure Establlsh
the team the Plan Implement
(Whg) framework (hOW far) (Whe”)

ces (what)e
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1. Structure the team

Appoint a project lead (e.g. DPO) with sufficient privacy
knowledge and authority to manage the project and assess the
findings

Ensure oversight by the top management through the project
lead

Involve HR, risk management, internal audit, compliance and
I'T personnel if necessary

Seek outside privacy expertise If necessary

F PCPD.org.hk
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2. Establish the framework

Those developed by data protection authorities, e.g.:
* Hong Kong

 Best Practice Guide on Privacy Management Programme
« Canada

« Getting Accountability Right with a Privacy Management
Program

« Australia
° PI‘IV&C‘ Management Framework

N R3 BN
BEEAERLREREELE
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3. Plan

« Understand where you are, and decide where you want to be
(Gap Analysis)

« Determine what are essential (core) and what are desirable
(elective)

 Determine how to move from the current state to the desired
state, and the time frame

« Determine who will carry out the change

Source: http://www.pcpd.org.hk/privacyconference2014/files/9 neumann presentation.pdf

F PCPD.org.hk
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http://www.pcpd.org.hk/privacyconference2014/files/9_neumann_presentation.pdf
http://www.pcpd.org.hk/privacyconference2014/files/9_neumann_presentation.pdf

3. Plan: Core Activities

« Fundamental to the organisation for privacy and personal data management
» |dentified by the Data Protection Officer as being mandatory
« Vary from one organisation to another:

— Industry/sector (e.g.: banking; retail)

— Size of organisation (e.g.: MNC; SME)

— Mode of operation (e.g.: manual; computerised)

— Type of personal data (e.g.: contact information; financial information)

« Examples: Review and update privacy policy regularly; maintain regular training
and briefing to staff.

PCPD.org.hk
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3. Plan: Elective Activities

 Go beyond the minimum for compliance and risk
management

 Being elected to implement to further embed privacy
throughout the organisation ‘/
o Examples: PRIVACY

AWARENESS WEEK

— Hold an annual data privacy day/week

— Engage third party to conduct audit and assessment _« -
AUDIT <
P PCPD.org.hk



3. Plan: What to implement

* Implement the core activities only?
 Implement core and elective activities?

BREAERVESELE
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4. Implement

 Put the activities in place
— Allocate resources
— Communicate the plan
— Execute

Source:
http://www.pcpd.org.hk/privacyconference2014/files/9 neumann presentation.pdf

N 3 :
BREAERLEBEELE
9 .@. 0 Privacy Commissioner
gm for Personal Data, Hong Kong
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http://www.pcpd.org.hk/privacyconference2014/files/9_neumann_presentation.pdf
http://www.pcpd.org.hk/privacyconference2014/files/9_neumann_presentation.pdf
http://www.pcpd.org.hk/privacyconference2014/files/9_neumann_presentation.pdf

4. Implement: ongoing review

 PMP — Not a one-off project
 Require ongoing monitoring, assessment and

PCPD
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Contact Us

U Hotline 2827 2827

O Fax 2877 7026

O Website  www.pcpd.org.hk

d E-mail enquiry@pcpd.org.hk

‘ == = Address 1303, 13/F, Sunlight Tower,
= 748 Queen’s Road Kast.

Wanchai, HK

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence. In essence, you are free to share
and adapt this PowerPoint, as Iong as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.
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