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Hacking 
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Hacking 

Source: https://goo.gl/1Ru8wt 
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Loss of Storage Devices  
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Improper Settings 
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http://www.hongkongairlines.com/en_HK/special_news/detail?id=10005252537
http://hk.apple.nextmedia.com/news/first/20161229/19880155
http://orientaldaily.on.cc/cnt/news/20161229/00176_042.html


Emails Missent 
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Inadvertent Disclosure of Personal Data  

by Email 
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Privacy Management 

Programme (PMP) 
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https://www.pcpd.org.hk/pmp/index.html


Part I 

Part II 

What is Privacy Management Programme 

(PMP) 

How to develop your own PMP 

Agenda 
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Part I What is PMP 
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  Hong Kong – Privacy Management Programme 

Not a legal requirement 
 

Top-down business  
imperative 

Data protection policies & 
procedures in place 

A paradigm 
shift 

Initiated by the Hong Kong 
Privacy Commissioner 

Corporate governance 
responsibilities 

Privacy risk 
management 
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Compliance Approach 

• Passive  
• Reactive  
• Remedial  

• Problem-based  
• Handled by compliance team 

• Minimum legal requirement 
• Bottom-up  

Accountability Approach 

• Active  
• Proactive  
• Preventive  
• Based on customer expectation 
• Directed by top-management 
• Reputation building  
• Top-down  

Paradigm Shift 
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Guidelines on the 

Protection of Privacy 

and Transborder 

Flows of Personal Data 

Article 29 Data 

Protection  

Working Party 

Opinion 3/2010 on the 

Principle of 

Accountability 

PIPEDA 

Principle 1: 

Accountability 

OECD 

Revised 

Guidelines 

HK: Privacy 

Management 

Programme 

Best Practice 

Guide 

Australia: 

Privacy 

Management 

Framework 

EU: General 

Data Protection 

Regulation 

1980 2000     2010                      2013             2014      2015      2016 

Source: adopted from 

https://www.pcpd.org.hk/pmp/files/getting_to_accountability_01092015.pdf 

Accountability 

2005 

APEC Privacy 

Framework -  

Principle 9: 

Accountability 
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https://www.pcpd.org.hk/pmp/files/getting_to_accountability_01092015.pdf
https://www.pcpd.org.hk/pmp/files/getting_to_accountability_01092015.pdf
https://www.pcpd.org.hk/pmp/files/getting_to_accountability_01092015.pdf


https://www.pcpd.org.hk//english/resources_centre/publications/files/PMP_guide_e.pdf 

PMP: A Best Practice Guide 

A revised Best Practice Guide is issued in August 2018 14 

https://www.pcpd.org.hk/english/resources_centre/publications/files/PMP_guide_e.pdf


The Best Practice Guide does not… 

Provide a “one-size-

fits-all” solution 

Constitute a Code of 

Practice under s.12 of 

the Ordinance 

Impose 

prescriptive 

obligations 

Provide direct 

guidance for 

compliance with 

specific provisions 

of the Ordinance 
15 



The Benefits of implementing a PMP 
1. You understand how privacy and data protection fit in to your overall 

business strategy 

2. There is a clear understanding of what data is held, where it is and who 

has access to it 

3. You know how well you are protecting the data, and where you are not 

4. The risks introduced to the data by third parties are well understood and 

managed 

5. The data is being used for the purpose that you have committed to, and 

nothing more 

6. Minimise the risks of data breaches 

16 



Accountability-recognised 

globally as a key principle 

of data protection 

Why Privacy Management Programme 

17 



GDPR Accountability vs. PMP  
GDPR Requirements PMP Components 

Implement technical and organisational measure to 

ensure compliance [Art 24] 

Seven Programme Controls 

Maintain records of processing activities [Art 30] Programme Controls (a) & (b) – Personal Data 

Inventory & Policies 

 

Mandatory data breach notification [Arts 33-34] Programme Control (e)  – Breach Handling 

 

Adopt data protection by design and by default [Art 

25] 
Programme Control (c)  – Risk Assessment Tools 

Conduct data protection impact assessment [Art 35] 

Designate data protection officer  

[Art 37 - 39] 

Organisational Commitment (b) - Designate Data 

Protection Officer 
18 



Participation in the PMP  

19 



 
Consultancy Project on Implementation of 

PMP in Government 

 Consultant engaged to 

facilitate bureaux 

/departments to  

implement PMP 

 

Advice  

provided by the PCPD 

PMP 

Training 

     PMP Manual 
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PCPD’s PMP 

 

We will do the same  
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Components of a PMP  

22 



Components of a PMP 

Baseline Fundamentals 
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Organisational Commitment 

• Aim to foster a privacy respecting culture 

• Range from a governance structure to 

practical procedures, and means to ensure 

the procedures are followed 

24 



Organisational Commitment:   

1.1) Buy-in from the Top 

• Top management should: 

– endorse the PMP 

– appoint Data Protection Officer(s) (“DPO”)  

– allocate sufficient budget and manpower for 

implementation 

– actively engage in the review and assessment process 
25 



Organisational Commitment:  

1.2) Data Protection Officer/Office 
• Role 

– Establish and implement programme controls 

– Coordinate with other appropriate persons responsible for related 

disciplines and functions within the organisation 

– Be responsible for the ongoing assessment and revision of programme 

controls 

– Represent the organisation in the event of an enquiry, an inspection or 

an investigation by the Commissioner 

– Advocate personal data protection within the organisation itself 

 

26 



Organisational Commitment:  

1.2) Data Protection Officer/Office 

• Be a senior staff member 

• May or may not be a full-time job 

• May be supported by dedicated staff (Data Protection Office) 

• (for larger organisations) Ideal to have a data protection 

coordinator in each major department to assist the DPO in the 

implementation of the PMP  

• Large organisation VS. small organisation 
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Example - Data Protection Office 
 See p.39 of the 

Best Practice 

Guide 
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Organisational Commitment: 

1.3) Reporting 

• Clear line of reporting effectively reaches top management 

(e.g.: Board of Directors) 

• Assurance programme must be in place so that the day-to-day 

effectiveness and compliance issues can be reported 

• Effectiveness and compliance of the PMP is communicated to 

top management regularly 

29 



Example – Reporting Structure 

 See p.41 of the 

Best Practice 

Guide 

30 



Components of a PMP 

Baseline Fundamentals 

31 



Programme Controls 

• Similar to the concept of other internal control 

procedures (e.g., procurement, recruitment) 

• Assist organisations in bringing the principles and 

spirits of data protection into action 

• Ensure & demonstrate compliance with the 

Ordinance 
32 



Programme Controls:  

2.1) Personal Data Inventory 

 An organisation should 

• be clear about: 

– what kinds of personal data it holds  

– where the personal data is stored  

– why the personal data is collected 

– what are the limitations on the use of the personal data (e.g.: direct 

marketing) 

– what is the retention period  

• properly document the above 
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Programme Controls:  

2.1) Personal Data Inventory 

 An organisation should 

• Conduct Personal Data Inventory Review Exercise annually 

• Establish clear procedures for inventory updating 

 - time for updating 

 - persons-in-charge 

 - processes of updating and reviewing 

 - persons responsible for filing the inventory 
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   Name 

 Gender 

 Contact information  

 HKID Card copy 

 Salary 

 Job title 

 Medical benefits and MPF 

 Appraisal 

 

 

 Name 

 Contact information (address, phone 

number, email, etc.) 

 Purchase history 

 Voice recording of telephone calls 

     Etc. 

CUSTOMERS EMPLOYEES  

Programme Controls: 2.1) Personal Data Inventory 

What kinds of personal data do you hold? 

35 



Where the personal data 

is held? 

Held by data processors? 
 

Stored within the premises of the 

organisation? 

 

Location of the storage / 

computer server?  
 

Who is the owner (i.e. which 

department)? 

 

 

Programme Controls: 2.1) Personal Data Inventory 
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Programme Controls: 2.1) Personal Data Inventory 

Why the personal data is collected? 

Any use limitations? 

 Recruitment and HR management: 

 appointment 

 employment benefits 

 termination 

 performance appraisal 

 discipline 

 Administration 

 Tax 

 

 Provision of services 

 Marketing 

 Complaint/enquiries handling 

 Processing application 

 Open / Maintain / Terminate an account 

 Conduct customer survey / research and 

perform statistical analysis 

 Legal proceedings, including collecting 

overdue amounts 

CUSTOMERS EMPLOYEES  
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Programme Controls: 2.1) Personal Data Inventory 

Benefits 

• Decide the level of protection required for the data  

– e.g., higher security for sensitive data 

• Determine the permitted uses of the data 

– e.g., can it be disclosed to 3rd parties?  

• Facilitate compliance with data access requests 

• Facilitate the impact assessment and remedy for data breach 

 Alert: 

• The Ordinance contains stringent requirements on direct marketing. It is important to 

have proper documentation about data subjects’ consent to the use of their personal data 

for direct marketing purpose.  38 



Sample - Personal Data Inventory 

See  

p.44 of the Best 

Practice Guide  
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Sample - Personal Data Inventory 

40 



Data Protection Officer (DPO) 

• To maintain an up-to-date inventory record 

• Conduct Personal Data Inventory Review Exercise annually 

 Initiate the review exercise  

 Review and finalise the updated inventory submitted by Departmental 

Coordinator, seek clarification or further information when necessary 

 Ensure the updated personal data inventory covers all personal data held 

by organisation 

 File the updated inventory for record 

Programme Controls: 2.1) Personal Data Inventory 

41 



Departmental Coordinator (DC)  

• Update the inventory and keep track of retention period of personal data 

• Ensure all types of records containing personal data are included in the 

inventory 

• Identify any time-expired records during the review process 

• Submit the updated inventory for DPO review & consolidation 

• Ensure the justification and review the necessity of collecting personal 

information 

 

Programme Controls: 2.1) Personal Data Inventory 

42 



Programme Controls:  

2.2) Internal Policies on Personal Data Handling 

• Develop and document internal policies that address obligations under the 

Ordinance: 

– Policy for handling of customers’ personal data 

– Human resources management policy (include employee monitoring) 

– Policy for outsourcing 

– IT and data security policy 

– CCTV policy 

– Policy for handling data access request from law enforcements, etc. 

• Training or briefing to relevant employees 

• Update and re-circulate the policies regularly 
43 



Programme Controls:  

2.2) Internal Policies on Personal Data Handling 

Cover the Six Data Protection Principles 

44 

https://www.youtube.com/watch?v=86wYYT8173Q
https://www.youtube.com/watch?v=86wYYT8173Q


Example - Internal Policies on Personal Data Handling 

 
See  

p.45 of the 

Best Practice 

Guide 
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Example - Internal Policies on Personal Data Handling 
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Programme Controls:  

2.3) Risk Assessment Tools 

 
• Periodic Risk Assessment 

• Privacy Impact Assessment (PIA) 

47 



2.3.1 - Periodic Risk Assessment 
 

• To ensure organisation’s privacy policies and 

practices comply with the Ordinance 

• To conduct annually 

48 



Step 1 

 

•DPO to inform DC to conduct periodic risk assessment and provide him/ her 

with the periodic risk assessment questionnaire 
 

Step 2  
• DCs to submit the completed periodic risk assessment questionnaire to DPO  

Step 3 

•DPO to review the questionnaire 

•If any non-compliant issue was found, DPO should inform relevant DC and 

obtain further information 

Step 4 
• DC to draw up mitigation measures for all identified risks in consultation 

with DPO to rectify the non-compliant areas 

Step 5  

 

• DPO to file the signed periodic risk assessment questionnaire for record 
 

2.3.1 - Periodic Risk Assessment 
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Sample - Periodic Risk Assessment Questionnaire 
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Sample - Periodic Risk Assessment Questionnaire 
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Sample - Periodic Risk Assessment Questionnaire 
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Sample - Periodic Risk Assessment Questionnaire 
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2.3.2 - Privacy Impact Assessment 

• Before introducing any new personal data process 

• Before any material change to the data user’s 

existing personal data process 

• Where there is material change to regulatory 

requirements relating to personal data 

• Periodically 

When to conduct? 

54 



2.3.2 - Privacy Impact Assessment 

• Collection of new types of personal data (due to new services or 

products) 

• Significant changes in the way personal data is used or disclosed 

(prescribed consent needed?) 

• Significant change to the access right of a system containing 

personal data 

• Outsourcing of data processing (include data storage) 

• Outsourcing of IT management, etc. 

Material change? 

55 



An organisation should 

• Develop internal policy to set out: 

– when Privacy Impact Assessment is required 

– what need to be done in the assessment 

– who are responsible for conducting and reviewing the 

assessment 

• Upload the content of PIA on the organisation’s website to enhance 

transparency 

2.3.2 - Privacy Impact Assessment 

56 



2.3.2 - Privacy Impact Assessment 

Information Leaflet on Privacy Impact 

Assessment issued by the PCPD 

57 



• Evaluate a proposal in term of its impact upon personal data privacy  

Privacy Impact Assessment 

• Avoid or minimise adverse impact 

Objective 

• Data processing cycle analysis 

• Privacy risks analysis (with ref. to the six Data Protection Principles) 

• Avoiding or mitigating privacy risks 

• Reporting and independent review 

Generally include: 

2.3.2 - Privacy Impact Assessment 

58 



Sample – PIA Questionnaire 

See p.49 to  

53 of the Best Practice 

Guide 
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Sample – PIA Questionnaire 
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Sample – PIA Questionnaire 

61 



Sample – PIA Questionnaire 

62 



Points to Note on DPP 5 

 

If there is a need to update the Privacy Policy, the 

responsible officer should inform the DPO so that he 

can: 

 

 make necessary amendments to the Privacy Policy  

 upload the updated version onto the organisation's 

website 

Sample – PIA Questionnaire 
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Sample – PIA Questionnaire 

64 



2.3.2 - Privacy Impact Assessment 

• Information Commissioner’s Office (UK) – Conducting privacy impact assessments code of practice (February 

2014) 

https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf 

• Office of the Australian Information Commissioner – Guide to undertaking privacy impact assessments (May 

2014) 

https://www.oaic.gov.au/resources/agencies-and-organisations/guides/guide-to-undertaking-privacy-impact-

assessments.pdf 

• Privacy Commissioner (NZ) – Privacy Impact Assessment Toolkit (July 2015) 

https://www.privacy.org.nz/news-and-publications/guidance-resources/privacy-impact-assessment/ 

• PCPD’s Information Leaflet – Privacy Impact Assessments (October 2015) 

https://www.pcpd.org.hk//english/resources_centre/publications/files/InfoLeaflet_PIA_ENG_web.pdf 

• EU Article 29 Working Party – Guidelines on Data Protection Impact Assessment (DPIA) and determining 

whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679 (April 2017) 

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083 

 

 

 

Resources 
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Programme Controls:  

2.4) Training and Education 

• Tailored to specific needs of relevant employees (i.e. those handling 

personal data) 

• Be given to new employees in its induction programme and periodically 

thereafter 

• Cover organisation’s policies and procedures  

• Be delivered in an appropriate and effective manner 

• Circulate essential information to relevant employees as soon as practical if 

an urgent need arises 

• Monitor and keep records for attendance  66 



Example – Training and Education Activities 

67 



Programme Controls: 2.5) Breach Handling 

Source: https://goo.gl/1Ru8wt 
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http://hk.apple.nextmedia.com/news/first/20161229/19880155


Programme Controls: 2.5) Breach Handling 

Steps to be taken when handling data breaches 

Please consider to perform Steps  
3, 4 and 5 together  

69 



Programme Controls: 2.5) Breach Handling 

• Breach handling and notification procedure in place 

 Set out procedures and designate officer(s) to manage data breaches 

PCPD’s Guidance on Data Breach Handling and the Giving of Breach Notifications (Revised in October 2015) 

https://www.pcpd.org.hk//english/resources_centre/publications/files/DataBreachHandling2015_e.pdf 

Information 
gathering 

Containment Assessment Notification 

• When occur? 

• Where occur?  

• How is it detected? 

• What is the cause? 

• How many people 
affected? 

• No. of data subjects 
affected 

• Kind of personal data 
affected 

• Data encrypted? 

• Potential harms? 

• Isolated incident? 

• Effective mitigation / 
remedial measures  

   taken? 

• the affected data subjects? 

• the law enforcement agencies? 

• the Privacy Commissioner? 

• other relevant regulators? 

• such other parties who may be 
able to take remedial actions to 
protect the personal data 
privacy and the interest of the 
data subjects affected?  

• Stop the system  

• Change users’ passwords and 
system configurations 

• Consider whether technical 
advice or assistance be 
immediately sought to remedy 
system loopholes 

• Cease or change the access 
rights of individuals suspected 
to have committed / 
contributed to the breach 

 

70 

https://www.pcpd.org.hk/english/resources_centre/publications/files/DataBreachHandling2015_e.pdf


Sample – Data Breach Information Sheet 

See p.57 of the Best 

Practice Guide 
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Sample – Data Breach Information Sheet 
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Sample – Data Breach Information Sheet 
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Programme Controls: 2.6) Data Processor Management 

• Data processor: 

“a person who  

(a) processes personal data on behalf of another person; and  

(b) does not process the data for any of the person’s own purposes” 

• Must adopt contractual or any other means to prevent: 

– personal data transferred to the data processor from being kept longer than is 

necessary for processing of the data (DPP2(3)) 

– unauthorised or accidental access, processing, erasure, loss or use of the data 

transferred to the data processor for processing (DPP4(2)) 

• A data users is liable to the act and practice of its data processor (S.65(2)) 

 PCPD’s Information leaflet: Outsourcing the Processing of Personal Data to Data Processors 

https://www.pcpd.org.hk//english/resources_centre/publications/files/dataprocessors_e.pdf  
74 

https://www.pcpd.org.hk/english/resources_centre/publications/files/dataprocessors_e.pdf


 See p.59  

of the Best Practice 

Guide 

 

Programme Controls: 2.6) Data Processor Management 
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Sample – Data Processor Review Checklist 

See p.60 of the Best 

Practice Guide 
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Sample – Data Processor Review Checklist 
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Sample – Data Processor Review Checklist 
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Programme Controls: 2.7) Communication 

Communication should be:  

• readily available to customers, employees and other stakeholders 

• clear, comprehensive, concise and easily understandable  

• not simply reiteration of the Ordinance 

Information to be covered: 

• purpose of collection 

• potential transferees 

• retention period 

• data security measures 

• data subjects’ right to access and correction of data  

• contact person for privacy-related issues 
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Components of a PMP 

80 



Ongoing Assessment and Revision 

3.1) Develop an Oversight & Review Plan 

• Developed by Data Protection Officer 

• Endorsed by top management 

• Cover-  

– the implementation of all Programme Controls 

– the review of all relevant policies and procedure 

• Set out the assessment criteria and benchmarks for each Programme Control 

• Designate the officer(s) responsible for conducting the review 

• Carried out periodically (may also include ad hoc and surprise checks)  

81 



• Examples of action points to be included in an Oversight & Review Plan: 

– review and update personal data inventory 

– review and revise relevant policies and procedures 

– review and revise the risk assessment tools 

– review and update training materials and training plan 

– review and revise data processor contracts 

– test check the compliance with policies and procedures 

– test check the compliance by data processors 

– drill in data breach handling 

 

Ongoing Assessment and Revision 

3.1) Develop an Oversight & Review Plan 

82 



See p.64  

of the Best Practice 

Guide 

 

Sample – Oversight & Review Plan 
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Backward looking (on compliance): 

• How well has everyone adhered to the Programme Controls? 

• Are the Programme Controls realistically achievable? 

• Have the Programme Controls achieved their objectives? 
 

Forward looking (on effectiveness): 

• How to address the compliance issues (if any)? 

• What are the areas of improvement? 

• What are the suggested changes? 

Review report should be signed-off by DPO and  

submitted to top management. 

Ongoing Assessment and Revision 

3.2)Assess & Revise Programme Controls 
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Sample – PMP Review Document 

 

See to p.65  

of the Best Practice 

Guide 
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Part II How to develop your own PMP 

86 



 Structure 

the team 

(who) 

  

Establish 

the 

framework 

(what) 

 Implement 

(when) 

Plan 

 (how far) 

Key Steps 
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1. Structure the team 

• Appoint a project lead (e.g. DPO) with sufficient privacy 

knowledge and authority to manage the project and assess the 

findings 

• Ensure oversight by the top management through the project 

lead 

• Involve HR, risk management, internal audit, compliance and 

IT personnel if necessary 

• Seek outside privacy expertise if necessary 
88 



2. Establish the framework 

Those developed by data protection authorities, e.g.: 

• Hong Kong 

• Best Practice Guide on Privacy Management Programme 

• Canada 

• Getting Accountability Right with a Privacy  Management 

Program 

• Australia 

• Privacy Management Framework 89 



3. Plan 

• Understand where you are, and decide where you want to be 

(Gap Analysis) 

• Determine what are essential (core) and what are desirable 

(elective) 

• Determine how to move from the current state to the desired 

state, and the time frame 

• Determine who will carry out the change 
Source: http://www.pcpd.org.hk/privacyconference2014/files/9_neumann_presentation.pdf 

90 

http://www.pcpd.org.hk/privacyconference2014/files/9_neumann_presentation.pdf
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3. Plan: Core Activities 

• Fundamental to the organisation for privacy and personal data management 

• Identified by the Data Protection Officer as being mandatory 

• Vary from one organisation to another: 

– Industry/sector (e.g.: banking; retail) 

– Size of organisation (e.g.: MNC; SME) 

– Mode of operation (e.g.: manual; computerised)  

– Type of personal data (e.g.: contact information; financial information) 

• Examples: Review and update privacy policy regularly; maintain regular training 

and briefing to staff. 
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3. Plan: Elective Activities 

 
• Go beyond the minimum for compliance and risk 

management 

• Being elected to implement to further embed privacy 

throughout the organisation 

• Examples: 

– Hold an annual data privacy day/week 

– Engage third party to conduct audit and assessment 
92 



3. Plan: What to implement 

 
• Implement the core activities only? 

• Implement core and elective activities? 
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4. Implement 

Source: 
http://www.pcpd.org.hk/privacyconference2014/files/9_neumann_presentation.pdf 

• Put the activities in place  

– Allocate resources 

– Communicate the plan 

– Execute 
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4. Implement: ongoing review 

• PMP – Not a one-off project 

• Require ongoing monitoring, assessment and 

revision in order to stay effective and relevant 
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Contact Us 
Hotline 2827 2827 

 Fax       2877 7026 

Website  www.pcpd.org.hk 

 E-mail enquiry@pcpd.org.hk 

 Address 1303, 13/F, Sunlight Tower,  

                        248 Queen’s Road East,  

  Wanchai, HK 

Copyright 

 

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence.  In essence, you are free to share 

and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.   

For details, please visit creativecommons.org/licenses/by/4.0. 
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