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Privacy Management Programme

» Corporate Governance
s+ Established company policies on various aspects:

= Personal Data

e = Customer Protection
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low Do We Respond?

» Corporate Governance
s+ Established company policies on various aspects:

= Incident Handling

= Customer Complaint Handling
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How Do We Respond?

» System Controls and Design

\/

¢ Segregation of duties and
dual control in extraction of
personal data and
destruction

“ Encryption of data

*» Data leakage prevention
System

s Self-assessments / external
reviews
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How Do We Respond?

» Staff Education and Awareness

** Regular mandatory training
“* New staff orientation

“  Weekly/monthly briefings
and meetings

* Tailor-made training
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How Do We Respond?

» Embedding Personal Data Privacy In
Product/Service Development
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» Privacy Impact Assessment

Customer Protection Impact Assessment
Risk Assessment

Privacy Compliance Audit
Self-Assessment by Internal Audit
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How Do We Respond?

» Building Partnerships with Regulators and

Stakeholders

* Regular and ad hoc meetings with regulators

» Membership programmes to foster close rapport with users

s Attending seminars to acquire most updated information

» Explore using new forms of customer communications and
video clippings to educate customers

» Multiple customer feedback channels e.g. IVRS, hotlines, fax,
emails, website contact us form and letters
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Example:- Sharing of Roadshow

» High risk of data breach in roadshow, e.g. loss/missing of

application form
OCL developed an in-house mobile App to capture the image of AAVS application

form onsite and fax the application to Bank through the system

All images are encrypted

AAVS application will be sent out
Customer apply for AAVS and via OCL mobile app system to bank
register for promotion on-site



Roadshows — procedure

Customers apply for AAVS and register for
promotion on-site

Promoters and customers review the registration
summary and application image together to ensure
information is correct and image(s) is clear
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Octopus AAVS Roadshows - Set-up

Acrylic box with lock to ensure the Lock wire set-up to ensure the box is Message to remind promoters return the
tablet is attached with the box attached with the table application form to customers after registration

Message to remind customers to keep their
applications after registration




Quality checking

TIRNEE
$=4 1BE Step 3: Summary
SRR Financial Institution i##T8847 Standard Chartered Bank (Hong Kong) Limited
#MbRSER Location Code Kin Bay
HMAR/IR  Promoter Code PC1001
HERRR Promotion Code AAVS2014
BERN Coupon No.
PIHEA/RERENRERS &
Apply for Personalised Octopus and AAVS No
BAZ/\RiE RS 88765432 (1)
Applicant's Octopus No 87654321
LR/ MRBXZEA/\EERANE 0 60«
No. of Relatives/Friends Personalised Octopus \
Applicants ‘o\
(BT EABERERS 50
Contact No. of Principal Credit Cardholder

.

Summary to confirm

Promoter and customer can review the registration summary and application image together to ensure
information is correct and image(s) is clear.




Terms and Conditions and (PICS)
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Terms and Conditions and (PICS)
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