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Disclaimer

The contents herein are for general reference only. It does not
provide an exhaustive guide to the application of or the
compliance with the Personal Data (Privacy) Ordinance (“the
Ordinance”). For a complete and definitive statement of law, direct
reference should be made to the Ordinance itself. The Privacy
Commissioner for Personal Data (“the Commissioner”) makes no
express or implied warranties of accuracy or fitness for a particular
purpose or use with respect to the information here. The contents
herein will not affect the exercise of the functions and power
conferred to the Commissioner under the Ordinance.
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Developing Mobile Apps with Privacy Protection in Mind
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Developing Mobile Apps with Privacy Protection in Mind

e Background

e Data Protection Principles in apps development

e Best Practice on designing and programming privacy-
friendly mobile apps

e Brief Introduction to the use of personal data obtained
from the public domain
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Developing Mobile Apps with Privacy Protection in Mind

The way we were...
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F Survey on the top 60 mobile apps

Survey of 30 Android and 30 iPhone apps in May 2013 IEE @ =

e 40% (24 apps) did not provide privacy policy (not in apps,
not in website);

e 60% (36 apps) provided privacy policy in their website (not
in apps)

— 14 of the apps did not provide any link to the
developers’ site (we had to guess the website
addresses)

— Only policies of 2 to 3 apps were specific to mobile

— 4 of the apps had readability issues
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Developing Mobile Apps with Privacy Protection in Mind

Do you want to be featured in the news?
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For this reason?
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Or this reason?

CNET :» New

IOS app collects users' calendar data ’md
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mobile security researchers discove
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Or this reason?

LinkedIn’s new Intro app is a nightmare for
email security and privacy, say researchers

S

\

October 26, 2013 10:08 AM 202 474 0 175 4 10
Ricardo Bilton
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Developing Mobile Apps with Privacy Protection in Mind

Why are app users in the dark or have no control?
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Candy Crush Saga
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The "all-or-nothing " Android approach

Caliell?  Candy Crush Saga

P

App permissions

Candy Crush Saga needs access to a
permissions (marked a

System tools

NEW: Prevent phone from sleéeping

Network communication

Full network access

Hide

E EDITORS' CHOICE

Network communication

\EW: Receive dat

R +1 4M people +1'd this

3 irom internet

Google Play billing service, view WiFi Rate this app
connections, view network connections

A VAA,
) ;' 11
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Your accounts
NEW: Find accounts on the device
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The "selective-control" iOS approach
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The "selective-control" iOS approach
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Developing Mobile Apps with Privacy Protection in Mind

Would you use these apps?
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Would you use this app?

Toy Light LED : Flashlig

BLUEPLAY CO., LTD
App permissions

Toy Light LED : Flashlight needs access to:

System tools

Prevent phone from sleeping

Hardware controls

Take pictures and videos

Metwork communication

Full network access

Phone calls

Read phone status ang
Description our personal information
Add or modify calendar events and
emaills to« 31
read calendar events plus confidentiz
it's cute, but the best performance! information

Free application ‘Toy Light' is a cute flash LED |

It's small, but the best function!

Toy Light LED 16
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Would you use this app?

Retro Camera
URBIAN

App permissions
Retro Camera needs acces

Storage

Modify or delete the conte

Your location

Approxamate (network-base

Description

With Retro Camera you'll take delicious old-sche

pics your friends will droel over. 5 cameras, 5

Your personal information

vintage vignetting, film scratch, black and wh ad 2all Iog TarTs

cross processing effects for that off-the-hip an®

look. Inspired by the Lomo, Holga, Polaroid, Diana, the aa all
toy cameras and Mipstamatic. Instant Nostalgia now
free
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App permissions

Koi Free Live Wallpaper does not

require any special permissions.

* TOP DEVELOPER
Description

Watch Kot happily explore |
and beautiful backgrounds

better than the real thing!

interactive water that suppi

Road East,

248 Queen’s

Fax (B52) 2877 7026

riEmT R E24088 128 12/F,
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Description

Wallpapers

Watlpapers

New Wallpapers adde

If you are a user, which of these apps would you install?

[ael Saving screenshot

App permissions

All Free Wallpapers ne

Storage

System tools
Your location
Phone calls

Network communication

Your personal information
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Office of the Privacy Commissioner
for Personal Data, Hong Kong



lael Saving screenshot

App permissions

Secure Note need

App permissions

ser Secure Note Pad needs Storage

Network communication

Full networ Phone calls
Hide =" ‘

Network communication

etwork

Hide

Onng¢

Development tools
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Which of these apps would you install?

App permissions
8]

Secure Notes need

Storage

Hide

Development tools
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Developing Mobile Apps with Privacy Protection in Mind

What are the basic data protection principles?
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http://www.suffolk.police.uk/aboutus/yourrighttoinformation/dataprotection.aspx

Data Protection Principles

1. Informed e Purpose Specification and Collection
Consent Limitation
@ e Data Quality and Retention Principle
Asia-Pacific
Economic Cooperation

e Use Limitation Principle

@/ / 2. Protection e Security Safeguard Principle
OECD

3. Transparency ®* Openness Principle

e Individual Participation Principle
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Personal Data Definition

Any data:

1. relating directly or indirectly to a living individual;

2. from which it is practicable for the identity of the individual
to be directly or indirectly ascertained ; and

3. In a form in which access to or processing of the data is

practicable. Are these personal data?

a) Email address
b) Locations
c) IMEI
d) Account names

e) Call logs 22
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Collection

Data Flow and Data Protection Principles (DPPs*)

*http://www.pcpd.org.hk/english/ordinance/ordglancel.html#dataprotect

Personal Data Flow

Retention/
Erasure

Storage, Use or Processing

IT System

- Y - \
DPP 1 - Collection _ -
—~ DPP 2 — Accuracy and
DPP 3 — Use retention

\ /

—_—

DPP 4 — Security

DPP 5 — Transparency
DPP 6 — Rights of access and correction 23
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The Six Data Protection Principles

Purpose and Manner of Collection

— Collection must be directly related to purposes, lawful, fair, necessary and adequate;

— Inform data subject of purposes, class of transferee, consequence of not providing the
data, and rights to access and correction

Accuracy and Duration of Retention
— Data should only be used if it is considered accurate
— Data should not be kept longer than necessary (including by contractors)

Use of Personal Data
— Data should only be used for the original purpose except consent is obtained

Security of Personal Data
— Appropriate security measures to be applied (including by contractors)

Information to be Generally Available
— Transparency of personal data policies and practices

Access to Personal Data
— Ensure rights of data subjects for access and correction of personal data
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http://www.flickr.com/photos/35667824@N06/3698061398/

Privacy by Design e
(RD

e —

Privacy by Design* is the philosophy of embedding privacy from the
outset into the design specifications of accountable business

processes, physical spaces, infrastructure and information

technologies
*http://privacybydesign.ca/
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The essence of Privacy by Design

A clever person solves problem,

a wise person avoids it.
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Privacy by Designh — when applying it to app development

* Is the access of the information necessary? == éﬁ
* If access is necessary, is there a clear/accessible privacylﬂ»i)'(l)’I’icy/nc’)tice?
* If access is necessary, is the uploading of the information necessary?
* If uploading is necessary, is the storage necessary?

* If access is necessary, is the sharing/transferal of the information
necessary?

* What other information is being collected/combined/associated?

* What safeguards (such as encryption and access controls) are in place to
the information accessed/transmitted/shared/kept?

* Can mobile user opt-out of any of these and erase accounts? 27
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Points to consider

* Always consider data in its totality:
— What are the implication (not just use) of the data
access/collection to individuals.
— Do you/can you combine information collected online/offline?

* Permission page is not privacy policy statement/notice.

* Make privacy policy statement/notice relevant (cover the usage
beyond the device level) and ‘at the fingertip’.

* Provide clear opt-out options and allow erasure of data collected.

* Privacy protection is not just a compliance issue. It is a business issue.
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Recommendations '\{‘(

*  Whether you think you are collecting personal data, you should consider
clearly state the following details prior to app installation

 what, when and why you are accessing the information

* whether the information would be collected, uploaded, stored and/or
shared

 what use you have (particularly any use beyond the mobile device)

e whether information will be combined with other information
(collected at the same time or by other means) for

* Tracking/profiling purpose

e advertising purpose 29
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Mobile Application Development

Technical considerations

e Use reliable software development tools (SDKs; libraries)

e Understand what access third-party tools (such as those from Flurry) will
have to mobile device data

e Use most granular/specific/least privileged calls you can
e Remember Confidentiality, Integrity and Accountability
e Be familiar with mobile-specific vulnerabilities/hacking techniques

* Perform code-review and software testing
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http://www.lebowtools.com/Hand_Tool_Set_781073

Examples

1551

The Good, the not-so-good and the ugly...
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The good

e Available before
installation

* (Nearly) single page
and simple language

* Specific to the type of
data accessed

 Explained use of data
‘beyond the phone’

e But-don’t copy this... 32
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App Hypothetical UPDATE
UNINSTALL
Application Permission Requirements:
BILLING: In-app Purchase requires this permission

GET_TASKS: When Function is enabled, information
on foreground task must be retrieved

READ_PHONE_STATE: This permission is required to
receive call state

App permissions
Network communication

Goaogle Play billing service, receive data from

Phone calls

Read phone status and identity

System tools

Modify system settings, prevent phone from

sleeping, retrieve running apps
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The "room for improvement" — PPS transparency

BILLING description matches
with permission sought

Difficult for users to match
GET _TASKS to the permission

READ_PHONE_STATUS does
not explain anything

Concentrate on permission
and neglected business
purposes

No explanation on advertising
arrangement 33
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Saving screenshot

Storage
Modify/delete USB storage contents >

System tools
Prevent phone from sleeping, retrieve running
applications )

Metwork communication

Full Internet access >

Seeall ~
FE R AR 28 12/F, 248 Queen’s Road East,
Wanchai, Hong Kong 65 Tel (852) 2827 2827 1L Fax (B52) 2877 7026

E# Email enquiry@ popd.org.hk #it Website www.pcpd.org.hk

The "room for improvement" — use specific functions

Prevent phone from sleeping

Allows an application to prevent the
phone from going to sleep.

Retrieve running applications

Allows application to retrieve
information about currently and
recently running tasks. May allow
malicious applications to discover
private information about other
applications.

34
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The "room for improvement" — use specific functions

@ Saving screenshot

Prevent phone from sleeping

Storage e

Modify/delete USB storage contents 3 Allows an application to prevent the
phone from going to sleep.

System tools oK

Prevent phone from sleeping 3

Your location

Coarse (network-based) location, fine (GPS)
location 3

Services that cost you money
Directly call phone numbers 3

35
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B3 Apps

y <
i‘

6:13rm

al F

«, Angry Birds

Accept & download

Storage

Modify/delete SD card contents >

Phone calls

Read phone state and identity >

Network communication

Full Internet access >
Your location
Coarse (network-based) location >

I'L:ﬁ -'si.:- = II'

Wanchai, Hong Kong

&

¥ Email enguiry@ pcpd.org.hk #1

R 24R8E 128 12/F, 248 Queen's Road East,
03 Tel (852) 2827 2827 W11 Fax (852) 2877 7026

Website www.pcpd.org.hk

Access Discrepancy — Android vs iOS

‘No SIM 15:07 100% ==t

settings Location Services

approximate location.

Camera

Dictation
Facebook
Maps

MTR Mobile
MyObservatory

Next Train

AAAARAA

Weather

virala lInsatinn candeas imer wrill
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Access creep "by the back door"?

APP permissions

Computing...

System tools

Launch by default

No defaults sat Network communication

Hide
Network communication

MNetwork communication

Your accounts
Hide

e Network communication

37
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What "Find accounts on device" can do...

! el 0 9 K3 2y 48 d3s% g 09:47

@ Settings

Accounts

g Find accounts on the device

Dropbox 1. itainnoteii@gmail.com (google.com)
2. magchu.may@gmail.com (google.com)

3. magchu.may@gmail.com (login.auth.facebook
com)

4. 85253336069 (whatsapp.com)

5. Sync Tango friends (account.production.sgiggle
com)

s

6. dontcallmeandiwillcallyou (sync.contacts.skype.
com)

7. Winnie Pooh (account. mm.tencent.com)

T
® wecChat

8. happymoment0618 (account.share.client. mobile
yahoo.com)
{9 WhatsApp

9. maylee0618@hotmail.com (eas.Z7.outlook.com)

Vahnand
B vahoo! 10. happymoment0618@yahoo.com.hk (account
android.dropbox.com) 38
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The ugly

* Nothing...
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Privacy and Mobile Apps Development

Please check out the “what mobile apps developers and their clients
should know” leaflet

http://www.pcpd.org.hk/english/publications/files/apps_delvelopers_e.pdf
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Privacy and Transparency

ation
. rsonal Inform
Please check O-Ut tStatement and Privacy Policy

Collection

pu p . p d
L] pd. g
//
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Guidance on Preparing
Persona| lnformatmn C
Privat:y Policy Statemen

lntroductinn Dpp3 "equires 3 gagy USer to take 4y rfeasonahj|
This Guidance Note serves ag 4 Beneral  practicapje steps g ENsure thar , Person c3n
reference for daty users whe Preparin ascertain jg Policies apg Practices jp, relation
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We have only covered a small area




Mobile App Development with Security and
Data Privacy in Mind
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