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Smart Use of Portable Storage Devices
and Data Breach Handling
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Recent Incidents
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30 March 2017
Dear Sir/Madam,

Theft of N k Com
f the Registration El ffi

On 27 March 2017, ie. the day following the 2017 Chief Executive Election, the
Registration and Electoral Office (REO) found that two notebook computers stored inside a
locked room in the AsiaWorld-Expo in Chek Lap Kok, the fallback site of the election, were
suspected to be stolen. One computer contains the names of Election Committee members
without other personal particulars. As the relevant names have already been promulgated
through public platforms, there is no risk of data leakage. The other computer contains the
names, addresses and Hong Kong Identity Card numbers of about 3.78 million Geographical
Constituencies electors in the 2016 Final Register. All the information has been encrypted in
accordance with the relevant security requirements and is protected by multiple encryptions
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Gov't admits it lost 2 computers
EL R @l containing details of 46 people

HIEFEAMERES 5405 AEk SR L

The Hong Kong government has admitted that it lost two tablet computers containing the
details of 12 households — 46 people — during last summer’s census.

The Census and Statistics Department reported the missing devices to the police last summer.
But it only revealed the matter to local media on Tuesday night, days after the Registration and
Electoral Office announced that it lost two laptops containing the personal information of all
registered voters.

WQJP,W-@:@; =4
w fﬁ,ﬁf' 3 ’l n\\

source: https:

EEBARRLRBESNE

Privacy Commissioner
for Personal Data, Hong Kong




Examples of Portable Storage Devices (PSDs)
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The Six Data Protection Principles (DPPs)

P B2 Rk s | PCPD.org.hk

Data Protection
Principles

¢
Wl H iy & )5 A& Collection Purpose & Means BRI Security ﬁ I
SEPHLIRS MELfr 0 ¥ 6L, - MORALAILANEN »  Persomal data must be collected in 8 lawlal and b way, for 2 PSR W PO 7O UROLATERL SRR A data user needs to take practical steps to safeguind pemcmal
35 [ O M L e T T - purpase directly related to 3 function/activity of the data user A LR - Y - B - el - daia from unsuthoied or accdental acoew, procewsing,
B E AR B I R A eI A Ry E Al practicable sieps shall be Laken Lo notily the data subjects of e, foas o e,
. . the purpose of data callection, and the dasses of pesars to
:ﬂzm:'::!“fﬁﬁ::;l;ﬂﬂ whom the dats may be trarsfermed, —
el : Tista caliecied should be necessary fut ot excesve, =
W Openness E
- y - i BRESAELREREAAER AR S A dats user st sake nown 1o the publie its perosal dats
e A7 A PR Accuracy €t Retention U I AR - polkcis and proctics, types of prscral data & helds and how
™ ® the data & weed,
B EL L SR W A S A P MR Persanal data is securate and is mot kept for a period longer than
e [ L T I o RO - is recessary to Tulhill the purpose Tor whick it is used,
18 % U iF Data Access £t Correction
{1 Use I HNEFANEERSRAMATR ; ERUGEMEAT A duts wbject mnt be gurn scoew to b prrorsl dats aed 1o
el R Frake comrriom. where (b data s w3,
A5 PR PR P 0 A ) L PR ORI LAY+ Pemsanal data & wsed for the purpose for which the data i
e P 58] R A0 M 0 ) R - collected or for a directly welated purposs, urless valuntary and
eplicit consent is ohtaived from the dats sulject. oMo ERLENNLR
Bk o 1k Frivacy Demmbdanr
Tar Ferians] Tats, Hang Kanyg

ERBARHLBESAE

Privacy Commissioner
for Personal Data, Hong Kong




Data Protection Principle 4
Data Security Principle

e practicable steps to ensure no unauthorised
or accidental access, processing, erasure, loss,
use and transfer

e data users should take steps to manage the
security risks associated with the use of PSDs
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Smart Use of PSDs
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Smart Use of PSDs

What should policy include?
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Smart Use of PSDs

Avoidance of Risks
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Smart Use of PSDs

Prevention of Unauthorised Access
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Smart Use of PSDs

Detection of Risks
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Smart Use of PSDs

Policy Management

Policy
Management
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Smart Use of PSDs

Technical Control

Erasure/
disposal/

reallocation

FREARSLRBERLE

Privacy Commissioner
for Personal Data, Hong Kong




*} - | [—
@ [
& X

A A VPR WA AR

Office of the Privacy Commissioner
for Personal Data, Hong Kong

Guidance
N C

Guidance on the Use of Portable Storage Devices

Intreduction

Portable storage devices ("PSDs”) such as USB
flash memories or drives, notebook computers
or backup tapes provide a convenient means
to store and transfer personal data. However,
privacy could easily be compromised if the use
of these devices is not supported by adequate
data protection policy and practice.

This Guidance Mote seeks to assist
organisational data users in addressing the
personal data protection aspects of using PSDs.

What are PSDs?

In general, any device that is portable with
storage or memory and on which users can
store data is a PSD. P5Ds are not limited to
the obvious USB flash cards. They also include
ather types of device such as tablets/notebook
computers, mobile phones, smartphones,
personal digital assistants, portable hard drives,
backup tapes and optical discs such as DVDs.

Legal Requirement on Data Security

Data Protection Principle ("DPP") 4(1) in
Schedule 1 to the Personal Data (Privacy)
Ordinance (“the Ordinance”) requires a data
user to take all reasonably practicable steps to

ensure that personal data held by it is protected
against unauthorised or accidental access,
processing, erasure, loss or use having regard
to—

{a) the kind of data and the harm that could
result if any of those things should occur;

(b} the physical location where the data is
stored;

(c) any security measures incorporated
(whether by automated means or
otherwise) into any eqguipment in which
the data is stored;

(d} any measures taken for ensuring the
integrity, prudence and competence of
persons having access to the data; and

(e) any measures taken for ensuring the
secure transmission of the data.

Data users should, therefore, take steps to
manage the security risks associated with the
use of PSDs in order to comply with DPP4(1).

DPP4{2} further requires that if a data user
engages a data processor’, whether within or
outside Hong Kong, to process personal data
on the data user’s behalf, the data user must
adopt contractual or other means to prevent
unauthorised or accidental access, processing,
erasure, loss or use of the data transferred to
the data processor for processing.

' A“data processor” is a person who (a) processes personal data an behalf of anather person; and b does nat process the data for

any of the person's own purpases.

Guidanca on the Usa of Portable Storage Devices.
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Data Breach
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A data breach is generally
taken to be a suspected
breach of data security of
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Data Breach Handling

Collecting Information Immediately

Immediate gathering of essential information relating
to the breach including:

* When and where did the breach take place?

* How was the breach detected and by whom?

* What was the cause of the breach?

* What kind and extent of personal data was involved?
* How many data subjects were affected?

FREARSLRBERLE

Privacy Commissioner
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Data Breach Handling

Contacting the Interested Parties

& Adopting Containment Measures

Interested parties may include:

* The law enforcement agencies

* The relevant regulators (e.g. Privacy
Commissioner for Personal Data,
Hong Kong (the “Commissioner”))

* The Internet companies

* IT experts

Containment measures may include:

+ Stopping the system if the data breach is caused by a system failure

+ Changing the users’ passwords and system configurations to control access and use

* Considering whether technical assistance is needed to remedy the system loopholes
and / or stop the hacking

* Ceasing or changing the access rights of individuals suspected to have committed
or contributed to the data breach

* Notifying the relevant law enforcement agencies if criminal activities are or likely to
be committed

* Keeping the evidence of the data breach to facilitate investigation

* Directing the data processor to take immediate remedial measures and requesting it
to notify the data user of the progress, if applicable

FREARSLRBERLE

Privacy Commissioner
for Personal Data, Hong Kong




Data Breach Handling

Assessing the Harm

Assessing the potential harm caused
by a data breach, for examples:

* Threat to personal safety

* |dentity theft

* Financial loss

* Humiliation or loss of dignity, damage
to reputation or relationship

* Loss of business and
employment opportunities

FREEARRLEBESLE

Privacy Commissioner
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Data Breach Handling

-// Considering the Giving
——) of Notification

When real risk of harm is reasonably
foreseeable in a data breach, the data
user should consider:

* Notifying the affected data subjects
and the relevant parties

* The consequences for failing to
give notification

FREARSLRBERLE
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Data Breach Notification

(44 N

What is a data breach notification?

A data breach notification is a formal notification given by the
data user to the data subjects affected and the relevant parties
and regulators in a data breach.

While it is not a statutory requirement on data users to inform the
Office of the Privacy Commissioner for Personal Data, Hong Kong
about a data breach incident concerning the personal data held
by them, data users are nevertheless advised to do so as a
recommended practice for proper handling of such incident.

If a data user decides to report a data breach to
the Commissioner, the data user may complete
a Data Breach Notification Form and submit the
completed form to us online, by fax, in person
or by post.
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Lesson Learnt to Prevent Recurrence

)
~(~ improvement of security

\ ! i
~(v control of access rights

\ ! revision or promulgation of privacy policy and
~(~ practice

NS

:@1 effective detection of data breach

‘ = Strengthening of monitoring and supervision
{@- Provision of on-the-job training ESSON
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Guidance on Data Breach Handling
and the Giving of Breach Notifications
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Guidance on Data Breach Handling and
the Giving of Breach Notifications

Introduction

This guidance pose aims 1o assis data users in handling
data breaches, and 1o mitigate the loss and damage
caused 1o the data subjects concerned, particularly
whin sensitive personal data is nvolvd.

What is a data breach?

A data breach i generally taken to be a suspocted
hreach of data security of persanal data held by a data
user, expasing the data o the risk of unauthorised o
aceidenlal acoess, processing, erasure, loss o use.

» The loss of personal data kept in storage, 2.5
laptop compusers, LISE flash drives, portable
hard disks, backup tapes, paper files

> The improper handling of personal data, such

as impraper disposal, sending to the wrang

party or unauthorised access by an employes

A data user's database containing personal daky

heing hacked ar serased by oaitsiders witheut

avithoriation

> The diselosure of personal data 1o a third party
who obtained it by deception

> The leakage of data caused by the installation

A4

A data beeach may amount to a contravention of Data
Protection Principle 401) and (2) (“DPP2(1) and (27 in
Schedule 1 of the Personal Data {Privacy) Ordinance
{"the Owdinance”). DPPA(1) provides that a data user
shall take all rexsonably practicable steps o ensure
that the persanal data held by it is protected sgains
unauthorsed or sccidental access, processing, ensure,
loss oof use, having parthcular regard to the kind of the
data and the harm that could result if any of those
Ihingnhm[dmcur. DPPA(2) provides that if 3 data user
engages a data processor, whether within or outside
Huoig Kong, 1o process personal data on the dats uwser's
behalf, the data user must adopt contractisal of ather
means fo prevent unauthorised or accidental access,
processing, ersure, loss or use of the data iransferred
1o the data processor for processing,

How should a data breach
be handled?

Adata user shall take remedial actions 1o lessen the harm
or darnage that may be cavsed 1o the data subjects ina
data breach. The following acthen plan |s recommended
for a data user's consideration:

Step 1: Immediate gathering of exsential informatian
relating to the breach

Adata T sl
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information:

* Dt processor’ means 2 person whe processes peronal data on befalf of anather peron; and does ot process the data

fioe ity of Bhe person's cram purpedes,
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Data Breach Notification Form

. - - FRMATEHALBY LR
To: Privacy Commissioner for Personal Data, Hong Kong F OFfice of the Privacy e

for Personal Data, Hong Kong

Data Breach Notification Form

Notice

Motification of a data breach to the Privacy Comumissioner for Personal Data, Hong Kong (the *““Commissioner ™) by
the data user (see Nete I) is not a legal requirement  In deciding whesher or not to give this notification to the
‘Commissionsr, you should consider the “Guidance on Data Breach Handling and the Giving of Breach Notficarions™
issued by the Commissionsr. In most cases, it is advisable to give notifications to the dsts subject(s) (see Note 2)
affected by the breach.

ACTIONS TAKEN / WILL BE TAKEN TO CONTAIN THE BREACH (see Note 4)
Please set out details of any action: / measures taken or will be taken to mitizate and minimize the breach

PARTICULARS OF THE PERSON GIVING THIS NOTIFICATION (i.e. the data user)
Name:
Address:

‘mumber: Fax mumber:
Email address:

Where the person giving this notification is an organization, please provide the following information:

Contact persea
Name (*Mr/Ms. Miss):
i ip with the i ization (2.g. job tide):
mumber: Fax mumber:
Email address:
("Fleaze delete 23 appropriace}

FRISK OF HARM (see Note 3)
Is there a real risk of harm to any individual? (Pleass tick one of the following bexss) [J Yes [ Mo
Please explain below why there is / there is no real risk of such harm

DETAILS ABOUT THE DATA BREACH (see Nave 3):

ASSISTANCE AND ADVICE OFFERED TO INDIVIDUALS

Describe (i) what has been dome to inform the individual(s) affected by the breach; and (i) if their safety,
well-being or property is at risk s 3 result of the breach, what ha: been done or can be done to assist them in
avoiding / mitizating that risk or its s

NOTIFICATION TO OTHER BODIES | REGULATORS | LAW ENFORCEMENT AGENCIES
Please provide details if such notification has been given

Sig;mt'nre:-
Name:

Title:

EREARHLBERLE

Privacy Commissioner
for Personal Data, Hong Kong
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PMP - At a Glance

Part A: Baseline Fundamentals

1. Organisational Commitment

a) Buy-in from the Top b) Data Protection Officer/ Office c) Reporting

2. Programme Controls

a) Personal data inventory b) Policies c) Risk Assessment Tools

d) Training & Education e) Breach Handling f) Data Processor Management

g) Communication

Part B: Ongoing Assessment and Revision

1. Oversight & Review Plan

2. Assess & Revise Programme Controls where necessary

FREARHLBESNE

Privacy Commissioner
for Personal Data, Hong Kong
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