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Examples of Portable Storage Devices (PSDs) 



The Six Data Protection Principles (DPPs) 



Data Protection Principle 4  
Data Security Principle 

• practicable steps to ensure no unauthorised 

or accidental access, processing, erasure, loss, 

use and transfer 
 

• data users should take steps to manage the 
security risks associated with the use of PSDs 

     

  



Smart Use of PSDs 

POLICIES 

GUIDELINES 

PROCEDURES 



Avoidance of Risks 

Prevention of Unauthorised Access 

Detection of Risks 

What should policy include? 

Smart Use of PSDs 



Avoidance of Risks 

Smart Use of PSDs 

 ban the use of PSDs 

use internal identifies instead of HKID Card Number 

limit scope and detail of data 

devise policy 

erase data permanently before disposal  



Prevention of Unauthorised Access 

Smart Use of PSDs 

 encryption 

password management 

erase data securely 

access control 



Detection of Risks 

Smart Use of PSDs 

inventory checks/spot checks 

loss reporting 
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Policy Management 

Smart Use of PSDs 
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Technical Control 

Smart Use of PSDs 
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Guidance on the Use of Portable Storage Devices 
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Data Breach 



Data Breach Handling 



Data Breach Handling 
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Data Breach Handling 



Data Breach Notification 



  improvement of security 

control of access rights 

revision or promulgation of privacy policy and 
practice 

effective detection of data breach 

Strengthening of monitoring and supervision 

Provision of on-the-job training 

Lesson Learnt to Prevent Recurrence 



Guidance on Data Breach Handling                    
and the Giving of Breach Notifications 



Data Breach Notification Form 





PMP – At a Glance 

1. Oversight & Review Plan 

2. Assess & Revise Programme Controls where necessary  

1. Organisational Commitment 

a) Buy-in from the Top b) Data Protection Officer/ Office    c) Reporting 

2. Programme Controls 

a) Personal data inventory  b) Policies c) Risk Assessment Tools 

d) Training & Education e) Breach Handling f) Data Processor Management    

g) Communication 

Part B: Ongoing Assessment and Revision 

Part A: Baseline Fundamentals 






