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Personal Data (Privacy) Ordinance 

• single and comprehensive  
    legislation 
• covers the public  
    (government) and  
     private sectors 

• enforced by an independent  

    statutory regulatory body,  

    Privacy Commissioner for Personal Data 

• no extra-territorial jurisdiction 

• came into effect on 20 December 1996 

 



What is “Personal Data”?  
 

 

 

 

 

 

 

 

 

 

“Personal data” must fulfill the following three criteria: 

 

 

 

 

1. relating directly or indirectly to a living individual;      

2. from which it is practicable for the identity of the 

individual to be directly or indirectly ascertained; 

and 

3. in a form in which access to or processing of the 

data is practicable 
 

 

 



Eastweek Publisher Limited and Another v 
Privacy Commissioner for Personal Data 

 



Collection of personal data 

• Eastweek Publisher Limited and Another v Privacy 
Commissioner for Personal Data [2000] 2HKLRD83 

 A magazine took pictures of the complainant 
while walking in the street, and published her 
picture with unflattering comments on her style of 
dress 

Eastweek Publisher Limited and Another v 
Privacy Commissioner for Personal Data 



 “It is… of the essence of the required act of 
personal data collection that the data user must 
thereby be compiling information about an 
identified person or about a person whom the data 
user intends or seeks to identify.  The data 
collected must be an item of personal information 
attaching to the identified subject, … ” 

 If no collection of personal data, the data 
protection principles would not be engaged at all 

Eastweek Publisher Limited and Another v 
Privacy Commissioner for Personal Data 



Data Protection Principles 
(“DPPs”) 

• all persons who use 
personal data (data users) 
must comply with the six 
DPPs at the core of the 
PDPO 

• the six DPPs cover every 
item of personal data in the 
whole data cycle from 
collection, retention, use to 
destruction  



DPP1(1) 

• No collection unless 

(a) lawful purpose directly related to a 
function or activity of the data user 

(b) necessary for or directly related to that 
purpose 

(c) data adequate but not excessive 

DPP 1 – Purpose and manner of collection 



DPP 1 – Purpose and manner of collection 

Case sharing 1: Collection of offenders’ date of birth 
• complainant committed an alleged fixed penalty 

offence 
• complained that the government officer had 

collected his date of birth (DOB) 
• DOB was used for calculating the age of the offender 
• collection of age would be sufficient 
• contravention of DPP1(1) 
• ceased the practice and deleted DOB previously 

collected 
 



DPP 1 – Purpose and manner of collection 

Case sharing 2: Collection of identification document  

number from non-account holder  

• complainant (a non-account holder) went to a bank 

to change his HK$500 note into five HK$100 notes 

• counter officer recorded his name and HKID card 

number according to bank policy 

• no prima facie evidence of money laundering or 

terrorist financing，and the transaction value is low  
• contravention of PI Code & DPP1(1) 



DPP1(2) 

• Means of collection must be 

(a) lawful; and  

(b) fair in the circumstances of the case 

 deceptive or misleading means (e.g. in a cold 
call, misrepresenting to be calling from 
another company) 

 bundled consent 

DPP 1 – Purpose and manner of collection 



Case sharing 3:  unfair collection of employees’ 
fingerprint data 

• a company collected and recorded of employees' 

fingerprint data for attendance purpose 

• did not offer a free choice 

• did not inform employees’ of the purpose of 

collection and whether there were any other 

options 

• contravention of DPP1(2) 

 

 

DPP 1 – Purpose and manner of collection 



Example of unfair collection –  
blind advertisement 

Company Assistant 

-  Form 5 or above  

-  Knowledge of company secretarial 
duties 

Please send resume to PO Box 100 
 

Company Assistant 

-  Form 5 or above  

-  Knowledge of company secretarial 
duties 

Interested parties please contact 

Miss Chan on 2808-xxxx 

•Submission of personal data by job applicants 

•No identity of the employer provided 

•No notification of purpose of use of the data 

•Job applicants are denied of data access rights  

•No submission of personal data by job applicants 

•Contact person provided from whom applicants: 

  -  may seek to identify the employer 

  -  may seek information about purpose statement  



DPP 1 – Purpose and manner of collection 
DPP1(3) 

inform the data subject of the following immediately or in advance: 

a) the purposes of data collection; 

b) the classes of persons to whom the data may be transferred; 

c) whether it is obligatory or voluntary for the data subject to  

supply the data; 

d) where it is obligatory for the data subject to supply the data, 

the consequences for him if he fails to supply the data; and 

e) the name or job title and address to which access and 

correction requests of personal data may be made. 

 
 
 
 
 
 
 



design the layout of PICS (including font size, spacing and use of 

appropriate highlights) in an easily readable manner 

present PICS in a conspicuous manner, e.g. in a stand-alone notice or 

section 

use reader friendly language, e.g. simple words 

provide further assistance to customers such as help desk or enquiry 

service 

should not state the purpose of use and class of transferees in general and 

vague terms  

Personal Information Collection Statement    

Practical Tips ： 



• “Guidance Note on Preparing 

Personal Information 

Collection Statement and 

Privacy Policy Statement” 

 



DPP 2 – Accuracy and duration of retention 

• Data users shall take practicable steps to ensure the accuracy 
of personal data held by them. 
 

• All practicable steps must be taken to ensure that personal 
data is not kept longer than is necessary for the fulfillment of 
the purpose 
 

• If a data user engages a data processor to process personal 
data on the data user’s behalf, the data user must adopt 
contractual or other means to prevent any personal data 
transferred to the data processor from being kept longer than 
is necessary for processing of the data  



Case sharing 4: Inland Revenue Department failed to 
     take all reasonably practicable steps to ensure the 

accuracy of a taxpayer’s address 

• complainant received Tax Return from IRD at 
home address, completed and returned it 

• failing to receive Tax Demand, sent 4 emails to 
IRD; no reply, called IRD’s hotline and visited 
IRD’s office to meet an IRD officer 

DPP 2 – Accuracy and duration of retention 



• Officer A wrongly attached the Appendix of another 
taxpayer to the Main Return of the Complainant 

• Officer B updated IRD database without checking 
the file numbers on the Appendix and Main Return; 
Tax Demand sent to wrong address and returned 
undelivered; 

• Officer C attempted to rectify by checking the tax 
return of Complainant’s employer but wrongly input 
“Flat A” instead of “Flat F”; Tax Demand sent to 
another wrong address but never returned 

DPP 2 – Accuracy and duration of retention 



• After receipt of Complainant’s enquiry emails, 
Officer D simply instructed subordinate to 
resend copies of Tax Demand according to 
database, as many as three times 

• Remedial actions – revise Tax Return to 
incorporate address change into the Main 
Return; daily supervisory checking on at least 
10% of address amendments 

DPP 2 – Accuracy and duration of retention 



Accuracy of Medical Opinions 

• The Complainant was diagnosed as having “serious 
psychosis” by a psychiatry clinic of the Hospital Authority 
(“HA”), and he later sought consultation at a private clinic 
and was diagnosed as having “anxiety disorder”. He then 
lodged a complaint with the PCPD against the HA for 
holding inaccurate medical records about him. 

• No contravention of DPP2 

• According to the AAB, medical opinions about judgment 
of the mental condition of a data subject were the 
professional judgment of the doctor, and its accuracy was 
not within the jurisdiction of the Ordinance or the PCPD 

 



Case Sharing 5: An insurance company retained personal data of 
unsuccessful insurance applicants for indefinite period of time  
• reasons given by insurer  
 ~  legal requirements for keeping books of accounts  

~  guidelines and circulars of regulatory authorities  
~  potential litigations, enquiries and complaints  

       ~  checking against future applications  

• Privacy Commissioner’s decision: 

monetary transaction – retain 7 years  

~  non-monetary transaction – retain 2 years  

~  unless special circumstances existed  

• insurer complied with the enforcement notice issued by the 
Commissioner, and erased more than 7,000 records  

 

DPP 2 – Accuracy and duration of retention 



• “Guidance Note on 

Personal Data Erasure 

and Anonymisation” 

 

DPP 2 – Accuracy and duration of retention 



DPP 3 – Use of personal data 

• Personal data shall not, without the prescribed consent 
of the data subject, be used for a new purpose. 

 

• Allow a “relevant person” to give  prescribed consent 
for the data subject under specified conditions 

 

New purpose means any purpose other than the purposes for 
which they were collected or directly related purposes 

 



Case sharing 6: Use of Group Instant Messaging App  

 MPF intermediary adding a customer to his 
WhatsApp group for circulating MPF related 
information 

 thereby disclosing the customer’s name and 
mobile number to members of the group 

 no consent from customer 

 contravention of DPP3 

DPP 3 – Use of personal data 



Exemption 
• After work injury, the Complainant, a technician of a public 

transport institution, was referred to psychological treatment 
during which the Complainant had told the psychologist and 
counsellor of a service association more than once that he 
wanted to blow up the public transport facilities of the 
institution (“the Data”). After consideration and discussion with 
the psychologist, the association informed the institution of the 
Data 

• The PCPD considers that blowing up public transport facilities is 
unlawful or seriously improper conduct under section 58(1)(d) of 
the Ordinance. The association informed the institution of the 
Data for the prevention of the above conduct. Under the 
circumstances, the Data should be exempt from the requirement 



Exemption (Con’t) 

• Moreover, the Data was also the personal data relating to 
the physical or mental health of the technician under 
section 59 of the Ordinance. If the association could not 
disclose the Data without the consent of the technician, it 
would be likely to cause serious harm to the physical or 
mental health of the technician. Under the circumstances, 
the Data should also be exempt from the requirement 



DPP 4 – Security of personal data 

• All practicable steps shall be taken to ensure that personal 

data are protected against unauthorized or accidental access, 

processing, erasure, loss and use 
 
• Security in the storage, processing and transmission of data. 

 
• If a data user engages a data processor to process personal 

data on the data user’s behalf, the data user must adopt 
contractual or other means to prevent unauthorized or 
accidental access, processing, erasure, loss or use of the 
data transferred to the data processor for processing 



DPP 4 – Security of personal data 

Case sharing 7: Failed to safeguard employee’s personal 
data 
• a chef complained that his employer had 

photocopied a menu on the back of a copy of his 
Identity Card and used the menu to record 
customers' orders 

• photocopied two copies of the complainant’s ID Card 
due to a copier malfunction 

• the extra one was put into the tray of the copier 
• formulated policy on the handling of employees’ 

personal data 

 



DPP 5 – Information to be generally available 

Data users have to provide 
 

(a) policies and practices in relation to personal  data; 
 

(b) the kind of personal data held; 
 

(c) the main purposes for which personal data  
        are used. 

 
  

Privacy 
Policy 



DPP 6 – Access to personal data 

• A data subject shall be entitled to 
        (a) request access to his/her personal data; 
        (b) request correction of his/her personal 

data. 
 
• Data user may charge a fee for complying 

with the data access request 

 



DPP 6 – Access to personal data 

Case sharing 8: Non-compliance with data access request 
• the complainant under the arrangement of his company 

attended a doctor's clinic for a medical examination 
• made a data access request to the doctor 
• the doctor sought suggestions of complainant’s 

company 
• the company asked the doctor not to disclose the data 

on the ground of legal privilege 
• entitled to rely on s20(3)(d) to refuse to comply with 

the DAR 
• failed to inform the complainant about the refusal 
• contravention of s21(1)  





Direct Marketing Requirements 
 

• The new provisions on regulation of direct marketing 
activities came into force on 1 April 2013 

• Direct marketing activities under the Ordinance include such 

activities made to specific persons by mail, fax, email and 

phone 

• If a data subject submits an opt-out request, the data user 

must comply with the request without charge  

• Data user must notify a data subject of his opt-out right 

when using his personal data in direct marketing for the first 

time 

 

 

  



Data User 

Notification 

Data Subject 

Consent 

 Provide data subjects with 
“prescribed information” and 
response channel through which 
the data subject may elect to give 
consent 

 Notification should be easily 
understandable 

 Should be given explicitly and 
voluntarily 

 “consent” includes an indication 
of “no objection” 

 " 

Intends to use 
personal data or 
provide personal 
data to another 
person for use in 
direct marketing 

Provision of  
Personal Data 

Direct Marketing Requirements 
 



Maximum Fine 
(HK$) 

Maximum 
Imprisonment 

Non-Compliance  500,000 3 years 

Non-Compliance if the 
personal data is 
provided to third party 
for its use in direct 
marketing in exchange 
for gain 

1,000,000 5 years 

Direct Marketing Requirements 
 



Direct Marketing Conviction Cases 
 

 Date Case Penalty  

Sep 2015  
(Note: Pending appeal trial)  

  

A telecommunication company ignored  
customer’s opt-out requests 

Fined $30,000 
 

Sep 2015 
 

A storage service provider failed to take 
specified actions and obtain the data subject’s 
consent before direct marketing 
 

Fined $10,000 
 

Nov 2015 
 

A healthcare services company ignored 
customer’s opt-out requests 

Fined $10,000 

Dec 2015  
(Note: Appeal trial  

in progress) 
 

An individual provided personal data to a third 
party for direct marketing without taking 
specified actions and obtaining the data 
subject’s consent 

Fined $5,000 
 



Date Case  Penalty 

Apr 2016 • an insurance agent used personal data for direct 

marketing without taking specified actions and 

obtain the data subject’s consent; and 

• failed to inform the data subject of his opt-out right 

when using his personal data in direct marketing 

for the first time      

Community 
Service Order of 
80 hours for each 
charge 

May 2016 • a telemarketing company used a customer’s 

personal data in direct marketing without taking 

specified actions and obtaining his consent; and 

ignored opt-out requests 

Fined $8,000 for 
each charge 

Dec 2016 
 

• a watch company used personal data for direct 

marketing without taking specified actions and 

obtain the data subject’s consent; and 

• failed to inform the data subject of his opt-out right 

when using his personal data in direct marketing 

for the first time 

Fined $8,000 for 
each charge 
 

Direct Marketing Conviction Cases 
 



Guidance to help data user 

 "New Guidance on Direct 
Marketing"(Jan 2013 
edition), explaining the 
requirements under the 
new regime and providing 
practical guidance to data 
users. 

 Professional Workshop,  to 
familiarise organisations 
with the new provisions 
and compliance measures. 

 

 



Offences 

• Contravention of DPP is not an offence. The Commissioner may serve 

an enforcement notice on the relevant data user directing the data 

user to remedy the contravention. 

• Non-compliance with an enforcement notice commits an offence and 

carries a penalty of a fine at $50,000 and imprisonment of 2 years. 

• Same infringement of the second time commits an offence and 

carries a penalty of a fine at $50,000 and imprisonment of 2 years 

• Repeated non-compliance with enforcement notice carries a penalty 

of a fine at $100,000 and imprisonment of 2 years, in case of a 

continuing offence, a daily fine of $2,000 

 

 

 



• Section 64 provides that “A person commits an offence if the 
person discloses any personal data of a data subject which was 
obtained from a data user without the data user’s consent –  

     a) with an intent –  
     1)  to obtain gain in money or other property, whether for 

          the benefit of the person or another person; or  
     2) to cause loss in money or other property to the data  

         subject; or  
           b) the disclosure causes psychological harm to the data  

    subject.  
• Max penalty:  a fine of $1,000,000 and 5 years’ imprisonment  

Offences 



Guidelines and leaflets 

• Information Leaflet: An Overview of the Major 

Provisions of the Personal Data (Privacy) 

(Amendment) Ordinance 2012 

• Information Leaflet: Outsourcing the Processing of 

Personal Data to Data Processors 

• Information Leaflet: Offence for disclosing personal 

data obtained without consent from the data user 

 

 



Guidelines and leaflets 

• Guidance on the Proper Handling of Customers’ 

Personal Data for the Banking Industry 

• New Guidance on Direct Marketing 

• Monitoring and Personal Data Privacy at Work 

• Guidance on Collection of Fingerprint Data  

• Guidance on CCTV Surveillance Practices 

• Guidance on Data Breach Handling and the Giving of 

Breach Notification 

 



• Guidance on the Use of Portable Storage Devices 

• Guidance for Data User on the Collection and Use of 

Personal Data through the Internet 

• Guidance on Personal Data Erasure and 

Anonymisation 

• Proper Handling of Data Access Request and Charging 

of Data Access Request Fee by Data Users 

  

Guidelines and leaflets 



  



Contact Us 

Hotline - 2827 2827 

 Fax       - 2877 7026 

Website  - www.pcpd.org.hk 

E-mail - enquiry@pcpd.org.hk 

Address - 12/F, 248 Queen’s Road East, Wanchai, HK 

 

 



39th International Conference of Data Protection and 
Privacy Commissioners 

 

中西薈萃 East Meets West 

 


