
Compliance with personal data privacy regulations, 
Hong Kong and beyond 

The 23rd Annual Corporate and Regulatory Update
ACRU 2022 - 9 June 2022

Mr Dennis Ng, Assistant Privacy Commissioner for Personal Data (Acting)

Ms Clemence Wong, Legal Counsel (Acting)

1



The Significance of 
Personal Data 
Protection for 
Governance 
Professionals and 
Businesses

Handling of Data Breaches

Safeguarding Personal Data When Working From Home

Doxxing Offences under the Personal Data (Privacy) Ordinance 

Guidance on Recommended Model Contractual Clauses for 
Cross-border Transfer of Personal Data

2



Handling of Data Breaches
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Personal Data (Privacy) Ordinance, Chapter 486 (PDPO)

6 Data Protection Principles (DPPs)

• Represent the core requirements of the PDPO

• Cover the entire lifecycle of personal data from 
collection, holding, processing, use to deletion

• Data users have to comply with the DPPs
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DPP4 – Security of Personal Data

• DPP4 requires that data users should take all practicable 
steps to protect the personal data they hold against 
unauthorised or accidental access, processing, erasure, 
loss or use.

• Adequate protection must be given to the storage, 
processing and transfer of personal data.

• If a data processor is engaged, the data user must adopt 
contractual or other means to ensure that the data 
processor complies with the data security requirement.
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• What constitutes a data breach?

• Common causes

• How to handle a data breach?

• Case sharing

Handling of Data Breaches
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What constitutes a data breach?

• A suspected breach of security of personal data held by a 

data user, which results in exposing the data to the risk of 

unauthorised or accidental access, processing, erasure, 

loss or use.

• The breach may amount to a contravention of Data 

Protection Principle 4 – Security of personal data.

• The PCPD has always encouraged data users to give data 

breach notifications to affected individuals and the PCPD 

to minimise the potential damage which might be caused 

to individuals.
7



Common Causes of Data Breaches

• Loss of documents or portable storage devices

• Hacking/ system misconfiguration

• Inadvertent disclosure

• Misconduct of employees

• Improper/ accidental disposal 8



Recommended Practices for Handling Data 
Breaches
• Collect essential information immediately

• Assess the impact on data subjects

• Adopt containment measures

• Contact stakeholders (e.g. service providers,

management and affected data subjects)

• Consider giving data breach notification to the PCPD 9



Investigation Report: 
Hacker’s Intrusion into the Email System of Nikkei China 
(Hong Kong) Limited

• Data breach notification received by 

PCPD on 17 March 2021

• Personal data of over 1,600 customers 

were reportedly leaked through 

intrusion into email accounts of Nikkei
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Hacker’s Intrusion into the Email System of Nikkei China 
(Hong Kong) Limited

During the investigation, the Commissioner:

• Reviewed the information provided in the data breach 
notification and the announcement made on Nikkei’s 
website;

• Made 7 rounds of enquiries regarding the security 
measures used in Nikkei’s information and email 
systems;

• Examined the investigation report provided by the 
independent consultant engaged by Nikkei; and

• Considered the follow-up and remedial actions taken 
by Nikkei
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Hacker’s Intrusion into the Email System of Nikkei China 
(Hong Kong) Limited

INVESTIGATION FINDINGS

• The hacker initially obtained the password of one of Nikkei’s email
accounts

• The hacker then set up a forwarding function for that email account
and 5 other accounts which shared the same password

• All incoming emails in these 6 accounts were automatically
forwarded to 2 unknown email addresses between Oct 2020 to Feb
2021

• The data leaked included the names, email addresses, company
names, telephone numbers and credit card data of customers
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Hacker’s Intrusion into the Email System of Nikkei China (Hong 
Kong) Limited

DEFICIENCIES IDENTIFIED

• Weak password management

• Retention of obsolete email accounts

• Lack of security controls for remote access

• Inadequate security controls on information
system 13



Hacker’s Intrusion into the Email System of Nikkei China 
(Hong Kong) Limited

CONTRAVENTION

• Nikkei had failed to take all practicable steps to
ensure that its customers’ personal data was
protected against unauthorised or accidental
access, processing or use

• Contravention of the requirements of DPP 4(1)
relating to the security of personal data
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Hacker’s Intrusion into the Email System of Nikkei China (Hong Kong) 
Limited

The Commissioner issued an enforcement notice to direct Nikkei to take the following 
steps:

Revise the information 
security policy

Devise effective measures 
to ensure staff’s 

compliance with the 
revised policy

Engage an independent 
data security expert to 

conduct regular reviews 
and audits

Develop up-to-date 
training and education for 

staff members on 
information security

Provide documentary 
proof within two months 

to show the completion of 
the items above 15



Recommendations for Governance Professionals and 
Businesses

a) Establish a Personal Data Privacy Management 
Programme

b) Appoint Data Protection Officer(s)

c) Devise policy on email communications

d) Adequate security measures

e) Instil a privacy-friendly culture in the workplace
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Safeguarding Personal Data When Working From Home
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Safeguarding Personal Data When Working From Home

Between

(i) the companies’ networks        
and employees’ home 
networks

(ii) the corporate devices and 
employees’ personal devices

(iii) office premises and 
employees’ homes

Increase in 
access/transfer of 
data & documents

New risks to data security and 
personal data privacy

(i) intrusion into online meeting 
rooms

(ii) unauthorised recording of 
meetings

(iii) exposure of participants’ 
private information

Increased popularity 
of video conferencing 
software
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Personal Data Protection for WFH Arrangements

Regardless of whether one works in 
the office or works from home, the 
same standard should apply to the 
security of personal data and the 

protection of personal data privacy
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Practical Advice to Organisations and Businesses

Risk assessments

• On data security and employees’ personal 
data privacy

• Formulate appropriate safeguards

Policies and guidance

• Review and adjust existing policies based on 
the results of risk assessments

• Provide sufficient guidance regarding transfer 
of data, remote access, data destruction, etc.
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Practical Advice to Organisations and Businesses

Staff training and support

• Provide sufficient training on data security

✓ Data security techniques, cybersecurity threats 
and trends

• Deploy designated staff to provide support

Device management

• Ensure the security of data (including personal 
data) stored in the devices (if provided)

✓ Install anti-malware software, encrypt 
information, control access, enable remote 
wipe 21



Practical Advice to Organisations and Businesses

Use of Virtual Private Network (VPN)

• Choose the appropriate protocol and 
type of VPN

• Keep the security setting up-to-date

• Require multi-factor authentication for 
connection

• Block connection from insecure devices
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Practical guidance on the use of video conferencing (VC) 
software

• Assess the software’s policies and measures on data 
security and privacy

• Choose a software with end-to-end encryption if discussion 
of confidential matters cannot be avoided

When choosing VC software  

• Set up strong passwords and change passwords regularly

• Activate multi-factor authentication if available

• Ensure software is up-to-date with latest security patches 
installed

• Use secure internet connection

When Using VC software
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Practical guidance on the use of video conferencing (VC) 
software

• Set up unique meeting ID and password

• Provide meeting ID and password only to invited 
participants and, where possible, through different 
means (e.g. emails and instant messages)

• Arrange one more “host” to handle administrative, 
technical and ad hoc matters during the video 
conference

• Use virtual waiting room to validate participants’ 
identities before allowing entry

• Lock the meeting after all participants are admitted

• Allow only presenters to share screens or documents

• Inform participants and obtain consent before 
recording meeting; prohibit others from recording

• Store recorded videos and chats securely with 
password and encryption, delete the records when no 
longer necessary

When hosting a video conference
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Practical guidance on the use of video conferencing (VC) 
software

• Beware of background revealing personal information

• Use virtual background if needed

• Turn off microphone or camera when not speaking

• Avoid discussing personal or sensitive information

• Close unnecessary documents and windows before sharing 
screen

When participating in a video conference
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Available for access
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Doxxing Offences 
under the Personal Data (Privacy) Ordinance 
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The Personal Data (Privacy) (Amendment) 
Ordinance 2021 (“Amendment Ordinance”)

• PCPD handled over 6,000 doxxing
cases since June 2019

• Weaponisation of personal data

• Serious and far-reaching harms
caused to victims and their family
members
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Three main objectives of the Amendment Ordinance

To create offences to curb 
doxxing acts

To confer on the 
Commissioner powers to 
issue cessation notices

To empower the 
Commissioner to carry out 
criminal investigations and 

institute prosecutions 29



(I) Section 64 – Create Offences to Curb Doxxing Acts

New section 64(3A) of the PDPO – FIRST-TIER OFFENCE (without actual harm)

A person commits an offence if the person discloses any personal data of a data subject without 
the relevant consent of the data subject –

(a) with an intent to cause any specified harm to the data subject or any family member of the 
data subject; or

(b) being reckless as to whether any specified harm would be, or would likely be, caused to the 
data subject or any family member of the data subject.

New section 64(3B) of the PDPO – Penalty
(3B) A person who commits an offence under subsection (3A) is liable on conviction to a fine at 
level 6 (HK$100,000) and to imprisonment for 2 years.
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(I) Section 64 – Create Offences to Curb Doxxing Acts

New section 64(3C) of the PDPO – SECOND-TIER offence (with actual harm)

A person commits an offence if –

(a) the person discloses any personal data of a data subject without the relevant consent of the data 
subject –

(i) with an intent to cause any specified harm to the data subject or any family member of the data 
subject; or

(ii) being reckless as to whether any specified harm would be, or would likely be, caused to the data 
subject or any family member of the data subject; and

(b) the disclosure causes any specified harm to the data subject or any family member of the data subject.

New section 64(3D) of the PDPO – Penalty
(3D) A person who commits an offence under subsection (3C) is liable on conviction on indictment 
to a fine of HK$1,000,000 and to imprisonment for 5 years.
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(I) Section 64 – Create Offences to Curb Doxxing Acts

FIRST-TIER - Summary Offence SECOND-TIER – Indictable Offence

1. Any personal data of a data subject is disclosed without the relevant consent of the 
data subject

2. Has an intent or is being reckless as to whether any specified harm would be, or 
would likely be, caused to the data subject or any family member of the data subject

3. N/A The disclosure causes any specified harm 
to the data subject or any family member 
of the data subject

To determine the severity of the offence, the two-tier offence is differentiated by 
whether actual harm has been caused to the data subjects or their family members.
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(I) Section 64 – Create Offences to Curb Doxxing Acts

(a) harassment, molestation, pestering, threat or 
intimidation to the person;
(b) bodily harm or psychological harm to the person;
(c) harm causing the person reasonably to be 
concerned for the person’s safety or well-being; or
(d) damage to the property of the person

(new section 64(6) of the PDPO) What constitutes specified harm, 
in relation to a person?
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The Implications of the Amendment Ordinance

• To criminalise doxxing acts and more effectively combat the crime 
by increasing the enforcement powers of the Commissioner

The Amendment Ordinance will not affect:

• normal and lawful business activities in Hong Kong

• freedom of speech and free flow of information currently 
enjoyed by the public (as enshrined in the Basic Law and 
the Hong Kong Bill of Rights Ordinance)
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(II) The Commissioner’s powers to carry out criminal 
investigations and institute prosecutions

Issue written notice to request any 
person to provide relevant materials; or 

to answer relevant questions to 
facilitate investigation

(new section 66D of the PDPO)

Apply for warrant to enter and search 
premises and seize materials for 

investigation; or access electronic 
device

(new section 66G of the PDPO)

To stop, search and arrest any person 
who is reasonably suspected of having 
committed a doxxing-related offence

(new section 66H of the PDPO)

Prosecute in the name of the 
Commissioner a doxxing-related 
offence triable summarily in the 

Magistrates’ Court
(new section 64C of the PDPO)

The Commissioner may

Failure to comply with the Commissioner’s request is a criminal offence.
35



(II) The Commissioner’s powers to carry out criminal 
investigations and institute prosecutions
Powers to require materials and assistance

(New section 66D of the PDPO)

If the Commissioner reasonably suspects that, in relation to a specified investigation, a person –

• has or may have possession or control of any material relevant to that investigation; or

• may otherwise be able to assist the Commissioner in relation to that investigation,

the Commissioner may, by written notice given to the person , require the person to provide materials and assistance.

Failure to comply with a written notice is an offence (new section 66E(2) of the PDPO).

• On summary conviction – a fine at level 5 (HK$50,000) and imprisonment for 6 months

• On conviction on indictment – a fine of HK$200,000 and imprisonment for 1 year
36



(II) The Commissioner’s powers to carry out criminal 
investigations and institute prosecutions
Powers to require materials and assistance

(New section 66D of the PDPO)

• On summary conviction – a fine at level 6 

(HK$100,000) and imprisonment for 6 

months

• On conviction on indictment – a fine of 

$1,000,000 and imprisonment for 2 years

It is an offence where, with intent to
defraud:
(i) a person fails to comply with a

written notice issued pursuant to
section 66D; or

(ii) a person provides any answer or
statement that is false or
misleading in a material particular

(new section 66E(6) of the PDPO)
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(II) The Commissioner’s powers to carry out criminal 
investigations and institute prosecutions

(a) To enter and search the premises;

(b) To carry out specified investigation in the premises; and

(c) To seize, remove and detain any material in the premises that the Commissioner or any 
prescribed officer reasonably suspects to be or to contain evidence for the purposes of the 
specified investigation

Powers exercisable in relation to premises under warrant

(New section 66G(2) of the PDPO)

Under no circumstances shall the Commissioner or prescribed officers enter and search 
premises without a warrant.
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(II) The Commissioner’s powers to carry out criminal 
investigations and institute prosecutions

Powers exercisable in relation to 
electronic device under warrant

(New section 66G(3) of the PDPO)

(a) To access the device; 

(b) To seize and detain the device;

(c) To decrypt any material stored in the device;

(d) To search for any material stored in the device that the 
Commissioner or any prescribed officer reasonably suspects to be 
or to contain evidence for the purposes of the specified 
investigation (relevant material);

(e) To reproduce the relevant material in visible and legible form;

(f) To reduce the relevant material into a written form on paper; 
and

(g) To make copies of, or take extracts from, the relevant material 
and take away such copies or extracts.
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(II) The Commissioner’s powers to carry out criminal 
investigations and institute prosecutions

Under what circumstances can powers be exercised in relation to electronic device 
without a warrant (New section 66G(8) of the PDPO)

If the Commissioner or any prescribed officer 

(i) reasonably suspects that a doxxing or a related offence (i.e. 
under section 64(1), (3A) or (3C), 66E(1) or (5), 66(I)1 or 66O(1)) 
has been, is being or is about to be committed; 

(ii) reasonably suspects that any material that is or contains 
evidence for the purposes of a specified investigation is stored in 
an electronic device; and 

(iii) is satisfied that a delay caused by an application for a warrant 
is likely to defeat the purpose of accessing the device, or for any 
reason it is not reasonably practicable to make the application.
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(II) The Commissioner’s powers to carry out criminal 
investigations and institute prosecutions

A person who, without lawful excuse,
obstructs, hinders or resists any officer in
exercising the powers under section 66G or
66H, commits an offence (new section 66I of
the PDPO)

On conviction
Subject to a fine at level 3 (HK$10,000) and 
imprisonment for 6 months
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(II) The Commissioner’s powers to carry out criminal 
investigations and institute prosecutions

Prosecution of offences by the Commissioner 

(New section 64C of the PDPO)

(1) The Commissioner may prosecute in the name of the Commissioner—

(a) an offence under section 64(1) or (3A), 66E(1) or (5), 66I(1) or 66O(1); or

(b) an offence of conspiracy to commit such an offence.

(2) Any offence prosecuted under subsection (1) must be tried before a magistrate as an offence that is 
triable summarily.
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(III) Confer on the Commissioner power to issue 
cessation notices

1. Personal data of a data subject was disclosed (whether or not in Hong Kong) 
without the consent of the data subject by means of a written message or electronic 
message 

2. The discloser had an intent or was being reckless as to whether any specified harm 
would be or would likely be, caused to the data subject or any family member of the 
data subject

3. When the disclosure was made, the data subject was a Hong Kong resident; or was 
present in Hong Kong
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(III) Confer on the Commissioner power to issue 
cessation notices

• When the Commissioner has reasonable ground to believe that there is a “subject message”, 
the Commissioner may serve a cessation notice on a person who is able to take a cessation 
action.

Under what circumstances can the Commissioner serve a cessation notice 

(New sections 66K and 66M of the PDPO)

Hong Kong Person

(a) an individual who is present in Hong Kong ;

(b) a body of persons that is incorporated, 

established or registered in Hong Kong; or 

(c) a body of persons that has a place of 

business in Hong Kong

Non-Hong Kong service provider

A person (not being a Hong Kong Person) that has 

provided or is providing any service (whether or not in 

Hong Kong) to any Hong Kong person

Cessation notices have extra-territorial
application in respect of electronic
messages. 44



(III) Confer on the Commissioner power to issue 
cessation notices

On first conviction 

• a fine at level 5 (HK$50,000) 

and imprisonment for 2 years, 

and in the case of a continuing 

offence, a further fine of 

HK$1,000 for every day during 

which the offence continues

Offence for contravening a cessation notice (New section 66O(1) of the PDPO)

On each subsequent conviction

• a fine at level 6 (HK$100,000) 

and imprisonment for 2 years; 

and in the case of a continuing 

offence, a further fine of 

HK$2,000 for every day during 

which the offence continues
45



Injunctions (New section 66Q of the PDPO)

• The Commissioner may apply to the Court of First 

Instance for an injunction.

• The Court may grant an injunction in any terms that

the Court considers appropriate, if it is satisfied that a

person (or any person falling within a category or

description of persons) has engaged, is engaging or is

likely to engage, in doxxing offence.
46
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Regulation of Cross-border Flow of Personal Data
• General Data Protection Regulation of the 

European Union
✓ Transfers on the basis of an adequacy decision; or
✓ Transfers subject to appropriate safeguards (including 

but not limited to standard contractual clauses
promulgated by the European Commission)  

• Personal Information Protection Law of mainland 
China
✓ consent of data subjects concerned;
✓ personal information protection impact assessments; 

and
✓ security assessments/certification/standard 

contracts/other applicable conditions 48



Legal Requirements under the PDPO
• The protection should follow the personal data 

irrespective of the location of the personal data

DPP 1 (Collection of Personal Data) 

• All practicable steps shall be taken to ensure that, inter 
alia, the data subject is explicitly informed of the 
purpose for which the data is to be used and the 
potential transferees of the personal data concerned

DPP 3 (Use of Personal Data) 

• The data subject’s prescribed consent would be 
required if the transfer is for a new purpose, unless it 
falls within the exemptions under Part 8 of the PDPO
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Legal Requirements under the PDPO
Engagement of data processors to process personal
data outside Hong Kong

• The data user must adopt contractual or other 
means to

✓prevent any personal data transferred to the data 
processor from being kept longer than is necessary for 
the processing of the data (DPP2(3))

✓prevent unauthorised or accidental access, processing, 
erasure, loss or use of the data transferred to the data 
processor for processing (DPP4(2))
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Guidance on Recommended Model Contractual 
Clauses for Cross-border Transfer of Personal Data

• Containing the core provisions for cross-border data transfers 
which may be adopted by small and medium-sized enterprises 
readily in order to comply with the requirements of the PDPO 
and good data ethics

• The Clauses contained in the “Guidance on Personal Data 
Protection in Cross-border Data Transfer” published by the PCPD 
in December 2014 may be more suitable for multinational 
corporations or organisations which are involved in more 
complex cross-border transfers of personal data
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Guidance on Recommended Model Contractual 
Clauses for Cross-border Transfer of Personal Data

• The adoption of the RMCs serves to illustrate that the data user 
has taken all reasonable precautions and exercised all due 
diligence to ensure that the data will not, in the jurisdiction of the 
transferee, be handled in any manner which, if that took place in 
Hong Kong, would be a contravention of a requirement under the 
PDPO

• To ensure that adequate protection be given to the personal data 
as provided for under the PDPO, as if the data concerned were 
not transferred outside Hong Kong
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Recommended Model Contractual Clauses for Cross-
border Transfer of Personal Data

To cater for two different scenarios in cross-border transfers of 
personal data

(A) From one data user to another data user 

(B) From a data user to a data processor
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Recommended Model Contractual Clauses for Cross-
border Transfer of Personal Data
Containing general terms and conditions which may be incorporated into more 
general commercial agreements between data transferors and data transferees in 
transfers of personal data:

(I)  From a Hong Kong entity to another entity outside 
Hong Kong

(II) Between two entities both of which are outside 
Hong Kong when the transfer is controlled by a Hong 
Kong data user 
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(A) Data User to Data User RMCs

55

• Use: A transferee should only use the personal data for the purposes of transfer (Note 
the clauses concerning direct marketing).

• Onward transfers: A transferee should not make any onward transfer of the personal 
data except as agreed by the parties; and should ensure that onward transfers of the 
personal data meet the requirements of the applicable RMCs.

• Security: A transferee should apply agreed security measures to the use of the personal 
data.

• Retention and erasure: A transferee should retain the personal data only for a period 
which is necessary for the fulfillment of the purposes of transfer and take all practicable 
steps to erase the personal data once the purposes of transfer have been achieved.

• Transparency: A transferee should take all practicable steps to ensure that data subjects 
should be able to access its personal data policies and practices.

• Data Access and Correction Requests: The transferring parties will each comply with 
their respective obligations in handling such requests.



(B) Data User to Data Processor RMCs
• Processing: A transferee should only process the personal data for the 

purposes of transfer.

• Onward transfers: A transferee should not make any onward transfer of 
the personal data except as agreed by the parties; and should ensure that 
onward transfers of the personal data meet the requirements of the Data 
User to Data Processor RMCs.

• Security: A transferee should apply agreed security measures to the 
processing of the personal data.

• Retention and erasure: A transferee should retain the personal data only 
for a period which is necessary for the fulfillment of the purposes of 
transfer and take all practicable steps to erase the personal data once the 
purposes of transfer have been achieved.

56



Guidance on Recommended Model Contractual 
Clauses for Cross-border Transfer of Personal Data
Good Data Ethics

• doing what is reasonably expected by data 
subjects

• being transparent about data processing 
activities

• By adopting RMCs and observing the 
principles of transparency and 
accountability, it will be conducive not only 
to maximising the value of data but also to 
developing and sustaining the trust of data 
subjects 57



Contact Us
Anti-Doxxing Hotline :   3423 6666

Enquiry :     2827 2827 

Website : www.pcpd.org.hk

Anti-Doxxing Thematic Webpage:   

www.pcpd.org.hk/english/doxxing/index.html
E-mail : communications@pcpd.org.hk

complaints@pcpd.org.hk 58
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