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Evolution of the web from 1.0 to 3.0

(1;2;:;7>

1900s—-2000

Static read-only
web pages
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“Web 3.0 A~

Web 2.0

2000s—2020s

Information-centric
and interactive

NETFLIX
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B webservices

2020s-?

User-centric,
decentralized, private,
and secure
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EXPECTATIONS

Zero-Knowledge Proofs
Enhanced Blockchain as a Service

CeDeFi/CeDeX

Decentralized Autonomous
Organization

Authenticated Provenance

Metaverse ‘

Web3

Oracles -

vep 3.0 %)

7 /7

Layer 2

— Decentralized Exchanges

— Deacentralized ldentity

Blockchain and loT

Stablecains

Tokenization

Blockchain Interoperability

DeFi
Secure Multiparty
Computation

Smart Contracts,

Blockchain |
Platforms

Consensus Mechanisms

Blockchain Wallets

yptocurrencies

Decentralized Applications

As of July 2022

Plateau will be reached: ) <2 yrs.

Innovation
Trigger

O 2-5yrs.

Peak of Inflated
Expectations

® 5-10yrs. A >10yrs.

Trough of
Disillusionment

TIME

® Obsolete before plateau

Slope of

Enlightenment

Plateau of

Productivity
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Embedding distributed ledger technology

A distributed ledger is a network that records ownership through a shared registry
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NO MORE FAKESI!!

BRAND
MANUFACTURER

¢ BLOCKCHAIN
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$ E | &= > | S
BLOCKCHAIN ) BRAND OWNER
PURCHASE APP 2. PRODUCT REGISTRATION
CUSTOMER (QR AND PRODUCT ARE =
NOW OWNED AND
(JOHN SMITH) CANNOT BY REUSED) *

7 &R 3
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o
I: ; C;g\
CERTIFICATE OF
AUTHENTICITY
OWNER

BLOCKCHAIN

@ ethereum O eaeternity é’RSK £ ethereum classic & FABRIC
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Pre-defined |SSFS—. Events SRS Execute & | P
contract Value transfer
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' Terms of the policy * Event triggers
are agreed by all insurance policy
counterparties execution

* These are hard
coded into the smart
contract and cannot

be chan-ged without

all parties knowing

» The smart contract
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policy is automatically
executed based on the
pre-agreed terms
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Web 1.0

Welcome

Log in to continue.

Forgot your Password?

LOGIN

Don't have an account? Sign up

Web 2.0

Welcome

Log in to continue.

B
| Sign in with Google
I Sign in with Facebook

I Sign in with Twitter

LOGIN

Don't have an account? Sign up

eb 3.0 PEY(E

Web 3.0

Welcome

Log in to continue.

e ‘ Connect wallet

o_ LOGIN
o ) Don't have a wallet? Create one
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Total value stolen in crypto hacks and number of hacks, 2016 - 2022

B Total value hacked == Total number of hacks
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FBI Warns Fake
Cryptocurrency Apps Are
Defrauding Investors

The fake mobile apps have duped investors out of an estimated
$42.7 million, says the FBI.

a Alexandra Garrett
fa o
piig July 18, 2022 S:06 am. PT

The FBI warns investors of fake crypto investing mobile apps

Miguel Candela/SOPA Images/LightRocket via Getty Images

Cybercriminals are creating fake cryptocurrency apps
in an effort to defraud investors, according to a
Monday warning from the FBI. The bureau's cyber
division identified 244 victims that have been
swindled by fraudulent apps, accounting for an
estimated loss of $42.7 million.
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HKCE Coinbase Wallet 'Red Pill' flaw
allowed attacks to evade detection
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Coinbase wallet and other decentralized crypto apps
(dapps) were found to be vulnerable to "red pill attacks," a
method that can be used to hide malicious smart contract
behavior from security features.

Source: https://www.bleepingcomputer.com/news/security/coinbase-wallet-red-pill-flaw-allowed-attacks-to-evade-detection/
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MetaMask Issues Warning Following $650K iCloud Phishing
Scam

The DeFi wallet is advising users to disable iCloud backups to prevent future
scams

BY SEBASTIAN SINCLAIR / APRIL 19,2022 05:10 AM

Source: Shutterstock
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METAMASK inform you that your
wallet will be suspended please
proceed to the verification:
https://metamask-verified.io/

Step 1: Confirm
Recovery Phrase
To confirm your identity you will

be obligated to restore your
passphrase.

Fill each word in the
order it was presented
to you.

2
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recDT™
H Immaculate Al images of Pope Francis trick MOTHERBOARD
the masses TECHBYVICE

Faux “puffy pontiff” Al image fools many in viral social media post.

ENJ EDWARDS - 3/28/2023, 5:41 AM

How | Broke Into a Bank
Account With an Al-
Generated Voice

Banks in the U.5. and Europe tout voice ID as a secure way to log
into your account. | proved it's possible to trick such systems

with free or cheap Al-generated voices.

Enlarge / An Al-generated photo of Pope Francis wearing a puffy white coat that went viral on social media

Over the weekend, an Al-generated image of Pope Francis wearing a puffy white coat went viral on

Twitter, and apparently eople believed it was a real image. Since then, the puffy pontiff has
spired commentary on the deceptive nature of Al-generated images, which are now nearly

photorealistic.

Source: https://www.vice.com/en/article/dy7axa/how-i-broke-into-a-bank-account-with-an-ai-generated-voice
https://www.darkreading.com/threat-intelligence/chatgpt-could-create-polymorphic-malware-researchers-warn

https://arstechnica.com/information-technology/2023/03/the-power-of-ai-compels-you-to-believe-this-fake-image-of-pope-in-a-puffy-coat/

ChatGPT Could Create
Polymorphic Malware Wave,
Researchers Warn

The powerful Al bot can produce malware without malicious code,

making it tough to mitigate.

Dark Reading Staff

Dark Reading January 19, 2023

The newly released ChatGPT artificial intelligence bot from
OpenAl could be used to usher in a new dangerous wave of
polymorphic malware, security researchers warn.
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No, Tom Cruise isn't on TikTok. It's
a deepfake

fy=e®
A series of deepfake videos of Tom Cruise is confusing millions of TikTok users. See the
convincing videos and learn how this technology could be used to spread misinformation.

ource: CNN Business

AEAY I 22
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Al start-up behind Tom Cruise
deepfakes raises £7.5m to
build out hyperreal
metaverse experiences

@ Barney Cotton

I v

Source: https://edition.cnn.com/videos/business/2021/03/02/tom-cruise-tiktok-deepfake-orig.cnn-business
https://www.businessleader.co.uk/ai-start-up-behind-tom-cruise-deepfakes-raises-7-5m-to-build-out-hyperreal-metaverse-experiences/
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ALL PERFORMANCES!

Source: https://www.youtube.com/watch?v=_pwpdc6oqaE

Public Service Announcement

FEDERAL BUREAU OF INVESTIGATION

June 28, 2022

Alert Number
I-062822-PSA

Questions regarding this
PSA should be directed to
your local FBI Field Office.

Local Field Office Locations:
www.fbi.gov/contact-us/field-
offices

Deepfakes and Stolen PII Utilized to Apply for
Remote Work Positions

The FBI Internet Crime Complaint Center (IC3) warns of an increase in
complaints reporting the use of deepfakes and stolen Personally Identifiable
Information (PII) to apply for a variety of remote work and work-at-home
positions. Deepfakes include a video, an image, or recording convincingly
altered and manipulated to misrepresent someone as doing or saying
something that was not actually done or said.

The remote work or work-from-home positions identified in these reports
include information technology and computer programming, database, and
software related job functions. Notably, some reported positions include
access to customer PII, financial data, corporate IT databases and/or
proprietary information.

Complaints report the use of voice spoofing, or potentially voice deepfakes,
during online interviews of the potential applicants. In these interviews, the
actions and lip movement of the person seen interviewed on-camera do not
completely coordinate with the audio of the person speaking. At times,
actions such as cocughing, sneezing, or other auditory actions are not aligned
with what is presented visually.

IC3 complaints also depict the use of stolen PII to apply for these remote
positions. Victims have reported the use of their identities and pre-
employment background checks discovered PII given by some of the
applicants belonged to another individual.

REPORT IT

Companies or victims who identify this type of activity should report it to the
IC3, www.ic3.gov.

If available, include any subject information such as IP or email addresses,
phone numbers, or names providad.

https://www.bleepingcomputer.com/news/security/fbi-stolen-pii-and-deepfakes-used-to-apply-for-remote-tech-jobs/
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DARKTRACE
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EiRIZRE : Darktrace

Source: https://www.techbang.com/posts/105183-generative-ai-such-as-chatgpt-led-to-a-135-increase-in
https://darktrace.com/resources/generative-ai-impact-on-email-cyber-attacks
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Bridge exploits account for ~b50% of all exploited funds in DeFi,
totaling ~$2.5B in lost assets

Funds lost in exploits per protocol type since September 2020

Bridge $2,470M

Lending | 5 5\ I
pEX I 362\

Cex I $360M 5 out of the 6 largest DeFi exploits are on cross-chain

Yield Aggregator |G $331M bridges, including:
« Ronin Network: $624M

Others [N $289M + Poly Network: $611M
Stablecoin |G $281M - BNB Bridge: $586M

camori IS 55M  Nermad 5. 31600
Synthetic Assets [l $92M
Passive Investing [J$29M
Liquidity Manager [J$28M
Olympus Fork [J$22M
Index Fund |$18M
Insurance |$9M
Wallet |$5M

Source: https://tokenterminal.com/weekly-fundamentals/48
https://tokenterminal.com/crypto-research/defi-exploits-trends-and-patterns
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Crypto Hack; $570 million stolen
from Binance Bridge

Hacket reportedly stolen $57 lion worth
cryptocurrency from the Binance Bridge, issued by
papulay pto ex e
The attack appears ave started at 2 m EST today
with hackers receivi transactions, each ¢ sting of
1,000,000 BNB

tare B

Binance Smart Chain, or BSC, is a cryptocurrency platform

for running decentralized apps. Binance Coin, or BNB, is

irrency issued by Binance.

the cryptocL

w0 HYILZR : Binance

SN AR AR NPT A& R

HHIREFETESE

o w

(=
150N

BRSEEITEER

Source: https://securereading.com/crypto-hack-570-million-stolen-from-binance-bridge/
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https://www.hkcert.org/blog/nft-boom-how-to-protect-your-nft-assets
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https://cyberdefender.hk/en-us/scameter/
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https://www.hkcert.org/tc/form/subscribe/entry
https://www.linkedin.com/company/hkcert/
https://www.facebook.com/hkcert/
https://www.youtube.com/channel/UCikgMGiCM83ZOLvNnX6LksA

EENTRS
Cyber Security Summit Hong Kong 2023
- (11-12 Sep 2023)

https://www.cssummit.hk

Cyber Security Summit Hong Kong 2023

Securing Enterprises to Prepare for the Post Quantum & Al World

%) 11-12 Sep 2023

ngK ng Convention and Exhibiti CIQP_}(A
" Y

&)

__CYB&ER
g SECURITY

Smart & Secure City Exhibition o ﬁdtﬁ =R A
@HKPC Building (2H 2023) EEHEE (Nov 2023)
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