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Deepfake attack vectors by country and financial loss since 2019
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DATA COLLECTED: MARCH 31, 2026 Malaysia ‘

Global deepfake fraud Hong Kong
reaches $2.19B — US "
leads in losses

Indonesia

The most successful attack vector for

scammers involves deepfaked China

celebrities or politicians promoting
. . Swed
fraudulent investment schemes, which weden
account for 52% of total losses.
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https://www.pnas.org/doi/10.1073/pnas.2110013119
https://arxiv.org/html/2405.04097v2
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risks related to Al and share with you real live

examples. | hope you could learn and share with
your family and friends kb
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https://today.line.me/tw/v3/article/peke8Rp
https://zhuanlan.zhihu.com/p/2014919768143057481
https://www.pcmarket.com.hk/api-key-for-openclaw-stolen-hackers-burn-through-640k-dollar-in-two-days/
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https://www.searchenginejournal.com/openai-is-pulling-shared-chatgpt-chats-from-google-search/552671/
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You come across as a highly curious, tech-
savvy person with a strong interest in
cybersecurity, privacy, and Al governance.
You also seem to care about practical

Can u describe what you know learning, staying current on scams and digital
risks, and using that knowledge in real-world
policy or compliance work. On the personal
interests in 100 words? side, you're into football, especially Tottenham
Hotspur, and you likely enjoy following tech
trends, Apple devices, networking, and self-
hosted tools. You also seem price-conscious,
detail-oriented, and comfortable mixing
English and Traditional Chinese in your work
and research.

about me around my personal

BAERILEBEELE

ls)fﬂ«:e of the Privacy Commissioner '
or Personal Data

$E% # Hong Kong, China %



NN - 8) SR

LY 2

/)

SEEIES S K

# Q l
BHBERTF 353 Taylor Swifte & B I RIS
Al

BEARGRE

Taylor Swift

B1REFR

BE M AlE L

BAEHALBEELE

Office of the Privacy Commissioner

for Personal Data

% % Hong Kong, China 9


https://www.hk01.com/%E5%8D%B3%E6%99%82%E5%9C%8B%E9%9A%9B/60344768/taylor-swift%E7%94%B3%E8%AB%8B%E8%81%B2%E9%9F%B3%E5%8F%8A%E5%A4%96%E8%B2%8C%E5%95%86%E6%A8%99-%E6%8A%B5%E7%A6%A6ai%E6%A8%A1%E4%BB%BF%E4%BE%B5%E6%AC%8A

NELCTNEER - 4) ST

R
B e A R ELA E R
Ak whBE 31 58 1E SR i BR S L E
f51F
Al

R EBi=HiEn

RS BECGEIREIRLIE IE
€E

97401
s I
BAERILEBEELE

?fﬂce of thf Privacy Commissioner '
or Personal Data

$E% # Hong Kong, China %



https://www.cpomagazine.com/data-protection/austrian-gdpr-complaint-claims-openai-refuses-to-correct-potentially-libelous-chatgpt-hallucinations/#google_vignette
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