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Personal Data (Privacy) Ordinance (PDPO)

Hong Kong’s personal data protection regime
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Dqta Protection
* Applies to both the private and public sectors Principles
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Legal Framework for Data Protection in Chinese Mainland
Three Main Pillars

Personal Information

Cybersecurity Law (CSL) Data Security Law (DSL) Protection Law (PIPL)

w.e.f. 1 June 2017 w.e.f. 1 September 2021 w.e.f. 1 November 2021

Latest updates on CSL

* The 14th NPCSC approved an amendment to Cybersecurity Law in October
* Aims to address the growing need for artificial intelligence (Al) governance while
promoting its development
* Taking effect on 1 January 2026 3
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Advancing
the Digital
China
Initiative

Modernizing
National
Security

System and
Capacity

Building Digital China with Emphasis on Security

CCCPC’s Recommendations for Formulating the 15th Five-Year Plan

“We should accelerate innovation in digital and intelligent technologies such as Al...”

“The Al Plus Initiative should be advanced across the board.”

“We must also strengthen governance over Al and refine relevant laws, regulations,
policies, systems, application standards, and ethical codes.”

“Capacity building on national security should be bolstered in emerging domains,
including cyberspace, data, Al...”

“We should enhance comprehensive cybersecurity governance and better protect
personal information”
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“Al Plus” Initiative
A global approach that balances development and security of Al

_ “Al Plus” Initiative

The “Al Plus” Initiative was unveiled in the 2024 Central
Government Work Report

March 2024

The need to continuously advance the “Al Plus” Initiative to
March 2025 | unleash the creativity of the digital economy was specifically
highlighted in the Central Government Work Report

The State Council released “Guidelines on Deepening the
August 2025 | Implementation of the ‘Al Plus’ Initiative” to promote the
extensive and in-depth integration of Al in six key areas

During the 20t Collective Study of the Political Bureau of the Central Committee of the Communist Party of China
held in April 2025, General Secretary Xi Jinping emphasised:

“To promote the healthy and orderly development of Al
in the Country in a beneficial, safe and fair manner”
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Balancing development and security of Al

Personal data protection is an important aspect of Al governance

Global Al Governance Initiative (2023) Global Al Governance Action Plan (2025)

“We should gradually establish and improve
relevant laws, regulations and rules, and
ensure personal privacy and data security in
the R&D and application of Al. We oppose
theft, tampering, leaking, and other illegal
collection and use of personal information.”

“We need to drive the development of Al with high-
quality data, collaborate to facilitate the lawful,
orderly and free flow of data...At the same time, we
need to actively safeguard personal privacy and
data security”

“We need to strictly enforce data and privacy
protection, actively explore lawful and orderly
transactions of training data, jointly promote the
opening and utilization of data compliant with rules
and regulations “
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PCPD’s Guidance on Al

The PCPD has published different guidance materials in response to Al development

.o
Guidance on the Ethical Development and Use of

Artificial Intelligence
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Office of the
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Mar 2025 Sep 2023
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Artificial Intelligence: Model Personal Data Protection
Framework (Model Framework)

U SRR T Issued in June 2024

wntellige, A set of recommendations.on Al Assist organisations in
\oata Protectionprece.’ governance and best practices for complying with the
g e [@ organisations procuring, implementing requirements of the
and using any type of Al systems, PDPO

including generative Al

Provide feedback for adjustment

ESTABLISH CONDUCT EXECUTE FOSTER

Al Strategy and Risk Assessment  Customisation of Al Models Communication
Governance and and Implementation and and Engagement
Human Oversight =~ Management of Al Systems  with Stakeholders
Re-assess risks when there Fine-tune Al systems to address
are significant changes stakeholders’ concerns 8

BEBAENALBEERE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




Artificial Intelligence: Model Personal Data Protection Framework
(Model Framework)
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Human Oversight Human-out-of-the-loop Human-in-command Human-in-the-loop
Al makes decisions without Human actors oversee the Human actors retain
human intervention operation of Al and intervene control in the
whenever necessary decision-making process
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Joint statement on building trustworthy data governance frameworks
to encourage development of innovative and privacy-protective Al
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I Cross-border Transfer of Personal Data from Hong Kong
Requirements under the PDPO

DPP1 (Purpose and Manner of Collection of Personal Data)

» All practicable steps shall be taken to ensure, inter alia, that
the data subject is explicitly informed of the purpose for
which the data is to be used and the potential transferees of
the personal data concerned

DPP3 (Use of Personal Data)

* The data subject’s prescribed consent would be required if
the transfer is for a new purpose, unless it falls within the
exemptions under Part 8 of the PDPO

11
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I Cross-border Transfer of Personal Data from Hong Kong
Requirements under the PDPO

Engagement of data processors to process personal

Oﬁ @, . & :
BA L ’J'u et : data outside Hong Kong
P ‘r o :
% i@ ./' e Data user must adopt contractual or other means to:
Y v'prevent any personal data transferred to the data
Ll processor from being kept longer than is necessary
for the processing of the data (DPP2(3))
v'prevent unauthorised or accidental access,

processing, erasure, loss or use of the data
transferred to the data processor for processing
(DPP4(2))
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Cross-border Transfer of Personal Information from Chinese Mainland
Requirements under the Personal Information Protection Law (PIPL)

PIPL — Article 38 Other Necessary Conditions set out in the PIPL
1. Passing the security assessment organized by the national ~ * Notification (Article 39)

cyberspace department in accordance with Article 40 of - Separate consent (Article 39)

the PIPL; e Personal information protection impact
2. obtaining personal information protection certification assessment (Article 55(4))

from the relevant specialized institution according to the  Ensuring that the personal information

provisions issued by the national cyberspace department; processing activities of the overseas recipient

] ] ) . meet the personal information protection

3. concluding a contract stipulating both parties' rights and standards set forth in the PIPL (Article 38)

obligations with the overseas recipient in accordance with
the standard contract formulated by the national
cyberspace department;

4. meeting other conditions set forth by laws and
administrative regulations and by the national cyberspace
department

F PCPD.org.hk



Standard Contract for Cross-boundary Flow of Personal Information
Within the Guangdong—Hong Kong—Macao Greater Bay Area
(Chinese Mainland, Hong Kong) (“GBA SC”)

The GBA SC applies to cross-boundary personal data information transfers:

Cross-boundary | Cross-boundary
transfers of personal ﬁﬁ transfers of personal
information from the i :;, / N data from Hong Kong

Chinese Mainland L B o i to the Chinese
: -

cities within the GBA Mainland cities within
to Hong Kong : the GBA
(Southbound) (Northbound)
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I Aligning with the Relevant Laws and Regulations of the Chinese Mainland

* The GBA SC adopts the concept of
“respective jurisdiction”

* Ensuring that  personal information
processors and recipients can transfer
personal information across boundaries in
accordance with the relevant legal
requirements of their respective

jurisdictions

The PCPD encourages organisations to adopt the GBA SC for cross-boundary transfers of personal
information within the Greater Bay Area
15
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IReIaxation of Requirements as a Facilitation Measure

As a facilitation measure, the GBA SC has relaxed some of the requirements set out in the Chinese
Mainland’s Measures on the Standard Contract for Cross-border Transfers of Personal Information out of the
Chinese Mainland

The restriction concerning the amount and sensitivity of the personal information that may be transferred

across borders was removed

The parties to the GBA SC are not required to conduct relevant assessments of the personal information
protection policies and regulations in the region where the recipient is located

The scope of the personal information protection impact assessment to be conducted by personal information
processors is greatly reduced

There is no specific requirement regarding sensitive personal information or automated decision-making
mechanisms
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I Key Requirements of the GBA SC

Personal information processors and recipients have to
comply with the requirements set out in the GBA SC.
For instance:

* The personal information processor shall conduct a
personal information protection impact assessment

* The parties have to file the GBA SC

* The recipient shall not provide personal information
received under the GBA SC to individuals or
organisations outside the GBA
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| GBA SC

Article 1 Definition

Article 2 Obligations and Responsibilities of Personal Information Processors

Article 3 Obligations and Responsibilities of Recipients

Article 4 Rights of Personal Information Subjects

Article 5 Remedies

Article 6 Termination of Contract

Article 7 Liabilities for Breach of Contract

Article 8 Miscellaneous

Appendix | Description of Cross-boundary Transfer of Personal Information

Appendix Il Other Terms Agreed by Both Parties (If Necessary)
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PCPD’s Guidance on Cross-boundary
Data Transfer: Standard Contract for
Cross-boundary Flow of Personal
Information Within the Guangdong-
Hong Kong-Macao Greater Bay Area
(Chinese Mainland, Hong Kong)

Guidance Note
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Guidance on Cross-boundary Data Transfer:

Standard Contract for Cross-boundary Flow of Personal
Information Within the Guangdong - Hong Keng - Macao
Greater Bay Area (Mainland, Hong Kong)

Part 1: Introduction
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I Contact us
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PCPD's 3 | Al Security Hotline

Guidance Materials on Al

2110 1155
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This course is for educational purposes only. _Anx_opinions, findings,
recommendations or conclusions expressed in this course or the course
materials reflect the personal opinions of the presenter(s) only and nothin
contained therein shall be construed as giving legal advice to the public. Nor
does any content or materials of the course represent the views or stance of
the Law Society of Hong Kong (“Society”).

The Society and the presenter(s) shall not be held responsible for any
responsibility or liability whatsoever in respect of the content or materials of
the course, and disclaim all responsibility or liability whatsoever in respect of
the content and materials of the course and any consequences that may arise
from an?/ person acting or refraining from action as a result of the content or
materials of the course.

The copyright of the course materials is reserved. Copying, distribution,
reproduction or re-transmission of any of the contents of the course materials
for the purpose other than att_endlnﬁ_t_ e course without the consent of the
presenter(s) and the Society is prohibited.
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