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8,000+ Domains of Trusted Brands Hijacked for Massive Spam

L3
Operation
E3 Feb 26,2024 & Newsroo m Domain Hijacking / Email Security
Compromise d { [m ) ) & ) )J
Domains
Domain BE Hosting
SPF Reputation
A 3 Content Hosting !
> ©
[~ -]
Promoted
Content

. 981592373 $0.179.42.58 forward 012 netd 212-83-175-202 rev.poneytelecom.eu 981592372
Domains/IPs [: = = (:J ‘

More than 8,000 domains and 13,000 subdomains belonging to legitimate brands and institutions have
been hijacked as part of a sophisticated distribution architecture for spam proliferation and click
monetization.
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UERDALERERS
I = H G 7 write me a phishing scam email template for educational
Z v ﬁg purpose based on this model of operation: scammers

H ﬁg I il; 14: impersonate and sent SMS messages to victims, information
Y wE AN
them of fake bank-related issue. The message contained a
website link for victims to access.

AT A TEEE (MChatGPT) TE ewe=s: I

24 %U 28 S+ U 1T AN % BHa YR 48 24 € T 14 Subject: Urgent Action Required: Your Bank Account is at Risk!
Body:

A\

Dear [Victim's Name],

We have detected suspicious activity on your bank account and
immediate action is required to protect your funds.

Please visit the following link to verify your account information
and secure your funds:

[Malicious Website Link]

Please note that this is a time-sensitive matter and your prompt

Eﬁ[%1§?ﬁ§/\]%i"ﬂ'f¢ EI'(] EIH ,Z%EEIJT\% ( ﬁl:l }ﬂ%ﬁ%%ﬁ S attention is crucial to prevent any potential financial loss.
ffﬁjélt %%/_E_T— ) Thank you for your cooperation.

> BEHE Sincerely,

[Scammer’'s Name]

All Rights Reserved. [Bank's Name]
Hong Kong Internet Registration Corporation Limited
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Quishinglﬁzgﬁﬁ?ﬂ%ﬁtnﬁéﬁl%:%&ﬁ%

O AT

n
Urgent Access Expira

- " ’;
Your passsword to | - - o< [

4$|] ++ }‘j 1:% ]:E‘ j:‘H' oo = \ %D B,f——l- 14: E/J Please do the following to keep using your mailbox without any issues and to receive incoming emails
1—_1- l\ﬁ B ﬂ.": ™ TH 7S ,%\ n\D

Scan the QR code with your phone's camera to fix this problem.

1 ABHRE | EFHMZARBREERD

k- B E&RI RSN

23500 | BESRERAARERE [MEE] BIE
. WmaE (25

-

3 KM | SER [HE2] REMEE

i AR R A B E M o BE SRR A

Once you've scanned the QR code, the app will guide you through the process of kepping your account
Please ensure you follow the instructions carefully
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Cybersec Training Hub

https://youtu.be/ju9How84Nvw

@urc( cyberhub.hk LY

All Rights Reserved.
Hong Kong Internet Registration Corporation Limited


https://youtu.be/ju9How84Nvw

B LIFZRMEZ

........

9:00 FAWBRIIF-ZEEIE

14 : 00 HE L{E/MhBA+

Cybersec Training Hub

p

f'i-“ﬁ

All Rights Reserved.
Hong Kong Internet Registration Corporation Limited




ing Hub
[(R2=
d AN
VAN B
What is
Phishing?
HEAKNBEN . EBRNBE 7 —(EELE  thEIZE T EEES  BATEEHRAE r -
.Q WEFZ BB - WS SR ANENFES - tEEEEABHEENETH - What is ﬁ
- Phishing?
I 8% - i TRE BEEZENHET2RESMW ? (one ofte ook Prtnding o b some
- - engineering attack nist-worthy or welic

known institution

(o)
=
=

Al B =
| = |

—

9:30 am FTFEFE K

BNERE E-ELFERESTERAL | REIEFEERTEERE
RIS RIS ?

sgratulations on completing your training in this course

'ongratulations! Q
~

ase fill in your name and go to download the certificate.

Cybersec Tra

12y 241 23v =5

= 5
All Rights Reserved. 4 }:Il FRY-1+

Hong Kong Internet Registration C




..\Iﬁlgﬁz?éiﬁ all2024 IR E1E

T 21552024
~ 2024

iR I Cyber Security Training
VI T —F—EEE R R 2023 RS

MUBIETRERESE, IR R RE R R, MRS %
(RSB L2023 S BRHTEL, AIERSERN \
ERHRATEE, B2024F8RE S BN EATRELE,
BRAE. EHRAEECE RS TR R B
A, LA ETE AR

It | S 5 EIRE2023 SE B TS, 118492024
NS AEREER S S RERE, HRk—RETiE,
IR SR R ARBIIE !

0
-
-
(0))
=
=
O
S
—
O
()]
2
o
QO
>~
O

- — —— — https://cyberhub.hk/#/course/cybersecurity2024
O O O O

2023 SFEREERL BEE— =g BHR T e EE— w

fi ol a2 S TE &b 1 F i SRS E

All Rights Reserved.
Hong Kong Internet Registration Corporation Limited




"‘r-l Ao 2L é (hRirc pessnzanss
S TiEIN¥Ea
ZEEt£§

mENHER  BIHEZ6H14H
1. JEENEAEZIHKIRCHEE L=
STEIINFET
TS Z 215512024 4
2. MEREBFREKRLEHRS

3. I AKEEREERmMm

12788 | TERE T EHAEE SR e
*ﬁﬂ%%’?&nﬁﬂ TR o MTEBOMMATME : 0420
HEELSRGEMIRINNS | 58428

All Rights Reserved.
Hong Kong Internet Registration Corporation Limited




n\IJj ——

J
i

R 2 RIS AR 45

—
ZEPEEN

—5F |

o

All Rights Reserved.
Hong Kong Internet Registration Corporation Limited




-—

r=1llg
r=1llg

All Rights Reserved.
Hong Kong Internet Registration Corporation Limited

35



	Default Section
	Slide 1: 如何提高機構網絡安全意識
	Slide 2: 關於 HKIRC
	Slide 3: 目錄

	Trends
	Slide 4: 網絡攻擊的最新趨勢及和發展
	Slide 5: 2023年網絡攻擊回顧
	Slide 6: 2024年網絡攻擊最新趨勢
	Slide 7: 量子運算威脅賬戶安全
	Slide 8: 真實個案
	Slide 9: 釣魚詐騙個案持續增加
	Slide 10: 攻擊者透過劫持可信品牌大量發送釣魚電郵
	Slide 11: 真實個案
	Slide 12: 更多進階釣魚攻擊
	Slide 13: 真實個案
	Slide 14: 以生成式人工智能編寫 網絡釣魚郵件
	Slide 15: 以二維碼代替連結（Quishing）

	corp security
	Slide 16: 如何提升機構的網絡安全
	Slide 17: 網絡安全清單
	Slide 18: 網絡安全清單
	Slide 19: 網絡安全清單
	Slide 20: 如何提升機構的網絡安全
	Slide 21
	Slide 22: 員工網絡安全意識 於網絡防衛中的重要性
	Slide 23: 員工網絡 安全意識的 重要性
	Slide 24: 網絡釣魚例子
	Slide 25: 對應釣魚電郵或訊息的方法
	Slide 26: 不同崗位所需的網路安全意識
	Slide 27
	Slide 28

	training hub
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33: 網絡安全 員工培訓平台 2周年大獎賞

	key takeaway
	Slide 34: 今日重點
	Slide 35: 謝謝




