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Disclaimer

The information provided in this PowerPoint for general reference only. It does not provide an exhaustive guide to the
application of the Personal Data (Privacy) Ordinance (Cap 486) (“PDPO”). For a complete and definitive statement of law,
direct reference should be made to the PDPO itself. The Office of the Privacy Commissioner for Personal Data makes no
express or implied warranties of accuracy or fitness for a particular purpose or use with respect to the information set out
in this PowerPoint. The contents provided will not affect the exercise of the functions and powers conferred to the
Commissioner under the PDPO.
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Data Protection Principles (DPPs)
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 The six DPPs cover every item
i of personal data in the whole

data processing cycle
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W4 H 19 B2 )5 3 Collection Purpose & Means ¢
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ZORME B DA BB AP 5 5 ORI A ZRE » Personal data must be collected in a lawful and fair way, for a

HoH o i P B R B e S B AT B - purpose directly related to a function/activity of the data user.
28 DA BE AT AT G 4k R 38 A e 4B LM A ekl All practicable steps shall be taken to notify the data subjects of
H i s DL O] B € e ioRs 28 WE I A1 o the purpose of data collection, and the classes of persons to

whom the data may be transferred.

AR A REORHEAT TEBR T 2ERY » i) AP

Data collected should be necessary but not excessive.

HEREPE - - AR B Accuracy & Retention @
@ @

ZERHE I & IR BUD) BT AT 0925 BE DA RE AR $5 A B9 A 2EDFE Practicable steps shall be taken to ensure personal data is

W A S 5 T TR I AR B R R R B e BUE K H i EF accurate and not kept longer than is necessary to fulfil the
BT RE o purpose for which it is used.
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flsl A ZERE SR T W 4R IR e W i H A sRECEEAH BB H B9 > Personal data is used for the purpose for which the data is

B I 2 ZOREEG TN B B B A Y [ 3 o collected or for a directly related purpose, unless voluntary and
explicit consent is obtained from the data subject.

PRE R Security @

PORHSE T B A BRICD) v AT 2B B8 > AR PORE A #RAE A data user needs to take practicable steps to safeguard personal
FZREE AP b AT ) ~ BERE - RS ~ veEdeskfE ] o data from unauthorised or accidental access, processing, erasure,

loss or use.
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ZEW] BE Openness E

BORHE I & ZE SR D) ol 17 B 2B B AR A B IL R BB A ¥ A data user must take practicable steps to make personal data

BE B BOR AT 95 7 X o RIS A B9 AR I fn policies and practices known to the public regarding the types of
3 - personal data it holds and how the data is used.

75 B B¢ ¥ 1F Data Access & Correction

YORHE S ANATRESORE B HAB A YOR} 5 BB BMAYIRE A data subject must be given access to his personal data and to
AHERE > FAREZREIE - make corrections where the data is inaccurate.
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Guidance Note

A RAELESALE
Office of the Privacy Commissioner
for Personal Data, Hong Kong

Protection of Personal Data Privacy - Guidance
for Property Management Sector

Summary

This Guidance covers the following areas:

« Collecting personal data of residents or visitors - In any activities involving the collection of personal
data, property management bodies should collect personal data that is necessary, adequate but
not excessive in relation to the purpose of such activities; provide the data subject with a “Personal
Information Collection Statement”, and establish a retention period for the personal data collected during
the relevant activity. Property management bodies should also ensure that the use (including disclosure)
of the personal data is confined to the purpose for which the data was originally collected or for a directly
related purpose, unless the relevant person's consent is obtained or the exemptions under Part 8 of the
Personal Data (Privacy) Ordinance are applicable.

« Recording of Hong Kong Identity (HKID) Card numbers of visitors - Before collecting the visitors’
HKID Card numbers, the property manager must consider other methods of verifying the visitors’
identities, and whenever practicable, should give the visitors the option to choose less privacy-intrusive
alternatives to verify their identities.

« Visitors' log book - The property manager should ensure that the previous entries in the visitors' log
book are concealed from visitors or irrelevant parties. The personal data recorded in the log book should
be deleted as soon as practicable after the purpose of collection is fulfilled.

of from - The property manager should first inform the complainant
that his personal data is to be used for handling matters relating to the complaint, and make known to
the compiainant the persons to whom his personal data may be disclosed. To avoid misunderstanding,
the property manager may obtain the complainant’s written consent before referring the complaint to a
third party.

+ Display of notices containing personal data - Pwmnmmlmdmmwamfuly(m
and assess the necessity, extent and duration of a notice I's personal
data. No HKID Card number or contact information of an individual sbouldbed‘sphytdnany public
place.

« CCTV located at common areas of buildings - People should be explicitly notified that they are subject
10 CCTV surveillance. Such notices should contain details of the data user operating the CCTV system and
the specific purpose of , etc. The property bodies should also f late policies
on the retention and security of the collected personal data, and handle the recorded images with proper

care.
@ -

FEBARNLESALE

Privacy Commissioner
for Personal Data, Hong Kong

Personal Data (Privacy) Ordinance

CODE OF PRACTICE ON

THE IDENTITY CARD NUMBER
AND OTHER

PERSONAL IDENTIFIERS

April 2016 (First Revision)

FHEARSLBEALE

Office of the Privacy Commissioner
for Personal Data, Hong Kong

Code of Practice on the Identity Card Number
and other Personal Identifiers

COMPLIANCE GUIDE FOR
DATA USERS




(1) Recording of HKID Card numbers of visitors F_

Personal Data (Privacy) Ordinance

CODE OF PRACTICE ON

THE IDENTITY CARD NUMBER
AND OTHER

PERSONAL IDENTIFIERS

April 2016 (First Revision)

BASIC POSITION: No right to compel
an individual to provide a HKID Card
number unless authorised by law

T

DPP1(1) — Necessary, adequate and
non-excessive collection

/
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(1) Recording of HKID Card numbers of visitors H

v'Record the HKID Card numbers of the

L visitor if it is not feasible for a property
CODEOF PRACTICE ON . . - ) e ey
i manager to monitor a visitor’s activities
AND OTHER H H H H

PERSONAL IDENTIFIERS InSIde the bU||d|ng

v'Give the visitor the option to choose less |
privacy-intrusive alternatives

* |dentification of the visitor by the flat
occupant concerned

J-xl

proof of identity /
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(1) Recording of HKID Card numbers of visitors H

rGuidance Note

SR AELESROW
Office of the Privacy Commiasioner
for Persona Duta, Hong Kong

Protection of Personal Data Privacy - Guidance
for Property Management Sector

Summary

This Guidance covers the following areas:

Collecting personal data of residents or visitors - In any activities involving the collection of personal
data, property management bodies should collect personal data that i
xcessive in relation to tf " of such activities;

is necessary, adequate but

« Visitors' log book - The property manager should ensure that the previous entries in the visitors' log
book are concealed from visitors or irrelevant parties. The personal data recorded in the log book should

be deleted as s00n as practicable after the purpose of collection s fulfiled.

- Handling of complaints from residents - The property manager should first

inform the complainant

that his personal data s to be used for handiing matters relating to the complaint, and make known to
the complainant the persons to whom his personal data may be disclosed. To avoid misunderstanding,
the property manager may obtain the complainant’s written consent before referring the complaint to a

third party.

- Display of notices containing personal data - Property management bodies should carefully consider

and assess the necessity, extent and duration of publishing a notice containi

nqanmdmduafspeml

data. No HKID Card number or contact information of an individual should be displayed in any public

place.

. mwummaww Peodeshouldbteuﬂmﬂyno ified that they are subject
to CCTV surveillance. Such notices should contain details of the data user operating the CCTV system and
the specific purpose of surveillance, et Thcpfopcﬂy bodies should policies

on the retention and security of the coliected personal data, and handle the recorded images with proper

care.

e 2022

DPP1(3) — Personal Information Collection
Statement (“PICS”)

v'Provide/ Display PICS to inform visitors:-

 Whetheriit is oblliatory or voluntary for the
visitors to supply their personal data

 where obligatory: the consequences for |

failing to supply the data;

* The purpose for which the data is to be
used;

* The classes of transferee (if any);

* His rights to request access to fand
correction of the data, and to whom 'such
request may be made. y
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(1) Recording of HKID Card numbers of visitors H

£ Guidance Note DPP4(1) — Data secu r|ty

l f j EAAAELESALE
‘the Privacy Commiasioner
bmmmum

Protection of Personal Data Privacy - Guidance /Ta ke a p p ro p riate sec u rity m e a s u res tO

for Property Management Sector

ensure that such entries in a visitors’ log

This Guidance covers the following areas:
- Collecting personal data of residents or visitors - In any activities involving the collection of personal

data, property management bodies should collect personal data that is necessary, adequate but
not excessive in relation to the purpose of such activities; provide the data subject with a “Personal
Information Collection Statement’, and establish a retention period for the personal data collected during

the relevant activity. Property management bodies shouid also ensure that the use (including disclosure)
of the personal data is confined to the purpose for which the data was originally collected or for  directly

e i visitors/ irrelevant parties

+ Recording of Hong Kong Identity (HKID) Card numbers of visitors - Before collecting the visitors'
HKID Card numbers, the property manager must consider other methods of verifying the visitors'
identities, and whenever practicable, should give the visitors the option to choose less privacy-intrusive

s e | DPP2(2) — Data retention

book are concealed from visitors or irrelevant parties. The personal data recorded in the log book should
be deleted as s0on as practicable after the purpose of collection s fulfilled.

+ Handling of complaints from residents - The property manager should first inform the complainant
that his personal data s to be used for handiing matters relating to the complaint, and make known to

SESIEIERENEEEEE | v'Delete the personal data recorded in the

third party.
- Display of notices containing personal data - Property management bodies should carefully consider

L]
and assess the necessity, extent and duration of publishing a notice containing an individual's personal ;
data. No HKID Card number or contact nformation of an individual should be displayed i any public O O O a S S O O r ‘ a S r a (: | (: a e a e r e
place. Fiis
5
+ CCTV located at common areas of buildings - Peopie should be explicitly notified that they are subject x
to CCTV surveillance. Such notices should contain details of the data user operating the CCTV system and

s
. . . P
eaiie
the specific purpose of surveilance, etc. The property bodies should policies r t I n I I ”'c:: /:5
on the retention and security of the coliected personal data, and handle the recorded images with proper P
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(2) Collecting personal data of residents
- Issuance of resident cards

Guidance Note
j SAEARELESALE
o Pasond O R oy

Protection of Personal Data Privacy - Guidance
for Property Management Sector

Summary

This Guidance covers the following areas:

- Collecting personal data of residents or visitors - In any activities involving the collection of personal
data, property management bodies should collect personal data that is necessary, adequate but
not excessive in relation to the purpose of such activities; provide the data subject with a “Personal
Information Collection Statement’, and establish a retention period for the personal data collected during
the relevant activity. Property management bodies shouid also ensure that the use (including disclosure)
of the personal data is confined to the purpose for which the data was originally collected or for  directly
related purpose. unless the relevant person's consent is obtained or the exemptions under Part 8 of the
Personal Data (Privacy) Ordinance are applicable.

+ Recording of Hong Kong Identity (HKID) Card numbers of visitors - Before collecting the visitors'
HKID Card numbers, the property manager must consider other methods of verifying the visitors’
identities, and whenever practicable, should give the visitors the option to choose less privacy-intrusive
alternatives to verify their identities.

« Visitors' log book - The property manager should ensure that the previous entries in the visitors' log
book are concealed from visitors or irrelevant parties. The personal data recorded in the log book should
be deleted as s0on as practicable after the purpose of collection s fulfilled.

+ Handling of complaints from residents - The property manager should first inform the complainant
that his personal data s to be used for handiing matters relating to the complaint, and make known to
the complainant the persons to whom his personal data may be disclosed. To avoid misunderstanding,
the property manager may obtain the complainant’s written consent before referring the complaint to a
third party.

- Display of notices containing personal data - Property management bodies should carefully consider
and assess the necessity, extent and duration of publishing a notice containing an individual's personal
data. No HKID Card number or contact information of an individual should be displayed in any public
place.

+ CCTV located at common areas of buildings - Peopie should be explicitly notified that they are subject
o CCTV surveillance. Such notices should contain details of the data user operating the CCTV system and
the specific purpose of surveillance, etc. The property bodies should policies
on the retention and security of the coliected personal data, and handle the recorded images with proper

ane.
&} -

DPP1(1) — Necessary, adequate and non
excessive collection

v'Collect name, contact number

 But collect HKID Card Number/ Copy?

* The purpose of confirming the identity of
resident could be achieved by asking the
resident to present his/her HKID Card
without collecting the copy of the HKID
Card

10



(2) Collecting personal data of residents
- Issuance of resident cards

rGuidance Note

SR AELESROW
Office of the Privacy Commiasioner
for Persona Duta, Hong Kong

Protection of Personal Data Privacy - Guidance
for Property Management Sector

Summary

This Guidance covers the following areas:

Collecting personal data of residents or visitors - In any activities involving the collection of personal
data, property management bodies should col
in re the pun

lect pcvional data that is necessary, adequate but

ant
Personal Data (Privacy) Ordinance are applicable.

. Mudhgduu\gl(cmgkhutky (HKID) (-vdmlmbond Ihou Before collecting the vi
roperty manager mus! od vefynq

»denhes ndvmenevef mmmwm visitors heopho hooselexprx intrusive

alternatives to verify t

anager should ensure that the previous entries in the visitors' log
relevant parties. The personal data recorded in the log book should
the purpose of collection is fulfilled.

- Handling of complaints from residents - The property manager should firs
that his personal data s to be used for handiing matters relating to the mmphim. and make known to
the complainant the persons to whom his personal data may be disclosed. To avoid misunderstanding,
the property manager may obtain the complainant’s written consent before referring the complaint to a
third party.

inform the complainant

- Display of notices containing personal data - Property management bodies should carefully consider
and assess the necessity, extent and duration of publishing a notice containing an individual's personal
data. No HKID Card number or contact information of an individual should be displayed in any public
place.

+ CCTV located at common areas of buildi Peodeshouldbteuﬂmﬂym ified that they are subject
o CCTV surveillance. Such notices should contain details of the data user operating the CCTV system and
the specific purpose of surveillance, et Thcpfopmy bodies should policies
on the retention and security of the coliected personal data, and handle the recorded images with proper
care.

@ o

DPP1(3) — Personal Information Collection
Statement (“PICS”)

v'Provide PICS to inform residents:-

 Whether it is obligatory or voluntary for the
residents to supply their personal data

F!

 where obligatory: the consequences for |

failing to supply the data;

* The purpose for which the data is to be
used;

* The classes of transferee (if any);

* His rights to request access to fand
correction of the data, and to whom 'such
request may be made. y

/

11



(3) Smart property management
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HK

Personal Data?

* If seeks to identify the relevant
visitor (e.g. for investigation):

* Reasonably practicable for the
identity of the \visitors to be
ascertamed from the totality of data
mcludmg data stored in the backend
system of DPO)

— Data contained in the iAM Smart
Sersonal Code will constitute “personal
ata”




(3) Smart property management H

Protection of Personal Data Privacy - Guidance
for Property Management Sector

Summary

- Recording of Hong Kong Identity (HKID) Card numbers of visitors - Before collecting the visitors'
HKID Card numbers, th

2 e property manager must consider other methods of verifying the visitors’
identities, and whenever practicable, should give the visitors the option to choose less privacy-intrusive

alternatives to verify their identities.

- Visitors’ log book - The rty manager should ensure that the previous entries in the visitors' log
book are concealed from visitors or irrelevant parties. The personal data recorded in the log book should
be deleted as s00n as practicable after the purpose of collection s fulfiled.

+ Handling of complaints from residents - The property manager should first inform the complainant
that his personal data s to be used for handiing matters relating to the complaint, and make known to
the complainant the persons to whom his personal data may be disclosed. To avoid misunderstanding,
the property manager may obtain the complainant’s written consent before referring the complaint to a
third party.

- Display of notices containing personal data - Property management bodies should carefully consider
and assess the necessity, extent and duration of publishing a notice containing an individual's personal
data. No HKID Card number or contact information of an individual should be displayed in any public
place.

+ CCTV located at common areas of buildings - Peopie should be explicitly notified that they are subject
o CCTV surveillance. Such notices should contain details of the data user operating the CCTV system and
the specific purpose of surveillance, etc. The property bodies should policies
on the retention and security of the coliected personal data, and handle the recorded images with proper
care.

@ o

DPP4(1) — Data security

* For personal data stored electronically:

v’ Proper encryption programmes and system
access management

v’ |dentity authentication management

v’ Password-controlled devices with latest security
patches and anti-virus software installed

v Regular monitoring and review of access record
of personal data (check for abnormal access to
residents’ personal data)

v’ Data security policy
v’ Regular staff training

i

/
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(3) Smart property management

Guidance Note

FAEANELESRAN
Office of the Privacy Commiasioner
for Persona Duta, Hong Kong

Protection of Personal Data Privacy - Guidance
for Property Management Sector

Summary

This Guidance covers the following areas:

personal data of residents or visitors - In any activities involving the collection of personal
data, property management bodies should collect personal data that is necessary, adequate but
not excessive in relation to the purpose of such activities; provide the data subject with a “Personal
Information Collection Statement”, and establish a retention period for the personal data collected during
the relevant activity. Property management bodies shouid also ensure that the use (including disclosure)
of the personal data is confined to the purpose for which the data was originally collected or for a directly
related purpose. uniess the relevant person’s consent is obtained or the exemptions under Part 8 of the
Personal Data (Privacy) Ordinance are applicable.

- Recording of Hong Kong Identity (HKID) Card numbers of visitors - Before collecting the visitors'
HKID Card numbers, the property manager must consider other methods of verifying the visitors'
identities, and whenever practicable, should give the visitors the option to choose less privacy-intrusive
alternatives to verify their identities.

+ Visitors’ log book - The property manager should ensure that the previous entries in the visitors' log
book are concealed from visitors o irrelevant parties. The personal data recorded in the log book should
be deleted as s00n as practicable after the purpose of collection s fulfiled.

« Handling of complaints from residents - The property manager should first inform the complainant
that his personal data is to be used for handling matters relating to the complaint, and make known to
the complainant the persons to whom his personal data may be disclosed. To avoid misunderstanding,
the property manager may obtain the complainant’s written consent before referring the complaint to a
third party.

- Display of notices containing personal data - Property management bodies should carefully consider
and assess the necessity, extent and duration of publishing a notice containing an individual's personal
data. No HKID Card number or contact information of an individual should be displayed in any public
place.

+ CCTV located at common areas of buildings - People should be explicitly notified that they are subject
to CCTV surveillance. Such notices should contain details of the data user operating the CCTV system and
the spacific purpose of surveilance, etc. The property bodies should policies
on the retention and security of the coliected personal data, and handle the recorded images with proper

care.
@ o

DPP4(1) — Data security

* For property management mobile
applications:
v’ Incorporate privacy protection into the design -

v’ PIA: Assess the impact on personal data
privacy arising from the introduction of the
applications
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About PCPD | Data Privacy Law | News & Events | Enforcement Reports | Frequently Asked Questions | Compliance & Enforcement | Doxxing Offences |

Data Security NEW! | Anti-fraud Tips | Complaints | Education & Training | Resources Centre | Contact Us
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What's New More

L]
o cmeran ] \N@bsite
Suspected Doxxing of Hong Kong Judges and Other Law
Enforcement Officers
A 64-year-old Male Arrested for Suspected Doxxing Arising from °
B E-mail
Reaching Out to Legal ionals — Privacy Commissi
Attends the Law Society of Hong Kong Spring Cocktail Reception
2024
Reaching Out to Schools — Privacy Commissioner Speaks on the
Protection of the Personal Data Privacy of Students and the Doxxing r e S s
Offences

o I Raising Public Awareness of Fraud Prevention — Privacy

mmissioner’s Office Launches Commissioner’s Office Launches a New Episode of Anti-fraud
-fraud Promotional Video Promotional Video

Reaching Out to the Community — Privacy Commissioner Officiates

theL hing C 1y of “Di ing News and ion with

Students and Teachers® Programme Organised by the Hong Kong

Press Council

Reaching Out to Schools — Privacy Commissioner Speaks at “Values
Education Conference”

Reaching Out to the Community — Privacy Commissioner
Interviewed by Now News to Explain PCPD’s Compliance Report on
the Use of Artificial Intelligence by Organisations

Implications of the Development or Use of Artificial Intelligence on
Personal Data Privacy The Privacy Commissioner’s Office has

| ®

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence. In essence, you are free to share and adapt this PowerPoint, as long

Contact Us

2827 2827

2877 7026

www.pcpd.org.hk
communications@pcpd.org.hk
Unit 1303, 13/F,

Dah Sing Financial Centre,

248 Queen’s Road East,
Wanchai, Hong Kong

as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong. For details, please visit creativecommons.org/licenses/by/4.0.
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http://www.pcpd.org.hk/
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