e | >

Cross-boundgry Flow of Pe:sonal Informatlon
Wlthm rhel Greater Bay Aréa

0

=
16 May 2025

b

BREAEHLEBEENE
Office of the Privacy Commissioner
for Personal Data, Hong Kong



|. Transferring personal data‘fromHong Kong

EREALHILBEENE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




5 B2 Rk s Hi PCPD.org.hk

Data Protection Principles Data Protection
(DPPs) i

W H iy B 75 & Collection Purpose & Means ¢
el

FoPH A L R T A o AR A BRARER ¢ Tersonal data must be collected inoa lawful and faiv way, for a
5 1 e T G ke S R AT - purpase directly related toa function|activiey of the data user

S ) BT T B A LA A SRk R A practicable steps shall be taken Lo nolily the data subjects of
5 BL R SRRl i e R e e A - the purpose of data collectian, and the classes of persars to

* All data users must comply with the | wimee.  SEERmsl
SiX DPPS i G AE B P B Accuracy £ Retention @

B FHE BN SRR e AR R B RE  Peonal data s soourate and is not kept for 3 period bonger tham

~

* The six DPPs cover every item of 0“”“ T,

AT PR A e i B S H ek SRR R e H ad . Personal data s used far the purpose far which the data is
1 ) A A D e ) R - coliected or for a directly related purpose, urless voluntary and

personal data in the whole data e
processing cycle from collection,
retention, use to destruction

S
PRERTHE Security | 8

el i B e A A B B A SRR ErR® A data user needs to take practical steps to safeguard persenal
RV R - R - R - MRl - dala from wnauthorised or accidental access, prooessing,
erasure, loss or use,

~

B W] BE Openness i—1
B0 B e ST R E O A BER i E R R R A+ A data user must make known to the public its personal data
T e e e LA R O R e - poliches and practices, types of persanal data it holds and how

the data i used,
i %) Bt 9L 0E Data Access & Correction &
FERLE AT R R AN A BE L S TR AR A data subject must be given access 1o his personal data and o
LA - AR R - make corectiors whene the data i macourate,

Office of the Privacy Commissioner
far Persanal Data, Hang Keng

F HREMAERLBEN AR



The Requirements under the PDPO in Transferring
Personal Data from Hong Kong

DPP1 (Purpose and Manner of Collection of Personal Data)

* All practicable steps shall be taken to ensure, inter alia, that the
data subject is explicitly informed of the purpose for which the
data is to be used and the potential transferees of the personal
data concerned

DPP3 (Use of Personal Data)

* The data subject’s prescribed consent would be required if the
transfer is for a new purpose, unless it falls within the exemptions
under Part 8 of the PDPO
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The Requirements under the PDPO in Transferring
Personal Data from Hong Kong

Engagement of data processors to process personal data outside
Hong Kong

* The data user must adopt contractual or other means to

v’ prevent any personal data transferred to the data processor
from being kept longer than is necessary for the processing
of the data (DPP2(3))

v’ prevent unauthorized or accidental access, processing,
erasure, loss or use of the data transferred to the data
processor for processing (DPP4(2))
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Il. Cross-boundary flow of personal information
within the Greater Bay Area
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The PCPD Welcomes the Implementation of the Facilitation Measure of the Standard
Contract for Cross-boundary Flow of Personal Information Within the Guangdong—Hong
Kong—Macao Greater Bay Area (Mainland, Hong Kong) (“GBA SC”)

 The PCPD welcomes the Government’s Initiative to extend the facilitation
measure of the GBA SC to all sectors in Hong Kong since 1 November 2024

* Further promoting the cross-boundary flow of personal information within the
GBA, thereby building a “Digital GBA”

« The PCPD is extremely grateful to the staunch support of the Cyberspace
Administration of China and Cyberspace Administration of Guangdong Province
In facilitating the cross-boundary flow of personal information within the GBA

F PCPD.org.hk



Aligning with the Relevant Laws and Regulations of
the Mainland

 The GBA SC adopts the concept of “respective
jurisdiction”

* Ensuring that personal information processors
and recipients can transfer personal
information across boundaries in accordance
with the relevant legal requirements of their
respective jurisdictions

The PCPD encourages organisations to adopt the GBA SC for cross-boundary transfers of personal
information within the Greater Bay Area
8
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The GBA SC applies to cross-boundary personal information transfers

including cross-boundary personal information transfers from the Mainland cities within the GBA to
Hong Kong and those from Hong Kong to the Mainland cities within the GBA

ﬂ:ross-boundary tra nsfera
of personal data from
Hong Kong to
the Mainland cities
within the GBA

K (Northbound) /

fCross-bou ndary tra nsfersx
of personal information
from the Mainland cities
within the GBA to
Hong Kong

K (Southbound) /
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Requirements of the GBA SC

Personal information processors and recipients have to comply
with the requirements set out in the GBA SC. For instance:

* The personal information processor shall conduct a personal
information protection impact assessment

 The parties have to file the GBA SC
 The recipient shall not provide personal information received

under the GBA SC to individuals or organisations outside the
GBA
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Relaxation of Requirements as a Facilitation Measure

As a facilitation measure, the GBA SC has relaxed some of the requirements set out in the
Mainland’s Measures on the Standard Contract for Cross-border Transfers of Personal Information out of
the Mainland

The restriction concerning the amount and sensitivity of the personal

information that may be transferred across borders was removed

The parties to the GBA SC are not required to conduct relevant
assessments of the personal information protection policies and
regulations in the region where the recipient is located

The scope of the personal information protection impact assessment to be
conducted by personal information processors is greatly reduced

There is no specific requirement regarding sensitive personal information
or automated decision-making mechanisms
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The GBA SC

Article 1 Definition

Article 2 Obligations and Responsibilities of Personal Information Processors

Article 3 Obligations and Responsibilities of Recipients

Article 4 Rights of Personal Information Subjects

Article 5 Remedies

Article 6 Termination of Contract

Article 7 Liabilities for Breach of Contract

Article 8 Others

Appendix | Description of Cross-boundary Transfer of Personal Information

Appendix Il Other Terms Agreed by Both Parties (If Necessary)
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Key Obligations and Responsibilities of Personal Information Processors

Article 2

(8) Conduct a personal information protection impact assessment
on the intended activities of transferring personal information to the

f recipient, which shall focus on the following:
1.

The legality, legitimacy and necessity of the purposes and
means, etc. of processing personal information by the personal
information processor and recipient;

2. The impact on and security risks to the rights and interests of
personal information subjects;

3. Whether the obligations undertaken by the recipient, as well as
its management, technical measures and capabilities, etc. to
perform the obligations, can ensure the security of personal
information transferred across the boundary
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Key Obligations and Responsibilities of Recipients

Article 3
N ~
(7) Not to provide personal - -
information received under the r D
Contract to individuals and =

organisations outside the GBA
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Key Obligations and Responsibilities of Recipients

Article 3

(8) May only provide personal information to a third party in the same

jurisdiction in the Mainland cities within the GBA or Hong Kong if:

1. There is a business need for the transfer;

2. The personal information subject has been informed of the requisite information,
such as the third party’s name, contact information, purposes and means of
processing, etc.;

3. The consent of the personal information subject has been obtained in accordance
with the laws and regulations of the jurisdiction of the personal information
processor, if the processing is based on the consent of the individual;, AND

4. The personal information is provided to a third party in the same jurisdiction in
accordance with the terms set out in Appendix |: “Description of cross-boundary
transfer of personal information” 15

S o el \
© HeHE9 ERBEAEGNLEBEENE
& Office of the Privacy Commissioner
for Personal Data, Hong Kong
R © B




The GBA SC - Appendix I:
Description of cross-boundary transfer of personal information

:(1) Purposes of processing ]

:(2) Means of processing ]

:(3) The scale of personal information transferred Details of the cross-boundary

( (4) The categories of personal information transferred \ transfer of personal information as
>(5) The provision of personal information to a third party in ) agreed under the GBA SC //
>the same jurisdiction (if applicable) ) Z/_ Ou— — — — —

\ (6) Means of transfer ) re

:(7) Retention period after being transferred “’

:(8) Place of retention after being transferred -

:(9) Other matters (as the case may require) } .

16

BREAERALREERE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




PCPD’s

Guidance on Cross-boundary
Data Transfer: Standard
Contract for Cross-boundary
Flow of Personal
Information Within the
Guangdong-Hong Kong-
Macao Greater Bay Area
(Mainland, Hong Kong)
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Guidance on Cross-boundary Data Transfer:

Standard Contract for Cross-boundary Flow of Personal
Information Within the Guangdong - Hong Kong - Macao
Greater Bay Area (Mainland, Hong Kong)

Part 1: Introduction
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Disclaimer

The information provided in this Power @I for general reference only.

It does not provide an exhaustive guide to@he application of the Personal
Data (Privacy) Ordinance. The Privacy-Commissioner for Personal Data
(“the  Commissioner”) ma(k)es—m) express or implied warranties /oi
accuracy or fitness for a jculgr purpose or us respect .tcr,the ~
information/set| oyt in this|PowerPoint. The co |

vided v!n{l not /

affect the of the functions and powers conferred to\t \‘1

Commission er the Ordinance. ‘\* /
g RIE - BEM@AZHITLIE R
e : Homw BRamaanas masaa: ;
e ectil Y !: Protect, Respect Personal Data Privacy ||=

% 2827 2827 A=l 2877 7026

Sy www.pcpd.org.hk @ communications@pcpd.org.hk
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