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Data Breach Incident

A suspected or actual breach of the security of personal data held by a data user, exposing the
personal data to the risk of unauthorised or accidental access, processing, erasure, loss or use.

* Loss of personal data stored on devices

4
P

 Improper handling of personal data

A database containing personal data that is hacked or accessed by
outsiders without authorisation

* Disclosure of personal data to a third party who obtained the data by
deception

* Leakage of data caused by the installation of file-sharing software on a
computer

7 4
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Relevant Requirements under the PDPO

Data Protection Principle 4(1)

All practicable steps shall be taken to protect personal data from
unauthorised or accidental access, processing, erasure, loss or use

Data Protection Principle 4(2)

If a data processor is engaged to process personal data, the data user b
must adopt contractual or other means to prevent unauthorised or _)
accidental access, processing, erasure, loss or use of the data transferred

to the data processor for processing

A data breach may amount to a contravention of
Data Protection Principle 4 of Schedule 1 to the PDPO

\\

i
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Common Causes of Data Breaches

@% 1. Cyberattacks

2. System misconfigurations !

3. Loss of physical documents or portable devices

4. Improper/wrongful disposal of personal data
"N

5. Inadvertent disclosure by email or by post

6. Staff negligence/misconduct @
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Data Breach Response Plan

What? Elements (Non-exhaustive)
=) A document setting out how an [=] Description of what makes a data breach
— organisation should respond in a data ¢ Internal incident notification procedure
é‘i Tir:?)?:n should outline: X, Contact details of response team members
‘ * a set of procedures to be followed Risk assessment workflow
in a data breach Q) Containment strategy

» strategy for identifying, containing,
assessing and managing the impact
brought about by the incident from Q, Investigation procedure
start to finish

Why?
Help ensure a quick response to and &b Post-incident review mechanism
effective management of a data breach “* Training or drill plan

(o Communication plan

i Record keeping policy

BREAERILEBEENE
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Steps

1 |—D

Data Breach Handling

Immediate gathering of essential
information

Containing the data breach

Assessing the risk of harm

Considering giving data breach
notifications

Guidance Note

FREAGHLBYELE
Office of the Privacy Commissioner
for Personal Data, Hong Kong

Guidance on Data Breach Handling and

Data Breach Notifications

INTRODUCTION

Good data breach handling makes good business
sense

A good data breach handling policy and practice is
not only useful for containing the damage caused
by a breach, but also demonstrate the data user’s
responsibility and accountability when tackling the
problem, by formulating a clear action plan that
can be followed in the event of a data breach. In
addition to enabling the data subjects affected by
the breach to take appropriate protective measures,
data breach notifications can help reduce the risk of
litigation and maintain the data user’s goodwill and
business relationships, and in some cases the public's
confidence in the organisation.

This guidance is aimed at assisting data users to
prepare for and handle data breaches, to prevent
recurrence and to mitigate the loss and damage
caused to the data subjects involved, particularly
when sensitive personal data is involved.

What is personal data?

Data breach incidents often involve the personal
data of individuals, such as customers, service users,
employees and job applicants of organisations.
Under the Personal Data (Privacy) Ordinance
(Chapter 486 of the Laws of Hong Kong) (PDPO),
personal data means any data’

(a)

relating directly or indirectly to a living
individual;

(b) from which it is practicable for the identity
of the individual to be directly or indirectly
ascertained; and

(c) in aform in which access to or processing of the
data is practicable.

What is a data breach?

A data breach is generally regarded as a suspected

or actual breach of the security of personal data

held by a data user’, which exposes the personal
of d: i to the risk of ised or

accidental access, processing, erasure, loss or use.

The following are some examples of data

breaches:

» The loss of personal data stored on devices

such as laptop computers, USB flash drives,

portable hard disks or backup tapes

The improper handling of personal data,

such as improper disposal, sending emails

to parties or the

access of databases by employees

» A database containing personal data that
is hacked or accessed by outsiders without
authorisation

» The disclosure of personal data to a third
party btained the data by e

» Theleakage of data by the i
of file-sharing software on a computer

v

1 Section 2(1) of the PDPO.

Scan to download
the Guidance Note

.
2 Under section 2(1) of the PDPO, a "data user’,in relation to personsl data, means a person wha, either alone or jointly of in common with
ather persons, controls the collection, holding, processing or use of the data.

Guidance on Data Beach Handing and Data Breach Natifiations 1 June 2023
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Step 1: Immediate Gathering of Essential Information

Gather all relevant information of the data breach to assess the
impact on data subjects and to identify appropriate mitigation
measures:-

When did the breach occur?

Where did the breach occur?

How was the breach detected and by whom? '
What was the cause of the breach?

What kind of personal data was involved? =

How many data subjects might be affected?
What harm may have been caused to those affected individuals?

BREAERILEBEENE

PCPD
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Step 2: Containing the Data Breach 2 :

4 B —

Depending on the categories of personal data involved and the severity of the breach, the
following containment measures (non-exhaustive) may be considered:-

Conducting a thorough search for the lost items containing personal data

Requesting the unintended recipients of emails/letters/fax to delete or return the mistakenly
sent documents

Shutting down or isolating the compromised/breached system/server
Fixing any bugs or errors that may have caused the breach
Changing users’ passwords and system configurations to block any (further) unauthorised access

Removing the access rights of users suspected to have committed or contributed to the data
breach

Notifying the relevant law enforcement agencies if identity theft or other criminal activities have

been or are likely to be committed 71
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|_QJ Step 3: Assessing the Risk of Harm

- @&

The possible harm caused by a data
breach may include:

.
A
EA

Threats to personal safety
|ldentity theft
Financial loss

Humiliation or loss of dignity,
damage to reputation or
relationships

Loss of business or employment
opportunities

The extent of the harm depends on the

circumstances of the data breach, such as:-

* The kind, sensitivity and amount of the personal
data being leaked

* The circumstances of the data breach

* The nature of harm

* The likelihood of identity theft or fraud

* Whether a backup of the lost data is available

 Whether the leaked data is adequately encrypted,
anonymised or otherwise rendered inaccessible

* The duration of the breach 12
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Step 4: Considering Giving Data Breach Notifications

[or
The data user should notify the
PCPD and the affected data
subjects as soon as practicable
after becoming aware of the data

breach. If notification to overseas

When deciding whether to report a breach to the
affected data subjects, the PCPD and other law
enforcement agencies, the data user should take
into account:

* Potential consequences of a breach for the

regulatory authorities is

affected individuals required, the data user should
 how serious or substantial the consequences are, ensure that the notification is
and how likely they are to happen made within the statutory time

e Consequences of failing to give notification limit in accordance with the

relevant requirements, if any.

[PCPD] N ﬁ' E . -
BREAEGRALBEENSE
- Office of the Privacy Commissioner
g for Personal Data, Hong Kong
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Step 4: Considering Giving Data Breach Notifications
L1115 €zlf) [18] 0t

v Draw the affected data subjects’ attention to take proactive steps or
measures to mitigate any potential harm or damage

v Enable the relevant authorities to undertake appropriate investigative
or follow-up actions

v" Demonstrate the data user’s commitment to robust personal data
privacy management by adhering to the principles of transparency
and accountability

v Raise public awareness

v Obtain appropriate advice from the PCPD in terms of promptly
responding to the breach and improving personal data systems and
policies, thus preventing the recurrence of similar incidents

G = . \
O HeH9 EEBEALGHALBEENS
s Office of the Privacy Commissioner
for Personal Data, Hong Kong
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Step 4: Considering Giving Data Breach Notifications
Wiz seietilel 92 jrielticlgel irl i1)2 rlaijilezliier)%
* A general description of what occurred

 The source, date and time of the breach and its duration (or an
estimate)

 The date and time when the breach was detected
* The types of personal data involved
* The categories and approximate number of data subjects involved

 An assessment of the risk of harm that could result from the breach
* A description of the mitigation measures taken or to be taken

* The contact information of the data breach response team or of a
staff member designated to handle the data breach

S o el ‘
o Homo EBEAENLEESAE
s Office of the Privacy Commissioner
for Personal Data, Hong Kong
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Step 4: Considering Giving Data Breach Notifications

./I_/Q ,/y fg f/Qf/J/:/? F!E aeﬁ Eﬂ. §ﬁ{ﬁ)\ﬁ!ﬁ%&ﬂll!¢‘

- oy Comisoner
rra BT & B

Notification to the data subjects P ———

 The data subjects can be notified directly by phone, in writing, via email or E’"mmim s M
in person

* When a direct data breach notification is not practicable in the Eemsz@mmwmm”%“
circumstances, then public announcements, newspaper advertisements or et m““"*’-é‘”"&"“w ki
announcements on websites or social media platforms may be more e e e—
effective M =il [=]

Notification to the PCPD T LAl

ea——— - o

* Submit the completed Data Breach Notification Form to the PCPD online, et — [ - =

by fax, in person, by post or email mmm—

e L. Data Breach Notification Form
e Oral notifications are not accepted

N ol The PCPD does not accept oral notification. The PCPD may carry out compliance actions to investigate a
data breach incident regardless of whether the data user has reported the incident to the PCPD. 16
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Step 5: Documenting the Breach

 Keep a comprehensive record of the incident which should include
all facts relating to the breach, including details of the breach and
its effects to the containment and remedial actions taken

* Learn from the data breach incident, facilitate a post-breach review ’
and improve personal data handling practices as appropriate ,{b
|

* Organisations that are required to comply with the laws and
regulations of other jurisdictions should consider whether there are "
any mandatory documentation requirements under those laws and
regulations

REGULATION

FO'T.E For example, the General Data Protection Regulation of the European Union requires the data
. controllers to keep documentation of all data breaches

G = . \
o @ [ EREAGHALEEENE
a Office of the Privacy Commissioner
for Personal Data, Hong Kong
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Recommended Data Security

Measures for Information and Q ﬁ @
Communications Technology -

(ICT) TR »
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Recommended Data Security Measures for ICT

Data Governance & Organisational Measures

Guidance Note on

RlSk Assessments Data Security Measures

for Information and
Communications Technology

Technical and Operational Security Measures *1“
* . 2% Download the

Data Processor Management [, Guidance Note

Remedial Actions in the Event of Data Security
Accidents

Monitoring, Evaluation and Improvement

Other Considerations

EEEAERILBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




Recommended Data Security Measures for ICT

| - Proportionate Staff Allocation
1)) DatalGovernance andiOrganisationalivieasures

« Establish clear internal policy and procedures on
data governance and data security

FOTE A data user should review and revise its policies

Technical !
— and procedures on data governance and data Complexity
security periodically and in a timely manner based ‘

on prevailing circumstances.

: i . » A data user should also be mindful of the
 Appoint suitable personnel for data security FOTE orudence and integrity of staff members

(e.g., CIO, CPO) "~ to prevent data breaches caused by
* Provide appropriate staffing levels for ICT AT @S @6 'Tsljder attac}'cf;- A _d?ta
- Provide sufficient training to staff members at user may include  confidentiality

obligation in employment contracts

iInduction and on a regular basis where appropriate.

BRBAENLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




Recommended Data Security Measures for ICT
2) Risk'/Assessments| |

Data users should:
« Conduct risk assessments before product launch,
as well as periodically thereafter

« Keep inventory of the personal data; assess the
nature of such data and the potential harm
arising from leakage

» « Conservatively consider and minimise the

NOTE . . .
. : collection of sensitive data
Results of risk assessments

should be regularly reported to
senior management and
identified risks should be dealt
with in a timely manner.

» SMEs which may not have the relevant expertise
should consider engaging third party specialists

to conduct security risk assessments
21
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Recommended Data Security Measures for ICT "

RS

i Database Emails and File
Securing Computer Access Control
Networks Management Transfers

Firewalls and Anti- Protecting Online . Backup, Destruction
D Encryption ..
malware Applications and Anonymisation

EEEAERILBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




Recommended Data Security Measures for ICT

» 4) Data Processor IVlanagement |
NOTE
~Under section 65(2) of the Competency and Reliability of
Personal Data (Privacy) Data Processors

Ordinance, a data user may be

liable for the acts of its agent O Personal Data to be

(including data processors) Considerations A AJ) Transferred
~7
when/before
For more details about data Engaging Data

Handling of Data
Security Incidents

processor management, please refer Processors
to the information leaflet
“Outsourcing the Processing of
Personal Data to Data Processors”
issued by the PCPD.

Compliance and Audits
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Recommended Data Security Measures for ICT

U

5) Remedial’ Actions in't

Stopping and
Disconnecting the
Affected Systems

Notifying and
Advising the Affected
Individuals

Scanning the Systems
if Feasible

I

Reporting to the
PCPD and Other Law
Enforcement Agencies/
Regulators

18 EV

c

Changing Passwords
or Ceasing Access

nt o Da

Changing System
Configurations

Fixing the Security
Weakness

Following Up on the
Lessons Learnt

aiSecuntylncidents

[

——

Based on the lessons
learnt, the data user
should review and
strengthen its overall
data governance and
data security measures.

For detailed guidance
concerning handling of data
breaches, please refer to the

“Guidance on Data Breach
Handling and Data Breach
Notifications” issued by the

PCPD 24
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Recommended Data Security Measures for ICT

6) VMlenitoring, Evaluation

and Improvement

A data user may commission an
independent task force to:

o - Monitor the compliance with data security
FO':E policy periodically

- . - Evaluate the effectiveness of the data
Improvement actions should be

taken for non-compliant practices security measures periodically
and ineffective measures.

BRBAENLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




Recommended Data Security Measures for ICT
/) Other Considerations

Bring Your Own Device Portable Storage Devices
(BYOD) (PSDs)

Preventing Storage of
Security Features Available Personal Data Use of PSDs in a Policy

Implementing Access Using End-point Security
Control to Personal Data Software

Cloud Services

Capability of Service

Providers Enabling Remote Erasure of Keeping Inventory and

Data Tracking of PSDs

Encrypting Personal Data Erasing Data in PSDs after
Authentication Procedures yptng : Ing '

Stored in Devices use

EEEAERILBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong
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)) Data Security Hotline
2110 1155

802 2 (R

Data Security Scanner
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Data Protection Law in Hong Kong

* The Personal Data (Privacy) Ordinance (“PDPQ”) is PRERPERH I PCPD.orghk

Data Protection
the legal framework for safeguarding personal Principles

n Wl H iy Bt J5 XL Collection Purpose & Means ¢
1
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The Requirements under the PDPO in Transferring
Personal Data from Hong Kong

DPP1 (Purpose and Manner of Collection of Personal Data)

* All practicable steps shall be taken to ensure, inter alia, that the
data subject is explicitly informed of the purpose for which the
data is to be used and the potential transferees of the personal
data concerned

DPP3 (Use of Personal Data)

* The data subject’s prescribed consent would be required if the
transfer is for a new purpose, unless it falls within the exemptions
under Part 8 of the PDPO

N & H® e
N @ B EREAENLBEELE
: & Office of the Privacy Commissioner
for Personal Data, Hong Kong
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The Requirements under the PDPO in Transferring
Personal Data from Hong Kong

Engagement of data processors to process personal data outside
Hong Kong

* The data user must adopt contractual or other means to

v’ prevent any personal data transferred to the data processor
from being kept longer than is necessary for the processing
of the data (DPP2(3))

v’ prevent unauthorised or accidental access, processing,
erasure, loss or use of the data transferred to the data
processor for processing (DPP4(2))

EEEAERILBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong



Facilitation Measures of Using Standard Contract for Cross-
boundary Flow of Personal Information Within the
Guangdong-Hong Kong—Macao Greater Bay Area
(Mainland, Hong Kong)

 The PCPD welcomes the facilitation measures of using the Standard Contract for Cross-
boundary Flow of Personal Information Within the Guangdong-Hong Kong-Macao
Greater Bay Area (Mainland, Hong Kong) (“GBA SC”)

* The PCPD is very grateful to the staunch support of the Cyberspace Administration of
China in facilitating the cross-boundary flow of personal information within the GBA

N a E] O e
BRBEAERLEBEENE
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Aligning with the Relevant Laws and Regulations of
the Mainland

* The GBA SC adopts the concept of
“respective jurisdiction”

 Ensuring that personal information

processors and recipients can transfer
personal information across boundaries
in accordance with the relevant legal
requirements of their respective
jurisdictions

The PCPD encourages organisations to adopt the GBA SC for cross-boundary flows of personal information
within the Greater Bay Area

33
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Key Definitions under the GBA SC

Personal Information Processor
(The party who transfers personal
information across the boundary)

Personal Information Subject

Personal Information

Mainland Hong Kong

an organisation or individual that  covers a “data user” in Hong Kong

autonomously determines the — a person who, either alone or
purposes and means of processing jointly or in common with other
the personal information persons, controls the collection,

holding, processing or use of the
personal data

a natural person who can be covers a “data subject” in Hong
identified by or is associated with  Kong — the individual who is the
the personal information subject of the personal data
determined in accordance with determined in accordance with
the Personal Information the PDPO

Protection Law 34
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PCPD

Key Requirements of the GBA SC

Personal information processors and recipients have to comply
with the requirements set out in the GBA SC. For instance:

 Obtaining the consent of the personal information subjects
prior to the cross-boundary transfer of personal information in
accordance with the laws and regulations of the jurisdiction
concerned

 Executing agreements that adopt the GBA SC

 Conduct personal information protection impact assessments
(which must be completed within 3 months before the filing
date), and so on

EEEAERILBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong



Relaxation of Requirements as a Facilitation Measure

As a facilitation measure, the GBA SC has relaxed some of the requirements set out in the
Mainland’s Measures on the Standard Contract for Cross-border Transfers of Personal Information out of
the Mainland

The restriction concerning the amount and sensitivity of the personal

information that may be transferred across borders was removed

The parties to the GBA SC are not required to conduct relevant
assessments of the personal information protection policies and
regulations in the region where the recipient is located

The scope of the personal information protection impact assessment to be
conducted by personal information processors is greatly reduced

There is no specific requirement regarding sensitive personal information
or automated decision-making mechanisms

BEBEAERLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




Additional Requirements Imposed under the GBA SC

The GBA SC imposes additional contractual requirements relative to the
requirements under the PDPO

* The personal information processor shall conduct a
personal information protection impact assessment on
the intended transfer

* The parties shall adhere to the filing procedures of the
GBA SC

e Restrictions of further transfer of personal information
out of the GBA are imposed upon the recipient

BRBAENLBEELNE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




The GBA SC

Article 1 Definition

Article 2 Obligations and Responsibilities of Personal Information Processors

Article 3 Obligations and Responsibilities of Recipients

Article 4 Rights of Personal Information Subjects

Article 5 Remedies

Article 6 Termination of Contract

Article 7 Liabilities for Breach of Contract

Article 8 Miscellaneous

Appendix | Description of Cross-boundary Transfer of Personal Information

Appendix Il Other Terms Agreed by Both Parties (If Necessary)

[PCPD) N * E . e >
BRBAENLBEELNE
. Office of the Privacy Commissioner
g for Personal Data, Hong Kong
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Key Obligations and Responsibilities of Personal Information Processors

Article 2

(2) Inform the personal information subjects (including
data subjects) of the requisite information, such as name
and contact information of the recipient, purposes and
means of processing, etc.

(3) Obtain the consent of the personal information
subjects prior to the cross-boundary transfer of personal
information in accordance with the laws and regulations
of the jurisdiction concerned

BREAGRALREELE

Office of the Privacy Commissioner
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Key Obligations and Responsibilities of Personal Information Processors

Article 2

(5) Make reasonable efforts to ensure that the recipient
adopts  technical and management measures
(comprehensively considering the personal information
risks that may arise), in order to fulfil its obligations and
responsibilities under the GBA SC

(7) Respond to enquiries from the regulatory authorities
of the jurisdiction concerned regarding the personal
information processing activities of the recipient

BREAGRALREELE

Office of the Privacy Commissioner

for Personal Data, Hong Kong



Key Obligations and Responsibilities of Personal Information Processors

Article 2

(8) Conduct a personal information protection impact assessment
on the intended activities of transferring personal information to the

f recipient, which shall focus on the following:
1.

The legality, legitimacy and necessity of the purposes and
means, etc. of processing personal information by the personal
information processor and recipient;

2. The impact on and security risks to the rights and interests of
personal information subjects;

3. Whether the obligations undertaken by the recipient, as well as
its management, technical measures and capabilities, etc. to
perform the obligations, can ensure the security of personal
information transferred across the boundary.

BREAERILEBEENE
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Key Obligations and Responsibilities of Personal Information Processors

Article 2

(11) Provide the regulatory authorities of the jurisdiction
concerned with the information referred to in Article
3(10) of the Contract, including all the compliance audit
findings in accordance with the requirements under the
relevant laws and regulations of the jurisdiction
concerned and the Contract

BREAGRALREELE

Office of the Privacy Commissioner
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Key Obligations and Responsibilities of Recipients

Article 3

(5) Safeguard security of personal information processing

by:

1. Adopting technical and management measures and
conducting regular inspections to ensure security of
personal information;

2. Ensuring that the personnel authorised to process
personal information fulfil their confidentiality
obligations and responsibilities, and establishing
access control with the least privilege.

BREAGRALREELE

Office of the Privacy Commissioner
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Key Obligations and Responsibilities of Recipients

Article 3

(6) If the personal information processed is or may be

tampered with, damaged, disclosed, lost, unlawfully

used, provided or consulted or accessed without
authorisation, the following measures should be
adopted:

1. Adopt appropriate remedial measures in a timely
manner to mitigate the adverse impact on the
personal information subject;

2. Notify the personal information  processor
immediately and report to the regulatory authorities
of the jurisdiction concerned;

BREAGRALREELE

Office of the Privacy Commissioner

for Personal Data, Hong Kong



Key Obligations and Responsibilities of Recipients
Article 3(6)

3. Where personal information subject shall be notified

under the relevant laws and regulations, such notice shall

contain:

* the categories of personal information involved as well as
the reasons and possible harm

* remedial measures adopted

* measures that the personal information subject may take
to mitigate the harm

e contact information of the person or team in charge;

4. Record and retain all related circumstances, including all

remedial measures adopted.

PCPD

PcPOl 3
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Key Obligations and Responsibilities of Recipients

Article 3

(7) Not to provide personal
information received under the
Contract to individuals and
organisations outside the GBA

lllll
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Key Obligations and Responsibilities of Recipients

Article 3

(8) May only provide personal information to a third party in the same

jurisdiction in the Mainland cities within the GBA or Hong Kong if:

1. There is a business need for the transfer;

2. The personal information subject has been informed of the requisite information,
such as the third party’s name, contact information, purposes and means of
processing, etc.;

3. The consent of the personal information subject has been obtained in accordance
with the laws and regulations of the jurisdiction of the personal information
processor, if the processing is based on the consent of the individual, AND

4. The personal information is provided to a third party in the same jurisdiction in
accordance with the terms set out in Appendix |: “Description of cross-boundary
transfer of personal information”. 47
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Key Obligations and Responsibilities of Recipients

Article 3

(12) Agree to be supervised and managed by the
regulatory authorities of the jurisdiction concerned
under the relevant supervisory procedures in the
course of the implementation of the Contract, such as
answering the enquiries of the regulatory authorities of
- the jurisdiction concerned, complying with the
measures taken and decisions made by the regulatory
authorities of the jurisdiction concerned, etc.
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Key Obligations and Responsibilities of Recipients

Article 3

(13) Where government departments or
judicial bodies of the jurisdiction where the
recipient is located request the recipient to
provide personal information received under
the Contract, the personal information
processor shall be notified immediately.
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PCPD
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The GBA SC - Appendix I:
_Description of cross-boundary transfer of personal information

(1) Purposes of processing

\
e

(2) Means of processing

\
e

(3) The scale of personal information transferred

\
Vs

(4) The categories of personal information transferred

\

\the same jurisdiction (if applicable)

((5) The provision of personal information to a third party in |

(6) Means of transfer

(7) Retention period after being transferred

\
Vs

(8) Place of retention after being transferred

AN

(9) Other matters (as the case may require)

AN

0 HeHEQ !
[

Details of the cross-boundary

transfer of personal information as
agreed under the GBA SC
/

50
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PCPD’s

Guidance on Cross-boundary Data Transfer: Standard Contract for Cross-
boundary Flow of Personal Information Within the Guangdong-Hong
Kong-Macao Greater Bay Area (Mainland, Hong Kong)

Guidance Note

wi EERCE

Guidance on Cross-boundary Data Transfer:

Standard Contract for Cross-boundary Flow of Personal
Information Within the Guangdong - Hong Kong - Macao
Greater Bay Area (Mainland, Hong Kong)

Part 1: Introduction

Glwien thie clase integration ef citsd mithin
the Guangdong-Hong Long-Macao Greater
Bay Area (&AL and hal data Plow Between
Hong Kong and other chies within the GBA ane
beznming increadngly hrequent. the Cyberspace
dedmmbratios of Chinag ICAC) and the knavation,
Technology and ndesiny Bureau of the Gorssmmen
of wha Hireg Koseg Semeclal Administrathes Regien
B} sigreed =he Memcrasdus of Usdiritasding
on Faclaving Cross-bouraary Dets Flow Wisdn the
Guangdeng-Hong Kong—Macss Griater Bay Ans
iMall] on 35 June 3137 10 jointly promate ooss-
boundtary data fows in the GRA,

The Standand Cantract fior Cross-houndary Flow
of Perianal inf tan Within the G

Hong Mong-Macss Greater Buy Anss (Mainisn,
Hong Kongl [GBA 5C] Gsee Appencha i o taditation
Seaiuie under Ehi Mall 1o fodlar e 2rodd-
toundary Sows of panonal inkrmution’ wikhin the
B, It s Foremylste! by she CAL ITHL ang Dffige
of thi Privascy Coransilons: for Perional Dela, Hosg
o [PCPO]

Thraugh this Guldsace. the FOPD aims to help
arganizasions in Hong Kong understandg the
applcability of the GBS 5 and the reladonship
tebween She GRA ST and ocher Becomeended
tomdil Contractual Chisin For Croibeorder Trassbe:
of Pt Cirta (R} biuseed by ¥ POPDL

b s 1he Firsenal Duls Privacsl
Decinance

Wwhere a data uner iransters peronal dasa 1o pleoes.
oatiide Hong Kosg, it is requined be comply with
the islevant squiseiesti under the Fersonal Dals
[Frivacy Drdinarae (Cap. 4801 PRECL inclusing the
[raa Frotection Princpbes [BFPY in Schedube 1o
the POFDL

DFP1 o the PGRD atipulates the dhguinement
redxting o the parpose snd manner of the collscsion
of perional data. I 4 dala whir collects parvosal
data diseethy frem a data subject, Ehe data uier
shiophd take 3l praciicabide toeps o ensure that the
dhata subject & explicithy infarred of the purpese
For which thae data s to be used and the dawses
of prsgng so whom the data may be trarafensed
Therafsie, which & data user conducts orass.
boendary data trarafers 1o places oesside Hong
Ferig. it dhould inform the data wolicl that hi
o1 her pericnal data will B transderred pe data
recipients cittide Hong Kong and the purpass for
i Sha s i b b uied,

1 Rozprting o tar GAA ML perpanad infoereaiion pemorni e by serionsl

HTorHl AT FTART 1 i Wk o of 1 GBR el b

drtbpereieed in gcroeran with she Prryoral riormarins Frotecion Lo e Propie’s Rrpsr it of Chins: prionsl informsstion peonent
ey el L, [ S A WL AP v R L o ] ' 02 S i T e s
o “perimasd €y ures i Personsl Dt Privacpl Geclinaren-of fh mong Sorg Tomks dmnirasiive Region

s wr Coma ey S T

Dmcmmiar Bid
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“Regulations on Facilitating and Regulating Cross-Border Data Flow”

@ TEARHNEEREHRERN AR

\.‘év‘f Cyberspace Administration of China cAc Q
 Released by the CAC on 22 March 2024 o # A N IR
* Introduces, amongst others, certain (RHHE MR EIR R A
exemptions Where data processors may 24038228 20:08  mE: FEAER QB L] (2] il
be exempted from conducting security .
assessments, entering into standard =163
CO n tra C ts O r O b ta i n i ng pe rso n a I {EFEEEREREE) 252023511 R2HExREEMEELE2023FE6EENEET, Fam, BafmsH
5 2.
information protection certification REEnSpemaE
2024E38228
{EH R R e
° App“es to CrOSS'bOU nda ry data ﬂOWS B PTRESESRS, EROAGSIES. EHUECEAEEEE. BE (SLARSNINSSSE) | (heARLHES
EE) . {REARENETAREENE) SEET, dTHElE=iTE, TABEHERESHE, TABEEFEPMEEEEEH
between the Mainland cities in the GBA T, S
FF HIENRETSEEESERG. PSSR, FEEES. BRENSELATAGAESEEY, SBEETEE R

SIF FEEHEEER ML T A SR ERMINETAR RS, HEIRREES INERTAEESEEREEN. 27
BiRERHERLE, I T AESHERESE. BT TARERFAL 52

and Ho ng Ko ng SRR,
B=5 SRS, FATS, PrAf BEATHSITTERS ARSI SEORNRE, Raa A EeREERE
B, BFSEEENESSTE T ABSHEREAR, B ABSEPUL
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“Regulations on Facilitating and Regulating Cross-Border Data Flow”

For example, situations where there can be exemptions from conducting security assessments,
entering into standard contracts or obtaining personal information protection certifications
include:

1. the outbound transfer of personal information is necessary for the execution and
performance of a contract to which the individuals are parties (e.g., for cross-border
purchases, cross-border deliveries, cross-border remittances, cross-border payments, cross-
border account opening, hotel and air ticket reservations, visa applications, examination
services etc.)

2. the outbound transfer of employees’ personal information is necessary for the
Article 5 | implementation of cross-border human resources management in accordance with applicable
labour regulations and legally executed collective contracts

3. the outbound transfer of personal information is necessary in emergency circumstances to
protect an individual’s life, health, and safety of his or her properties; or

4. the data processor that is not a critical information infrastructure operator (CllIO) transfers
personal information of less than 100,000 individuals (excluding sensitive personal
information) since 1 January of the current year. 53
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Disclaimer

The information provided in this Power @I for general reference only.
It does not provide an exhaustive guide to@he application of the Personal
Data (Privacy) Ordinance. The Privacy-Commissioner for Personal Data
(“the Commissioner”) mal«ernv express or implied warranties of
accuracy or fitness for a jculgr purpose or us
information/set|out in this owerPoint. The co

affect the of the functions and powers conferred te
Commission er the Ordinance.
L R « BEBABHLE AL
e wn ug mun ® N AERNERnEs BEmss
BEL A - Protect, Respect Personal Data Privacy . Xt
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