Cross-boundary Flow: of  Personal Information
Within the Greater Bay Area

Office of the Privacy Commissioner for Personal Data,
Hong Kong

Speakers:
VisiClemenice WONGASERIORAEsAINeOUNRSEINACHINE)

—

EEEAGHALESALE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




01 03 05

The Personal Data (Privacy) Transferring personal data Cross-boundary flow of
Ordinance from Hong Kong personal information within
(PDPO) the Greater Bay Area
!

Lg

Six Data Protection Cross-border transfer of personal
Principles information from the Mainland 2

o
e EBEAEHALEEENE
Office of the Privacy Commissioner
for Personal Data, Hong Kong




1. The PDPO
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Personal Data (Privacy) Ordinance, Cap. 486

[ Establishes an independent authority, Privacy Commissioner for Personal Data H

Covers both public (government) and private sectors

The Data Protection Principles outline how data users should collect, handle and
use personal data

’ Complemented by other provisions imposing further compliance requirements
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Who is the “Data User”?

* A person, who, either alone or jointly or
in common with other persons

e Controls the collection, holding,
processing or use of the data

* Including government departments,

public and private sectors and
individuals
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Who is the “Data Processor”?

* Processes personal data on behalf of
another person

* Does not process the data for any of his
Own purposes

 Data user is responsible for acts and
practices of employees and agents
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2. Six Data Protection Principles
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Data Protection Principles (DPPs)

* All data users must comply with the
six DPPs

* The six DPPs cover every item of

personal data in the whole data
orocessing cycle from collection,
retention, use to destruction
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DPP 1: Purpose & Manner of Collection

« Personal data must be collected in a lawful and fair
way, for a lawful purpose directly related to a
function/activity of the data user

- Data collected should be necessary but not excessive

- All practicable steps shall be taken to notify the data
subjects of the purpose of data collection, and the
classes of persons to whom the data may be
transferred
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DPP 2 — Accuracy and Duration of Retention

* Data users shall take all practicable steps to ensure the accuracy of personal
data held by them

e All practicable steps must be taken to ensure that personal data is not kept
longer than is necessary for the fulfillment of the purpose

* |f a data user engages a data processor to process personal data on the data
user’s behalf, the data user must adopt contractual or other means to prevent
any personal data transferred to the data processor from being kept longer
than is necessary for processing of the data

10
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DPP 3: Use of Personal Data
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New purpose:

any purpose other than the purpose for which they
were to be used at the time of collection or directly
related purposes
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DPP 4: Security of Personal Data

Data Protection Principle 4(1)

All practicable steps shall be taken to protect personal data from
unauthorised or accidental access, processing, erasure, loss or use

Data Protection Principle 4(2)

If a data processor is engaged to process personal data, the data user
must adopt contractual or other means to prevent unauthorised or
accidental access, processing, erasure, loss or use of the data transferred
to the data processor for processing

)

A data breach may amount to a contravention of
Data Protection Principle 4 of Schedule 1 to the PDPO
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Steps
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Data Breach Handling

Immediate gathering of essential
information

Containing the data breach

Assessing the risk of harm

Considering giving data breach
notifications

P
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Guidance on Data Breach Handling and

Data Breach Notifications

INTRODUCTION

Good data breach handling makes good business
sense

A good data breach handling palicy and practice is
not only useful for containing the damage caused
by a breach, but also demonstrate the data user's
responsibility and aceountability when tackling the
problem, by formulating a clear action plan that
can be followed in the event of a data breach. In
addition to enabling the data subjects affected by
the breach to take appropriate protective measures,
data breach notifications can help reduce the risk of
litigation and maintain the data user’s goodwill and
business relationships, and in some cases the public’s
confidence in the organisation.

This guidance is aimed at assisting data users to
prepare for and handle data breaches, to prevent
recurrence and to mitigate the loss and damage
caused to the data subjects invelved, particularly
when sensitive personal data is involved.

What is personal data?

Data breach incidents often invelve the personal
data of individuals, such as customers, service users,
employees and job applicants of organisations.
Under the Personal Data (Privacy) Ordinance
(Chapter 486 of the Laws of Hong Kong) (PDRO),
personal data means any data’

relating directly or indirectly to a living
individual;

(a]

(b) from which it is practicable for the identity
of the individual to be directly or indirectly
ascertained; and

(€} in aform in which access to or processing of the
data is practicable.

What is a data breach?

A data breach is generally regarded as a suspected
or actual breach of the security of personal data
held by a data user’, which exposes the personal
data of d, ibject(s) to the risk of thorised or
accidental access, processing, erasure, loss or use.

The following are some examples of data

breaches:

# The loss of personal data stored on devices

such as laptop computers, USB flash drives,

partable hard disks or backup tapes

The improper handling of personal data,

such as improper disposal, sending emails

to uni ded parties or the h i

access of databases by employees

A database containing personal data that

is hacked or accessed by outsiders without

authorisation

# The disclosure of personal data to a third
party who obtained the data by deception

= Theleakage of data caused by the installation
af file-sharing software on a computer

v

b

1 Section 2(1) afthe POPO.

Scan to download
the Guidance Note

(]
2 Under section 2{1) of the POPO, 2 *data user’ in relation 1o persanal data, means a persan wha, either alone or jointly ar in comman with
ther persons, contrals the collection, holding, processing or wse of the data

Geidance on Data Bsach Handing and Data Breach Matifications 1 June 2023
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Data Breach Response Plan

What?

=) A document setting out how an
organisation should respond in a data
breach
é‘i The plan should outline:
‘ * a set of procedures to be followed
in a data breach
* strategy for identifying, containing,
assessing and managing the impact
brought about by the incident from
start to finish
Why?

Help ensure a quick response to and
effective management of a data breach

Elements (Non-exhaustive)

|=| Description of what makes a data breach
i% Internal incident notification procedure

(s Contact details of response team members
Risk assessment workflow

Q) Containment strategy

(yCommunication plan

Q, Investigation procedure

1 Record keeping policy

&# Post-incident review mechanism

“* Training or drill plan
14
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Data Breach Notifications

Give data breach notification to PCPD?

e NOT a statutory requirement
e But a recommended practice
e How?

o Submit the online “Data Breach
Notification Form” available on PCPD’s
webpage

o Submit the paper version of the “Data

Breach Notification Form” to PCPD by
ca email, in person, by post or by fax

NOTE: The PCPD may commence an investigation
into the incident, whether a report is made or not

Data Breach Notification

A data breach is generally taken to be a suspected breach of data security of personal data held by a data user, by
exposing the data to the risk of unauthorised or accidental access, processing, erasure, loss or use.

While it is not a statutory requirement on data users to inform the PCPD about a data breach incident concerning
the personal data held by them, data users are nevertheless advised to do so as a recommended practice for proper
handling of such incident. You may make reference to our "Guidance on Data Breach Handling and Data Breach
Notifications” before submitting a data breach notification

Data Users are encouraged to use tig online data breach notification formo notify the PCPD of any data breach
incidents. Please click here to access the Orine-data-breach-petification form.

In addition to the online form, data users can still download the paper version of the data breach notification form for
completion. Please click here to download the paper version of the data breach notification form. After completing
the form, please submit it and other relevant documents concerning the data breach (if any) which you wish to
provide by the following channels: -

« By Post/In Person

Address:
Room 1303, 13/F, Dah Sing Financial Centre, 248 Queen's Road East, Wanchai,Hong Kong

Opening hours of Reception Counter:
Monday to Friday: 8:45 a.m. to 12:45 p.m. & 1:50 p.m. to 5:40 p.m.

« By Fax
Fax number: 2877 7026

« By Email
Email address: dbn@pcpd.org.hk

The PCPD does not accept oral notification.

15
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Presenter Notes
Presentation Notes
https://www.pcpd.org.hk/Toolkit/tc/


DPP 5: Information to be Generally Available

] Transpa rency

Data users have to provide: oy

(a) policies and practices in relation to REGULA
personal data;

(b)  the kind of personal data held;

(c) the main purposes for which
personal data are used

17
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DPP 6: Data Access & Correction

;Adata Srl;bjjgztsg?:lclzebses etr;tlﬂles(}f:(e)r ersonal data; AR 27210108 \
' G P * Fee: “directly related to

data users may charge a fee for complying .
with the data access request and  necessary for

i request correction of his/her personal complying with a DAR
data * # “reasonable”

Flat-rate fees: acceptable
so long as it is lower than
direct and necessary
costs

Evidential burden on data

access request
G user to show the fee
charged is non-excessive 18
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If the data user holds the relevant personal data,
it should supply a copy of the requested data
within 40 calendar days after receiving the data




3. Transferring personal datafrom Hong Kong

19
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The Requirements under the PDPO in Transferring
Personal Data from Hong Kong

DPP1 (Purpose and Manner of Collection of Personal Data)

* All practicable steps shall be taken to ensure, inter alia, that the
data subject is explicitly informed of the purpose for which the
data is to be used and the potential transferees of the personal
data concerned

DPP3 (Use of Personal Data)

* The data subject’s prescribed consent would be required if the
transfer is for a new purpose, unless it falls within the exemptions
under Part 8 of the PDPO

20
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The Requirements under the PDPO in Transferring
Personal Data from Hong Kong

Engagement of data processors to process personal data outside
Hong Kong

* The data user must adopt contractual or other means to

v’ prevent any personal data transferred to the data processor
from being kept longer than is necessary for the processing
of the data (DPP2(3))

v prevent unauthorised or accidental access, processing,
erasure, loss or use of the data transferred to the data
processor for processing (DPP4(2))

21

BEBAENILREERE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




4. Cross-border transfer of personal information
from the Mainland

22
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Personal Information Protection Law: Cross-border Transfer of Personal Information

Personal Information Protection Law (“PIPL”) — Article 38

1) Passing the security assessment organized by the national cyberspace
department in accordance with Article 40 of the PIPL;

2) obtaining personal information protection certification from the relevant
specialized institution according to the provisions issued by the national
cyberspace department;

3) concluding a contract stipulating both parties' rights and obligations with the
overseas recipient in accordance with the standard contract formulated by the
national cyberspace department;

4) meeting other conditions set forth by laws and administrative
regulations and by the national cyberspace department

23
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Personal Information Protection Law: Cross-border Transfer of Personal Information

Other Necessary Conditions set out in the PIPL
* Notification (Article 39)

e Separate consent (Article 39)

* Personal information protection impact assessment
(Article 55(4))

* Ensuring that the personal information processing
activities of the overseas recipient meet the
personal information protection standards set forth
in the PIPL (Article 38)
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5. Cross-boundary flow of personal information
within the Greater Bay Area

25
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Aligning with the Relevant Laws and Regulations of
the Mainland

* The Standard Contract for Cross-boundary
Flow of Personal Information Within the
Guangdong-Hong Kong-Macao Greater Bay
Area (Mainland, Hong Kong) (“GBA SC”)
adopts the concept of “respective jurisdiction”

* Ensuring that personal information processors
and recipients can transfer personal
information across boundaries in accordance
with the relevant legal requirements of their
respective jurisdictions

The PCPD encourages organisations to adopt the GBA SC for cross-boundary flows of personal information
within the Greater Bay Area 26
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Key Definitions under the GBA SC

Personal Information Processor
(The party who transfers personal
information across the boundary)

Personal Information Subject

Personal Information

Mainland

an organisation or individual that
autonomously determines the
purposes and means of processing
the personal information

a natural person who can be
identified by or is associated with
the personal information

determined in accordance with
the Personal Information
Protection Law

Hong Kong

covers a “data user” in Hong Kong
— a person who, either alone or
jointly or in common with other
persons, controls the collection,
holding, processing or use of the
personal data

covers a “data subject” in Hong
Kong — the individual who is the
subject of the personal data

determined in accordance with

the PDPO

27
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Key Requirements of the GBA SC

Personal information processors and recipients have to comply
with the requirements set out in the GBA SC. For instance:

 Obtaining the consent of the personal information subjects
prior to the cross-boundary transfer of personal information in
accordance with the laws and regulations of the jurisdiction
concerned

 Executing agreements that adopt the GBA SC

* Conduct personal information protection impact assessments
(which must be completed within 3 months before the filing
date), and so on

28
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Relaxation of Requirements as a Facilitation Measure

As a facilitation measure, the GBA SC has relaxed some of the requirements set out in the
Mainland’s Measures on the Standard Contract for Cross-border Transfers of Personal Information out of
the Mainland

The restriction concerning the amount and sensitivity of the personal

information that may be transferred across borders was removed

The parties to the GBA SC are not required to conduct relevant
assessments of the personal information protection policies and
regulations in the region where the recipient is located

There is no specific requirement regarding sensitive personal information
or automated decision-making mechanisms
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Additional Requirements Imposed under the GBA SC

The GBA SC imposes additional contractual requirements relative to the
requirements under the PDPO

* The personal information processor shall conduct a
personal information protection impact assessment on
the intended transfer

* The parties shall adhere to the filing procedures of the
GBA SC

* Restrictions of further transfer of personal information
out of the GBA are imposed upon the recipient

30
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The GBA SC

Article 1 Definition

Article 2 Obligations and Responsibilities of Personal Information Processors

Article 3 Obligations and Responsibilities of Recipients

Article 4 Rights of Personal Information Subjects

Article 5 Remedies

Article 6 Termination of Contract

Article 7 Liabilities for Breach of Contract

Article 8 Miscellaneous

Appendix | Description of Cross-boundary Transfer of Personal Information
Appendix Il Other Terms Agreed by Both Parties (If Necessary)

31
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Key Obligations and Responsibilities of Personal Information Processors

Article 2

(2) Inform the personal information subjects (including
data subjects) of the requisite information, such as name
and contact information of the recipient, purposes and
means of processing, etc.

(3) Obtain the consent of the personal information
subjects prior to the cross-boundary transfer of personal
information in accordance with the laws and regulations
of the jurisdiction concerned

32
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Key Obligations and Responsibilities of Personal Information Processors

Article 2

(8) Conduct a personal information protection impact assessment
on the intended activities of transferring personal information to the

f recipient, which shall focus on the following:
1.

The legality, legitimacy and necessity of the purposes and
means, etc. of processing personal information by the personal
information processor and recipient;

2. The impact on and security risks to the rights and interests of
personal information subjects;

3. Whether the obligations undertaken by the recipient, as well as
its management, technical measures and capabilities, etc. to
perform the obligations, can ensure the security of personal
information transferred across the boundary
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Key Obligations and Responsibilities of Recipients

Article 3

(6) If the personal information processed is or may be

tampered with, damaged, disclosed, lost, unlawfully

used, provided or consulted or accessed without
authorisation, the following measures should be
adopted:

1. Adopt appropriate remedial measures in a timely
manner to mitigate the adverse impact on the
personal information subject;

2. Notify the personal information  processor
immediately and report to the regulatory authorities
of the jurisdiction concerned,;
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Key Obligations and Responsibilities of Recipients
Article 3(6)

3. Where personal information subject shall be notified

under the relevant laws and regulations, such notice shall

contain:

* the categories of personal information involved as well as
the reasons and possible harm

* remedial measures adopted

 measures that the personal information subject may take
to mitigate the harm

e contact information of the person or team in charge;

4. Record and retain all related circumstances, including all

remedial measures adopted

35
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Key Obligations and Responsibilities of Recipients

Article 3

(7) Not to provide personal
information received under the
Contract to individuals and
organisations outside the GBA

#####

36
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Key Obligations and Responsibilities of Recipients

Article 3

(8) May only provide personal information to a third party in the same

jurisdiction in the Mainland cities within the GBA or Hong Kong if:

1. There is a business need for the transfer;

2. The personal information subject has been informed of the requisite information,
such as the third party’s name, contact information, purposes and means of
processing, etc.;

3. The consent of the personal information subject has been obtained in accordance
with the laws and regulations of the jurisdiction of the personal information
processor, if the processing is based on the consent of the individual, AND

4. The personal information is provided to a third party in the same jurisdiction in
accordance with the terms set out in Appendix |: “Description of cross-boundary
transfer of personal information” 37
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Key Obligations and Responsibilities of Recipients

Article 3
(13) Where government departments or ’ /
judicial bodies of the jurisdiction where the .,

N

recipient is located request the recipient to
provide personal information received under
the Contract, the personal information
processor shall be notified immediately

38
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The GBA SC - Appendix I:
Description of cross-boundary transfer of personal information

, (1) Purposes of processing

, (2) Means of processing

( (3) The scale of personal information transferred Details of the cross-boundary

( (4) The categories of personal information transferred \ transfer of personal information as
"(5) The provision of personal information to a third party in | agreed under the GBA SC //

_the same jurisdiction (if applicable)

, (6) Means of transfer

( (7) Retention period after being transferred

(8) Place of retention after being transferred —

, (9) Other matters (as the case may require) \ p

39
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PCPD’s
Guidance on Cross-boundary Data Transfer: Standard Contract for Cross-
boundary Flow of Personal Information Within the Guangdong-Hong
Kong-Macao Greater Bay Area (Mamland Hong Kong)

Guidance Note
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Guidance on Cross-boundary Data Transfer:

Standard Contract for Cross-boundary Flow of Personal
Information Within the Guangdong - Hong Kong - Macao
Greater Bay Area (Mainland, Hong Kong)
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https://www.digitalpolicy.gov.hk/en/our_work/digital_infrastructure/mainland/cross-boundary_data_flow/
https://www.digitalpolicy.gov.hk/en/our_work/digital_infrastructure/mainland/cross-boundary_data_flow/
https://www.digitalpolicy.gov.hk/en/our_work/digital_infrastructure/mainland/cross-boundary_data_flow/

“Regulations on Facilitating and Regulating Cross-Border Data Flow”

@A PEARMIEERERRESNAE

."" Cyberspace Administration of China

Released by the CAC on 22 March 2024

Introduces, amongst others, certain
exemptions where data processors may
be exempted from conducting security
assessments, entering into standard
contracts, or obtaining personal
information protection certification

Applies to cross-boundary data flows
between the Mainland cities in the GBA
and Hong Kong
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“Regulations on Facilitating and Regulating Cross-Border Data Flow”

For example, situations where there can be exemptions from conducting security assessments,
entering into standard contracts or obtaining personal information protection certifications
include:

where the data to be transferred out of the Mainland
is collected and generated from international trade,
Article | cross-border transportation, academic
3 collaboration, cross-border manufacturing activities,
and marketing or sales activities, which does not
contain any personal information or important data

where the personal information collected and
originated by a data processor outside Mainland is
transferred to the Mainland for domestic processing
before being provided abroad, the process of which
does not involve any personal information or 42
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“Regulations on Facilitating and Regulating Cross-Border Data Flow”

For example, situations where there can be exemptions from conducting security assessments,
entering into standard contracts or obtaining personal information protection certifications
include:

1. the outbound transfer of personal information is necessary for the execution and
performance of a contract to which the individuals are parties (e.g., for cross-border
purchases, cross-border deliveries, cross-border remittances, cross-border payments, cross-
border account opening, hotel and air ticket reservations, visa applications, examination
services, etc.) ;

2. the outbound transfer of employees’ personal information is necessary for the
Article 5 | implementation of cross-border human resources management in accordance with applicable
labour regulations and legally executed collective contracts;

3. the outbound transfer of personal information is necessary in emergency circumstances to
protect an individual’s life, health, and safety of his or her properties; or

4. the data processor that is not a critical information infrastructure operator (CIIO) transfers
personal information of less than 100,000 individuals (excluding sensitive personal
information) since 1 January of the current year 43
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“Regulations on Facilitating and Regulating Cross-Border Data Flow”

Security assessments shall be filed with the CAC through provincial cyberspace authorities
where one of the following requirements is met:

Article
7

ﬁ99‘1:%.@;9
i e
ThK | o ®

Critical information infrastructure operators
(“CllOs”) are to transfer personal information or
important data outside Mainland

Non-CllOs are to transfer important data, or
personal information of over 1,000,000
individuals (not containing any sensitive
personal information), or sensitive personal
information of over 10,000 individuals since 1
January of the current year outside Mainland
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“Regulations on Facilitating and Regulating Cross-Border Data Flow”

Data processors that are not CllIOs are required to enter into standard contracts or obtain
personal information protection certifications under the following circumstances:

When personal information of the following threshold
(to be counted from 1 January of the current year) is
to be transferred out of the Mainland:

e personal information of over 100,000 individuals
Article 8 but less than 1,000,000 individuals (not containing
any sensitive personal information); or

* sensitive personal information of less than 10,000
individuals
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Disclaimer

The information provided in th|s Power mi for general reference only.
It does not provide an exhaustive guide togt;he application of the Personal

Data (Privacy) Ordinance. The Privacy-Con
(“the Commissioner”) makes—rm express or i
accuracy or fitness for a cular purpose or
information/set|out in this owerPoint. The co
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Commission r the Ordinance.
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