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Compiled by Hong Kong as a member of the COVID-19 Working Group of the Global Privacy Assembly:

Experience and Best Practices Around the World

Compendium of Best Practices in Response to COVID-19 (Part I & Part II) 

Issued in Oct 2020 Issued in Oct 2021

The leading international 
forum for over 130 data 
protection authorities from 
around the globe to discuss 
and exchange views on 
privacy issues and the latest 
international developments. 

Global Privacy Assembly (GPA)

• Conducted surveys among data 
protection authorities worldwide 
(DPAs)

• Explored pressing data protection 
and privacy issues which arose 
during the pandemic

• Collected the relevant experience 
and best practices in dealing with 
data protection/privacy issues
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Surveys on Relevant Experience and Best Practices in Response to COVID-19

32 GPA members and observers responded to the Survey in both 2020 and 2021:
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2020 2021

http://intranet.child.indigo.local/
http://intranet.child.indigo.local/


Geographic Distribution of the Responses in 2020 and 2021

Africa, 6%

Asia, 10%

Europe, 66%

North America, 9%

Oceania, 9%
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Africa, 6%

Asia, 16%

Europe, 56%

North America, 16%

Oceania, 6%

2020 2021
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28%
(9)

6%
(2)

56%
(18)

10%
(3)

66%
(21)

Total = 32

Prevalence of Contact Tracing Apps

Using location 
data/tracking, 

25%

No location 
tracking, 75%
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24
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Jurisdictions With Contact Tracing Apps and
Their Adopted Approaches

Jurisdictions’ Use of Location Tracking

From Compendium Part II From Compendium Part I

Total = 32



Major Privacy Risks of Contact Tracing Measures *non-exhaustive
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1 Data Security Risks

Bluetooth Technology
Related Privacy Risks

3 Re-identification of
Individual Users

4 Excessive Collection of 
Personal Data

2 5 Unauthorised Processing and 
Disclosure of Sensitive Data

From Compendium Part II

6 Reuse for Secondary 
Purposes
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▪ Launched on 16 November 2020. Use of the App in 
certain types of premises became mandatory in late 
2021.

▪ Citizens (unless exempted) were required to scan 
the venue QR code before they were allowed to 
enter the premises.

▪ Visit records of confirmed or suspected cases were 
regularly downloaded and matched against the 
user's visit records in their mobile phones.

▪ Notifications were sent to users who had visited a 
venue that a confirmed patient had also visited at 
about the same time

▪ Ceased operation on 8 January 2023

Contact Tracing App in Hong Kong

LeaveHomeSafe App
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Good Privacy Practices Adopted in LeaveHomeSafe App

• No location tracking function, did not collect users’ GPS data 

• Did not require registration (no collection of personal data)

Relevant Data Protection Principles Practices Adopted in LeaveHomeSafe App

Data 
Minimisation • Visit records were kept on users’ smartphones only

• Only in the event of a confirmed infection would the users’ visit 
records be uploaded for conducting epidemiological investigations

Minimising Data
Collection

Minimising Data 
Uploaded

Privacy by Design • Conducted Privacy Impact Assessment before implementation 

Strengthening Data Security • Visit records were encrypted

*non-exhaustive

• Visit records would be automatically erased after 31 days Retention Limitation

Purpose Limitation • All visit records uploaded were deleted when the operations ceased



66%
(21)

28%
(9)

6%
(2)

For facilitating cross-
border/boundary travel

Implemented

Being considered

Neither implemented
nor being considered

53%
(17)

22%
(7)

25%
(8)

For facilitating domestic 
activities

Implemented

Being considered

Neither implemented
nor being considered

Total = 32 Total = 32

Prevalence of Health Passport
From Compendium Part II
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Major Privacy Risks of Health Passports *non-exhaustive
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1 Data Security Risks

Forgery of Health Passports

3 Unnecessarily Displaying or 
Sharing Personal Data

4 Personal Data Retained for 
Longer than Necessary

2 5 Reuse for Secondary 
Purposes

From Compendium Part II
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▪ Introduced on 24 February 2022

▪ Citizens were required to have received vaccination before 
entering certain types of premises (unless exempted)

▪ Vaccination records in paper or electronic format (affixed with a 
unique QR code indicating the vaccination status and test 
result) were required to be presented to premises operators

▪ Premises operators used a “QR Code Verification Scanner” app 
to scan the QR codes affixed on vaccination records for 
verification

▪ For the confirmed cases, their QR codes would be displayed in 
red, which restricted them from entering specified premises

▪ Vaccine Pass requirement was removed on 29 December 2022

Health Passport in Hong Kong
Vaccine Pass

The vaccine pass could 
be stored inside the 
LeaveHomeSafe App

Screenshot of the “QR Code 
Verification Scanner” app
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Good Privacy Practices Adopted in Vaccine Pass

• Visit records stored containing personal data were unidentifiable 
after they were hashed & masked 

• When premises operators scanned visitor’s vaccine pass, no personally 
identifiable information would be shown, only vaccination status

Practices Adopted in Vaccine Pass

Data 
Minimisation • Visit records were kept on premises operators’ apps only, in encrypted 

form

• Only if a confirmed patient had visited the premises would visit records 
be uploaded for conducting epidemiological investigations

Minimising Data 
Disclosed

Minimising Data 
Uploaded

Retention Limitation • Visit records would be automatically erased after 31 days 

Purpose Limitation
• Uploaded visit records were only used to conduct epidemiological 

investigations

• Only a QR code was required to be presented to premises operators 

Strengthening Data Security

*non-exhaustiveRelevant Data Protection Principles

Privacy by Design • Conducted Privacy Impact Assessment before implementation 
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Looking Ahead

When the next public health 
threat emerges…

New 
Technological 

Solution

New Privacy 
Risks

How to apply the lessons learnt?

From the Compendium…

Conventional data protection principles 
are still applicable in future crisis in striking 
the balance between privacy protection and 
public health

➢ Best Practices recommended by DPAs regarding contact 
tracing apps and health passports had many similarities

➢ Many were in line with conventional data protection 
principles
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Best Practices Recommended by DPAs (From Compendium)

➢ Masking personal data 
where possible

➢  Verifying individuals’ 
health status through 
scanning QR 
codes/barcodes only

Data Minimisation1
Strengthening
 Data Security

Data Collection Disclosure of Data
Data Transfer to 

Third Parties

For Health Passports: 

➢ Verifying the authenticity of 
vaccine/recovery certificate 
through cryptographic means

➢ Deleting personal data upon 
expiry of vaccine/recovery 
certificate

➢ Verification of 
individual’s health 
status without transfer 
of personal data

➢ Using privacy preserving 
solutions (e.g. device 
level processing)

➢ No location tracking or 
logging of individuals’ 
activities

➢ Uploading only the 
information of infected 
persons to central 
database

2

A B C

For Contact Tracing Apps and Health Passports:

For Contact Tracing Apps: 

➢ Implementing anonymisation 
measures
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Best Practices Recommended by DPAs (From Compendium)

Purpose Limitation

➢ Pledging to decommission the 
contact tracing/health passport 
app when the pandemic is over

➢ Prohibiting access to and 
subsequent use of personal data

Being Open and 
Transparent

➢ Disclosing the list of entities that 
have access to the personal data 
collected by the app(s)

➢ Where appropriate, making 
source code and technical 
specifications publicly available

Privacy by Design

➢ Conducting DPIA/PIA before 
rolling out

3 4 5

Health Passports:For Contact Tracing and Health Passports:

➢ Conducting regular audit and 
reassessment thereafter

For Contact Tracing Apps and Health Passports:



Thank you

www.pcpd.org.hk

communications@pcpd.org.hk

16


	Slide 1
	Slide 2
	Slide 3: Surveys on Relevant Experience and Best Practices in Response to COVID-19
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16: Thank you

