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Preface

Personal data privacy is of mounting importance nowadays as public expectation on the
protection of privacy escalates in an age of rapid technological developments and extensive use
of social media. As the authority entrusted to monitor and supervise the compliance with the
provisions of the Personal Data (Privacy) Ordinance, Cap. 486 (“PDPO”) and promote
awareness and understanding of the requirements of PDPO, it is incumbent on my Office (the
“PCPD”) to gauge the awareness and views of the public and organisations on the protection
of personal data privacy from time to time. To this end, the PCPD commissioned the Social
Sciences Research Centre of The University of Hong Kong (“HKUSSRC”) to conduct a survey
in the period between May and October 2020. The survey comprised two parts, one targeting
individual members of the public (i.e. data subjects), and the other targeting organisations (i.e.

data users).

The objectives of the survey were to understand, among others, (i) the public’s knowledge of
and sensitivity towards the protection of personal data privacy; (ii) the difficulties of
organisations in complying with the PDPO; (iii) the effectiveness and expectation of the work
of the PCPD; and (iv) the level of support on possible directions of amendments to the PDPO.

I would like to express my gratitude to HKUSSRC and its Director, Professor John Bacon-
Shone, for the successful conduct and completion of the survey in a highly professional manner.
I would also like to offer my personal thanks to all respondents of the survey for their valuable

contributions.

The results of the survey will certainly serve as a good reference for the PCPD in making
informed decisions on regulatory strategies and the contents of our educational or promotional
activities in future. I hope that all stakeholders will also find the survey results useful in

enhancing their awareness, and the protection, of personal data privacy.

Ada CHUNG Lai-ling
Privacy Commissioner for Personal Data, Hong Kong

January 2021



Executive Summary

Methodology

1. A total of 227 responses were obtained, 203 via a telephone survey and 24 via an online
survey. Although the low response rate meant the survey cannot be projected to the entire
population of data users in Hong Kong, it represents the views of a wide-ranging set of data
users in terms of both industry sectors and number of Hong Kong employees, and should

have considerable value in elaborating the views of data users on data protection and privacy.

Summary of the Data User Survey

Demographic profile of respondents

2. The combined sample is broadly representative, as it consists of responses from 13 different
sectors. The sample has not been weighted to match the data of the Census and Statistics
Department, as the low response rate makes it questionable whether we have a statistically
representative result. However, the wide range of sectors included allow us to see the range
of views across different sectors. Although small establishments (1-9 employees in Hong
Kong) are the most common in our sample, we have representation across all sizes of

establishments.

Privacy Management Programme (“PMP”)

3. For the level of understanding of PMP, the most common answer was no understanding at
all (a rating of 0 on a scale from 0 to 10), by 25% of respondents, however 37.9% rated
their level as 6 or above. For the stage of implementation of PMP, the most common stage
is no implementation at all (a rating of 0), by 27.3%, however 49.7% reported the stage as
6 or above. The primary benefit of PMP most commonly reported (70 responses) was better
data protection, followed by better compliance (5 responses), with all other responses only
occurring once or twice. The primary difficulty in implementation of PMP most commonly
reported was difficulty in educating employees (7 responses), followed by lack of

management support (4 responses) and lack of clarity in PMP (3 responses).

Data Protection Officer (“DPO”)
4. Only 17.6% of respondents have a DPO.



Privacy Impact Assessment (“PIA”)

5.

Only 14.1% of respondents have undertaken a PIA.

Compliance and complaints

6.

For the difficulty that respondents have with compliance with the Personal Data (Privacy)
Ordinance (“PDPO”), the most common answer is 5 (on a scale from 0 to 10), by 21.4% of
respondents, with 21.4% reporting the difficulty as 6 to 10. For the number of privacy-
related complaints that respondents have had received in the last 12 months, the
overwhelming majority (94.6%) reporting no complaints, with a mean number of
complaints of about 40 per organization, suggesting that most of the complaints relate to a

small number of data users.

Knowledge of relevant Mainland China laws and regulations

7.

Most respondents do not have good knowledge of the two major Mainland China laws and
regulations on personal data protection, with more than half reporting no knowledge (0 on
a scale from 0 to 10) of the Cybersecurity Law (58.9%) and the Personal Information
Security Specification (59.0%).

Awareness of the Office of the Privacy Commissioner for Personal Data (“PCPD”)

8. Awareness of the PCPD publicity materials through mass media, advertisements (other than

mass media), publications, website/social media and events is highest for mass media (59%),
followed by advertisements (other than mass media) (28%), website/social media (25%),
publications (24%) and events (12%). For the most helpful form of additional support from
the PCPD, the most common suggestion was better promotion/publicity, especially online
(27 responses); followed by free or online training (13 responses) and better distribution of

materials (10 responses).

Support for possible amendments to the PDPO

9. The data user survey covered seven major possible amendments to the PDPO. For

significant data breaches (such as the Cathay Pacific case), the amendments considered
were (1) requiring organisations to notify the PCPD, (2) giving the PCPD the power to
require customers to be notified and (3) including financial penalties in the PDPO. For
significant misuse of personal data (such as doxxing), amendments considered were (4)
requiring removal of contents from social media platforms and websites that are controlled
by entities in Hong Kong, (5) requiring removal of contents from social media platforms
and websites that are controlled by entities overseas, (6) giving the PCPD the power of
criminal investigation and (7) giving the PCPD the power of prosecution for cases like this.

The support for these seven amendments is quite high, with over 80% supporting at a rating



10.

of 6 and above (on a scale from 0 to 10) for the three data breach related amendments (over
60% giving full support for the notification amendments and over 45% giving full support
for the penalties amendment) and over 60% supporting at a rating of 6 and above for the

four doxxing related amendments (around 30% giving full support for all four amendments).

The online survey covered another eleven possible amendments to the PDPO, covering (1)
specification of the data retention period, (2) regulation of data processors, (3) clarifying
the definition of personal data, (4) adding a legal requirement on privacy accountability, (5)
enhancing regulation of sensitive personal data, (6) providing stronger protection for the
personal data of children, (7) updating the regulation of cross-boundary/border transfer of
personal data, (8) adding the right to be forgotten, (9) adding the right to object to automated
decision-making, (10) adding the right to data portability and (11) repealing the data user
return scheme. As the online survey was mainly completed by members of the Data
Protection Officers’ Club of the PCPD, we would expect that these respondents should be
relatively well aware of the rationale for these amendments. From the online survey, the
level of support for all eleven possible amendments to the PDPO was at least 70% supported
at a rating of 6 and above (on a scale from 0 to 10). Clarification of what is personal data,
enhanced protections for sensitive personal data and children’s personal data had full
support from at least 40%. Regulation of data processors, privacy accountability, updating
the cross-boundary/border protections, the right to be forgotten, rights regarding automated
decisions and repealing the data user return scheme had full support from at least 30%.
Retention policy and portability rights had full support from at least 20% of online survey

respondents.

Implementation stage and privacy risks of new technologies

11.

From the online survey, we have information about the stage of implementation of Artificial
Intelligence (AI), Big Data, Blockchain, Cloud Computing and Internet of Things (IoT) and
about their perceived privacy risk as regards excessive collection of personal data,
transparency, change of use, security and unnecessary retention of personal data. For the
stage of implementation, Cloud Computing (50% implemented) and IoT (41.7%
implemented) are furthest ahead. Again, as the online survey was mainly completed by
members of the Data Protection Officers’ Club, we would expect that these respondents
should be relatively well aware of the privacy risks of these new technologies. The
respondents reported that Al and Big Data are generally seen to involve high privacy risk,
specifically as regards excessive collection of personal data (64.3% for Al, 62.5% for Big
Data), transparency in personal data processing (57.1% for Al, 50.0% for Big Data), change
of use of personal data (57.1% for Al, 50.0% for Big Data), unnecessary retention of



personal data (47.1% for Al, 43.8% for Big Data) and data security (50.0% for Al, 43.8%
for Big Data).

Recommendations

Privacy Management Programme

12. While more than a third of the respondents reported their level of understanding of PMP as
6 or above, around a quarter had no knowledge at all, suggesting a broader need for
educating organizations about the concepts of PMP, so that they at least understand its
relevance. The stage of implementation matches up, with about a quarter having no
implementation at all. However, it is clear that most respondents clearly understood that the
primary benefit of PMP is better data protection. The primary difficulty in implementing
PMP most commonly reported was difficulty in educating employees, again highlighting

the need for additional training.

Data Protection Officer and Privacy Impact Assessment
13. Less than 20% of respondents have a DPO or undertaken a PIA, suggesting a need to

persuade organizations of the value of a DPO and the PIA process.

Compliance and complaints

14. The level of difficulty in compliance with the PDPO reported is very variable, indicating
the need for identifying the sectors with greater difficulty in compliance (the PCPD data on
complaints is probably a sound basis for this). As the overwhelming majority reported no
privacy-related complaints, this suggests that most of the complaints relate to a small

number of data users and hence the continuing need for a targeted approach.

Knowledge of Mainland China laws and regulations on data protection
15. The majority of respondents reported no knowledge of the two major Mainland China laws
and regulations on data protection, though the survey does not allow us to check whether

that knowledge is relevant, so targeted training may arguably be required.

Awareness of the PCPD

16. Awareness of the PCPD publicity materials through mass media, advertisements (other than
mass media), publications, website/social media and events is highest for mass media,
followed by advertisements (other than mass media), website/social media, publications
and events, suggesting the need for some consideration of updating the publicity strategy,

especially given that the most common request for additional support from the PCPD was



better promotion/publicity, especially online; followed by free or online training and better

distribution of materials.

Support for possible amendments to the PDPO

17.

18.

The level of support for the seven possible amendments to the PDPO relating to significant
data breaches and significant misuse of personal data (such as doxxing) was high, especially
for notification of the PCPD and customers and financial penalties for significant data
breaches, such as the Cathay Pacific case, although the level of support is less for the four

doxxing related amendments.

The online survey covered another eleven possible amendments to the PDPO. As the online
survey was mainly completed by members of the Data Protection Officers’ Club, it is
important to be cautious in interpreting the high level of support for these eleven possible
amendments. However, clarification of what is personal data, enhanced protections for
sensitive personal data and personal data of children had the highest level of full support,
suggesting that they could be prioritized in that informed data users are more likely to
support these amendments. Regulation of data processors, privacy accountability, updating
the cross-boundary/border protections, the right to be forgotten, rights regarding automated
decisions and repealing the data user return scheme has a lower level of support. Retention

policy and portability right had the weakest level of full support.

Implementation stage and privacy risks of new technologies

19.

From the online survey, we see that Cloud Computing and IoT are furthest ahead in
implementation. However, Al and Big Data are generally seen to involve high privacy risk
by about half of respondents, as regards excessive collection of personal data, transparency
in personal data processing, change of use of personal data, unnecessary retention of
personal data and data security, suggesting that the high privacy risks might be one reason
why these technologies are behind in implementation and hence suggesting that the PCPD

guidance is most important in these domains.



Chapter 1 Introduction

1.1 Background
The Office of the Privacy Commissioner for Personal Data (“PCPD”) is an independent body

established to monitor, supervise and promote compliance with the Personal Data (Privacy)
Ordinance (“PDPO”), which was enacted to protect the personal data privacy rights of
individuals and to provide for the regulation of the collection, holding, processing, security and
use of personal data. The PCPD commissioned the Social Sciences Research Centre of The
University of Hong Kong (“HKUSSRC”) to conduct a survey of the attitudes of data users (i.e.
establishments that collect or use personal data) on personal data privacy protection, so as to
provide the PCPD with a useful reference to make informed decisions on strategies and
educational/promotional activities in the future.

1.2 Research Objectives
The objectives of the Study were to understand the following:

Implementation of privacy accountability by data users;

Difficulties encountered by data users in complying with the requirements of the PDPO;
Forms of support expected of the PCPD for data users’ compliance with the PDPO;
Data users’ views on the possible amendments to the PDPO; and

Adoption rate of new ICT, such as Al, Big Data, Blockchain, Cloud Computing and
I0T, in collecting and processing personal data by data users.

I

1.3 Organisation of the Report
The report is divided into three chapters: Chapter 1 contains the background and research

objectives, Chapter 2 covers the survey results in detail and Chapter 3 provides a summary of

the findings.



Chapter 2 Survey Results

2.1 Survey Research Methodology

2.1.1 Study Design and Target Respondents

The Study was conducted through a telephone survey and an online survey. The target
population of the telephone survey is all Hong Kong establishments, so a sample was drawn
from the Census and Statistics Department Central Register of Establishments, linked to the
White Pages to obtain telephone numbers. The telephone survey contains only the core
questions from the survey questionnaire, in order to keep the completion time to a reasonable
limit. For the online survey, the PCPD sent links to 10 chambers of commerce and the 364
members of the PCPD’s Data Protection Officers' Club. The assumption was that this target
would be more knowledgeable about the PDPO and hence willing to complete a longer online

questionnaire.

2.1.2 Ethical Approval
Ethical approval was obtained from the Human Research Ethics Committee for Non-Clinical

Faculties of The University of Hong Kong prior to the commencement of the Study.

2.1.3 Pilot Studies

A pilot study of the telephone survey comprising 9 successfully completed interviews was
conducted between 26 June and 29 June 2020. Three interviewers participated in the pilot
survey in the form of telephone interviews using a Computer Aided Telephone Interview
(“CATTI”) system, calling from 4:30pm to 10:30pm. All interviewers studied the questionnaire
instructions and completed a practice interview before making phone calls. The supervisor
reviewed the interviews to see whether they were employing proper question-asking and
probing techniques and conducting the interview in a professional manner. General problems

were noted and instructions were clarified for every interviewer.

A pilot study of the online survey comprising three complete submissions was conducted
between 24 August and 8 September 2020. The three participants were contacted to obtain

feedback on any problems with the questionnaire.

Based on the feedback and comments from participants and the PCPD, the questionnaires and
the logistics were fine-tuned. Data collected from the pilot telephone interviews are not

included in the analysis reported below.

10



2.1.4 Data Collection

A total of 203 telephone interviews were successfully completed between 6 August and 3
September 2020 via a telephone survey of randomly selected businesses using the CATI system,
calling between 2:00pm and 6:00pm. All interviewers studied the questionnaire instructions
and successfully completed a practice interview before making phone calls. The supervisor
reviewed the interviews to see whether the interviewers were employing proper question-asking
and probing techniques and conducting the interviews in a professional manner. General

problems were also noted and instructions were clarified for every interviewer.

A total of 24 online survey responses were received between 1 September and 20 October 2020.

2.1.5 Quality Control

The following quality control measures were incorporated in the Study:

® The data collected was subjected to range checking and logical checking. Unclear and
illogical answers were re-coded as invalid.

® Questionnaires with more than half of the questions unanswered were regarded as
incomplete questionnaires and excluded from analysis.

® Any missing answers were excluded from analysis.

® Quality checking procedures were applied to at least 10% of the data collected prior to
analysis and use, to ensure that the data was valid.

2.1.6 Response Rate

A total of 2,211 telephone numbers were attempted for the telephone survey component.
However, 866 were not available at that time, 250 refused, 839 did not answer and 53 were
invalid. Ultimately, a total of 203 respondents were successfully interviewed by using the CATI
in the survey. The overall contact rate was 60.0% and response rate was 44.8%?2. Table 1 shows

the detailed breakdown of final telephone contact status.

We also obtained 24 online responses, of which 23 were from the 364 members of the PCPD’s
Data Protection Officers' Club (response rate of 6.3%) and 1 was from a member of a chamber

of commerce.

1 Contact rate = the number of answered telephone calls divided by the total number of calls attempted, i.e. sum
of (Types 1 to 6) / Total = (203+0+250+8+0+866)/2,211 = 60.0%.

2 Response rate = the number of successful interviews divided by the sum of the numbers of successful interviews,
partial cases and refusal cases, i.e. (Type 1)/ (Type 1 + Type 2 + Type 3) = 203/(203+0+250)=44.8%.

11



Table 1: Final status of telephone numbers attempted

Type | Final status of contacts Number of cases
1 Success 203
2 Partial 0
3 Refusal 250
4 No such company or closed 8
5 Language problem 0
6 Not Available 866
7 No Answer 839
8 Fax 10
9 Invalid 35

Total 2,211

2.1.7 Overall Sampling Error

The telephone survey findings are subject to sampling error. For a sample size of 203, the
maximum sampling error is + 6.9% at the 95% level of confidence (ignoring clustering effects).
In other words, we have 95% confidence that the population proportion falls within the sample
proportion plus or minus 6.9%, based on the assumption that non-respondents are similar to
respondents. The response rate for the online survey was low, making the assumption of a

representative sample less reasonable.

2.1.8 Quality Control
All SSRC interviewers were well trained in a standardised approach prior to the commencement
of the survey. All interviews were conducted by experienced interviewers fluent in Cantonese,

Putonghua and English.

The SSRC engaged in quality assurance for each stage of the survey to ensure satisfactory
standards of performance. At least 5% of the questionnaires completed by each interviewer

were checked by the SSRC supervisors independently.

2.1.9 Data Processing and Analysis

Descriptive Statistics

Descriptive statistics are used to summarise the findings of the Study and they are reported in
frequency, percentages, means and standard deviations (SD), wherever appropriate. Some

percentages might not add up to the total or 100% because of rounding. Moreover, the sample

12



bases for each question might vary due to missing answers, as those who refused to answer or
who stated that they did not know are excluded from the tables. All statistical analysis used the

software JMP version 14.3.

2.1.10 Final Questionnaire
The final questionnaire for the data user survey can be found in Appendix A. It covers all the
research objectives. The questionnaire indicates which questions were only included in the

online survey.

2.2 Findings from the Survey

2.2.1 Demographic profile of respondents

Table 2 shows that the combined sample is broadly representative, in the sense that we have
responses from 13 different sectors. The sample has not been weighted to match the data of the
Census and Statistics Department, as the low response rate makes it questionable whether we
have a statistically representative result, but the wide range of sectors included means that we

should be able to see the range of views across different sectors.

Table 2: Industry Sector Count %
Retail 32 14.1%
Social/Personal 28 12.3%
IT/Communications 26 11.5%
Finance/Insurance 26 11.5%
Accommodation/Food 24 10.6%
Professional/Business services 21 9.3%
Import/Export/Wholesale 18 7.9%
Transport/Storage/Logistics 17 7.5%
Manufacturing 14 6.2%
Construction 9 4.0%
Electricity/Gas supply/Waste management 7 3.1%
Real estate 3 1.3%
Travel 2 0.9%
Total 227 100.0%
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Table 3 shows that although small establishments (having 1-9 employees in Hong Kong) are

the most common in our sample, we have representation across all sizes of establishments.

Table 3: No. of Employees in Hong Kong Count %
1-9 123 54.2%
10-19 49 21.6%
20-49 21 9.3%
50-100 11 4.8%
100+ 23 10.1%
Total 227 100.0%

We next examine the questions included in both the telephone and online surveys.

2.2.2 Privacy Management Programme (“PMP”)
There were four questions about PMP covering level of understanding (on a scale from 0 to 10),

primary benefit, primary difficulty and stage of implementation (on a scale from 0 to 10).

Table 4 shows the level of understanding of PMP, which shows that the most common answer

was no understanding at all (0), by 25% of respondents. However, 37.9% rated their level as 6

or above.

Table 4: Level of understanding of PMP (0-10) Count %
0 56 25.0%

1 3 1.3%

2 10 4.5%

3 14 6.3%

4 12 5.4%

5 44 19.6%

6 27 12.1%

7 22 9.8%

8 22 9.8%

9 5 2.2%

10 9 4.0%

Total 224 100.0%
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Table 5 shows the stage of implementation of PMP, where the most common stage is no

implementation at all (0), by 27.3%. However, 49.7% reported the stage as 6 or above.

Table 5: Stage of PMP implementation Count %
0 44 27.3%
1 2 1.2%
2 2 1.2%
3 4 2.5%
4 5 3.1%
5 24 14.9%
6 16 9.9%
7 28 17.4%
8 13 8.1%
9 7 4.3%

10 16 9.9%
161 100.0%

The respondents were asked about the primary benefit and difficulty of PMP by open-ended
questions. The primary benefit most commonly reported (70 responses) was better data
protection, followed by better compliance (5 responses), with all other responses only occurring
once or twice. The primary difficulty most commonly reported was difficulty in educating
employees (7 responses), followed by lack of management support (4 responses) and lack of

clarity about PMP (3 responses).

2.2.3 Data Protection Officer (“DPO”)
Table 6 shows that only 17.6% of respondents have a DPO.

Table 6: Have a DPO? Count %
Yes 40 17.6%
No 184 81.1%
Don't Know 3 1.3%
Total 227 100.0%
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2.2.4 Privacy Impact Assessment (“PIA”)

Table 7 shows that only 14.1% of respondents have undertaken a PIA.

Table 7: Undertaken a PIA? Count %
Yes 32 14.1%
No 181 79.7%
Don't Know 14 6.2%
Total 227 100.0%

2.2.5 Compliance and complaints

Table 8 shows the level of difficulty that respondents have with compliance with the PDPO, on
a scale from 0 to 10, where 0 means no difficulty at all and 10 means very difficult, where the
most common answer is 5, by 21.4% of respondents. Meanwhile, 57.1% of respondents gave

answers between 0 and 4 and the remaining 21.4% reported answers between 6 and 10,

suggesting wide variability in the level of difficulty.?

Table 8: Level of difficulty in compliance with PDPO (0-10) Count %
0 39 18.6%

1 12 5.7%

2 23 11.0%

3 31 14.8%

4 15 7.1%

5 45 21.4%

6 9 4.3%

7 18 8.6%

8 9 4.3%

9 0 0.0%

10 9 4.3%

Total 210 100.0%

3 Analysis of level of difficulty in compliance with the PDPO by number of employees and industry sector did

not show any clear pattern as neither variable explained much of the variability in level of difficulty.
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Table 9 shows the number of privacy-related complaints that respondents have had received in
the last 12 months, with the overwhelming majority (94.6%) reporting no complaints and a
mean number of complaints of about 40 per organization, suggesting that most of the

complaints relate to a small number of data users.

Table 9: Number of complaints in the last 12 months Count %
0 209 94.6%

1 3 1.4%

2 1 0.5%

3 2 0.9%

5 3 1.4%

10 1 0.5%

1000 1 0.5%

8000 1 0.5%

Total 221 100.0%

The respondents were asked about the primary compliance problem and the most common
privacy-related complaint by open-ended questions. In summary, the primary compliance
problem most commonly reported was lack of knowledge or education (14 responses), followed
by lack of management support (5 responses). As so few organizations reported any privacy-
related complaints in the last 12 months, there is no useful summary for the most common

complaint.

2.2.6 Knowledge of relevant Mainland China laws and regulations

Table 10 shows the level of knowledge of the Cybersecurity Law (a major law regulating
personal information protection, among other things) and the Personal Information Security
Specification (PI SS) (a non-binding standard on personal information protection) of Mainland
China. More than half of the respondents reported no knowledge (0 on a scale from 0 to 10) of
the Cybersecurity law (58.9%) and the PI SS (59.0%).
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Table 10: Level of knowledge of relevant Cybersecurity Law % Pl SS %
Mainland China laws & regulations (0-10)

0 129 58.9% 128 59.0%

1 5 2.3% 5 2.3%

2 10 4.6% 11 5.1%

3 17 7.8% 13 6.0%

4 15 6.8% 10 4.6%

5 19 8.7% 25 11.5%

6 8 3.7% 6 2.8%

7 7 3.2% 4 1.8%

8 7 3.2% 11 5.1%

9 0 0.0% 1 0.5%

10 2 0.9% 3 1.4%

Total 219 100.0% 217 100.0%

2.2.7 Awareness of the PCPD
Table 11 shows that the level of awareness of the PCPD’s publicity materials through different

channels. Mass media is the highest (59%), followed by advertisements (other than mass media)

(28%), website/social media (25%), publications (24%) and events (12%).

Table 11: Mass % Advert % Website/ % | Publications % | Events %
PCPD media social

awareness media

Yes 135 59% 63 28% 57 25% 54 24% 27 12%
No 90 40% 161 71% 167 74% 169 74% 197 87%
Don't 2 1% 3 1% 3 1% 4 2% 3 1%
Know /

Refuse

Total 227 100% 227 100% 227 100% 227 100% 227 | 100%

The respondents were asked about the most helpful form of additional support from the PCPD

by an open-ended question. In summary, the most common suggestion was better

promotion/publicity, especially online (27 responses), followed by free or online training (13

responses) and better distribution of materials (10 responses).

18




2.2.8 Support for PDPO Amendments

Tables 12 and 13 show the level of support (on a scale from 0 to 10) for seven possible
amendments to the PDPO, namely-

o for significant data breaches, such as the Cathay Pacific case: (1) require organisations
to notify the PCPD, (2) give the PCPD the power to require customers to be notified
and (3) include financial penalties in the PDPO; and

o for significant misuse of personal data, such as doxxing: (4) require removal of contents
from social media platforms and websites that are controlled by entities in Hong Kong,
(5) require removal of contents from social media platforms and websites that are
controlled by entities overseas, (6) give the PCPD the power of criminal investigation

and (7) give the PCPD the power of prosecution for cases like this.

For all the seven possible amendments above, the overall support is quite high, with over 80%
supporting at a level of 6 and above for the three data breach related amendments (over 60%
giving full support for the notification amendments and over 45% giving full support for the
penalties amendment). For the four doxxing related amendments, there is over 60% supporting

at a level of 6 and above (around 30% giving full support for all four amendments).

Table 12: Support for Notify % Notify % Financial %
data breach amendments PCPD customers penalties

0 2 0.9% 3 1.3% 6 2.7%

1 1 0.4% 0 0.0% 0 0.0%

2 0 0.0% 1 0.4% 1 0.4%

3 1 0.4% 3 1.3% 2 0.9%

4 0 0.0% 0 0.0% 1 0.4%

5 7 3.1% 6 2.7% 26 11.6%

6 9 4.0% 11 4.9% 10 4.5%

7 20 9.0% 20 8.9% 26 11.6%

8 33 14.8% 30 13.3% 34 15.2%

9 13 5.8% 10 4.4% 17 7.6%

10 137 61.4% 141 62.7% 101 45.1%

Total 223 100.0% 225 100.0% 224 100.0%
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Table 13: Remove % Remove % Criminal % Criminal %

Support for HK overseas investigation prosecution

doxxing

amendments
0 16 7.3% 23 10.7% 23 10.7% 25 11.6%
1 1 0.5% 0 0.0% 1 0.5% 1 0.5%
2 1 0.5% 3 1.4% 4 1.9% 5 2.3%
3 7 3.2% 10 4.7% 12 5.6% 14 6.5%
4 7 3.2% 4 1.9% 4 1.9% 6 2.8%
5 46 21.1% 40 18.6% 35 16.3% 33 15.3%
6 11 5.0% 14 6.5% 15 7.0% 11 5.1%
7 19 8.7% 18 8.4% 25 11.6% 25 11.6%
8 32 14.7% 31 14.4% 22 10.2% 25 11.6%
9 7 3.2% 9 4.2% 10 4.7% 9 4.2%
10 71 32.6% 63 29.3% 64 29.8% 62 28.7%

Total 218 | 100.0% 215 ] 100.0% 215 ] 100.0% 216 | 100.0%

The following eleven possible amendments to the PDPO were only included in the online
survey, namely, (1) specification of the data retention period, (2) regulation of data processors,
(3) clarifying the definition of personal data, (4) adding a legal requirement on privacy
accountability, (5) enhancing regulation of sensitive personal data, (6) providing stronger
protection for the personal data of children, (7) updating the regulation of cross-
boundary/border transfer of personal data, (8) adding the right to be forgotten, (9) adding the
right to object to automated decision-making, (10) adding the right to data portability and (11)
repealing the data user return scheme. The online survey was completed by 23 members of the
Data Protection Officers’ Club and 1 respondent from a member of a chamber of commerce.
We would expect that these respondents should be relatively well aware of the rationale for the
amendments. However, they will not necessarily represent the views of organisations as a whole

in Hong Kong.

Tables 14a/b/c show that the level of support (on a scale from 0 to 10) for all the eleven possible
amendments to the PDPO was at least 70% (at the level of 6 and above). Clarification of what
is personal data, enhanced protections for sensitive personal data and personal data of children
had full support from at least 40% of the online survey respondents. Regulation of data
processors, privacy accountability, updating the regulations of cross-boundary/border transfer,
the right to be forgotten, rights regarding automated decisions and repealing the data user return
scheme had full support from at least 30% of the online survey respondents. Retention policy

and portability rights had full support from at least 20% of the online survey respondents.
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Table 14a: Retention % Data % Personal % | Accountability %
Support other policy processors data
amendments definition
0 2 9.1% 1 4.8% 1 4.5% 2 9.5%
1 1 4.5% 0 0.0% 0 0.0% 0 0.0%
2 0 0.0% 0 0.0% 0 0.0% 0 0.0%
3 0 0.0% 0 0.0% 0 0.0% 0 0.0%
4 0 0.0% 0 0.0% 0 0.0% 1 4.8%
5 3 13.6% 2 9.5% 1 4.5% 2 9.5%
6 1 4.5% 0 0.0% 0 0.0% 0 0.0%
7 4 18.2% 3 14.3% 4 18.2% 2 9.5%
8 4 18.2% 6 28.6% 3 13.6% 4 19.0%
9 2 9.1% 1 4.8% 4 18.2% 3 14.3%
10 5 22.7% 8 38.1% 9 40.9% 7 33.3%
Total 22 100.0% 21 100.0% 22 100.0% 21 100.0%
Table 14b: Sensitive % Enhanced % Cross- % Right to be %
Support other data protection boundary/ forgotten
amendments for border
children transfer
0 1 4.8% 1 4.8% 3 13.6% 1 4.5%
1 0 0.0% 0 0.0% 0 0.0% 1 4.5%
2 0 0.0% 0 0.0% 0 0.0% 0 0.0%
3 0 0.0% 0 0.0% 0 0.0% 0 0.0%
4 0 0.0% 0 0.0% 0 0.0% 0 0.0%
5 2 9.5% 2 9.5% 2 9.1% 2 9.1%
6 0 0.0% 0 0.0% 1 4.5% 1 4.5%
7 4 19.0% 3 14.3% 2 9.1% 4 18.2%
8 4 19.0% 3 14.3% 3 13.6% 4 18.2%
9 1 4.8% 2 9.5% 3 13.6% 2 9.1%
10 9 42.9% 10 47.6% 8 36.4% 7 31.8%
Total 21 100.0% 21 100.0% 22 | 100.0% 22| 100.0%




Table 14c: Automated % Portability % Repealing %
Support other decision right right data user
amendments returns

0 1 5.0% 2 10.0% 1 5.3%

1 0 0.0% 0 0.0% 0 0.0%

2 0 0.0% 0 0.0% 0 0.0%

3 0 0.0% 1 5.0% 1 5.3%

4 0 0.0% 0 0.0% 0 0.0%

5 2 10.0% 2 10.0% 2 10.5%

6 3 15.0% 0 0.0% 0 0.0%

7 3 15.0% 4 20.0% 5 26.3%

8 2 10.0% 5 25.0% 1 5.3%

9 2 10.0% 2 10.0% 3 15.8%

10 7 35.0% 4 20.0% 6 31.6%

Total 20 100.0% 20 100.0% 19 100.0%

2.2.9 Implementation stage and privacy risks of new technologies

From the online survey, we have information about the stage of implementation of Artificial
Intelligence (“Al”), Big Data, Blockchain, Cloud Computing and Internet of Things (IoT) and

about their perceived privacy risk as regards excessive collection of personal data, transparency,

change of use, security and unnecessary retention of personal data. Table 15 summarizes the

stage of implementation, which shows Cloud Computing (50% implemented) and IoT (41.7%

implemented) are furthest ahead. Again, as the online survey was mainly completed by
members of the Data Protection Officers’ Club of the PCPD, we would expect that these

respondents should be relatively well aware of the privacy risks of these new technologies.

Table 15 Al % Big % Blockchain % Cloud % | loT %
Tech Data Computing

implementation

Not considered 10| 41.7% 8 33.3% 13| 54.2% 3 12.5% 8 33.3%
Not 7 29.2% 9 37.5% 8 33.3% 9 37.5% 6 25.0%
implemented

yet

Implemented 7 29.2% 7 29.2% 3 12.5% 12 50.0% 10 41.7%
Total 24 | 100.0% 24 | 100.0% 24 | 100.0% 24 100.0% 24 | 100.0%
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Tables 16-20 summarize the perceived privacy risks, so we can see that Al and Big Data are
generally seen to involve high privacy risk, specifically as regards excessive collection of
personal data (64.3% for Al, 62.5% for Big Data), transparency on personal data processing
(57.1% for Al, 50.0% for Big Data), change of use of personal data (57.1% for Al, 50.0% for
Big Data), unnecessary retention of personal data (47.1% for Al, 43.8% for Big Data) and data
security (50.0% for Al, 43.8% for Big Data).

Table 16 Al % Big % | Blockchain % Cloud % | loT %
Excessive Data Computing

collection

High risk 9 64.3% 10 62.5% 41 36.4% 5 23.8% 3 18.8%
Low risk 2 14.3% 2 12.5% 41 36.4% 10 47.6% 41 25.0%
No 2 14.3% 4 25.0% 2 18.2% 6 28.6% 8 50.0%
Don't Know 1 7.1% 0 0.0% 1 9.1% 0 0.0% 1 6.3%
Total 14 | 100.0% 16 | 100.0% 11 | 100.0% 21 100.0% 16 | 100.0%
Table 17 Al % Big % Blockchain % Cloud % loT %
Transparency Data Computing

High risk 8 57.1% 8 50.0% 4 36.4% 7 33.3% 2 12.5%
Low risk 5 35.7% 4 25.0% 5 45.5% 10 47.6% 7 43.8%
No 1 7.1% 3 18.8% 2 18.2% 4 19.0% 6 37.5%
Don't Know 0 0.0% 1 6.3% 0 0.0% 0 0.0% 1 6.3%
Total 14 | 100.0% 16 | 100.0% 11 | 100.0% 21 | 100.0% 16 | 100.0%
Table 18 Al % Big % | Blockchain % Cloud % | loT %
Change of use Data Computing

High risk 8 57.1% 8 50.0% 3| 27.3% 5 23.8% 2 12.5%
Low risk 3 21.4% 2 12.5% 5| 455% 8| 381% 4 25.0%
No 2 14.3% 5 31.3% 3| 27.3% 8| 381% 9 56.3%
Don't Know 1 7.1% 1 6.3% 0 0.0% 0 0.0% 1 6.3%
Total 14 | 100.0% 16 | 100.0% 11 | 100.0% 21| 100.0% 16 | 100.0%
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Table 19 Al % Big % Blockchain % Cloud % | loT %
Unnecessary Data Computing

retention

High risk 8| 47.1% 7| 43.8% 41 36.4% 7] 333% 2| 125%
Low risk 3] 17.6% 41 25.0% 41 36.4% 7] 333% 8| 50.0%
No 3] 17.6% 3| 18.8% 21 182% 6| 28.6% 51 313%
Don't Know 3| 17.6% 2| 125% 1 9.1% 1 4.8% 1 6.3%
Total 17 | 100.0% 16 | 100.0% 11 | 100.0% 21| 100.0% | 16 | 100.0%
Table 20 Al % Big % Blockchain % Cloud % | loT %
Security Data Computing

High risk 7 50.0% 7| 43.8% 4 36.4% 9 42.9% 41 25.0%
Low risk 6 42.9% 6| 37.5% 5 45.5% 9 42.9% 8| 50.0%
No 1 7.1% 2| 125% 2 18.2% 2 9.5% 3| 18.8%
Don't Know 0 0.0% 1 6.3% 0 0.0% 1 4.8% 1 6.3%
Total 14 | 100.0% 16 | 100.0% 11| 100.0% 21| 100.0% 16 | 100.0%
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Chapter 3  Summary and Recommendations

3.1 Methodology

A total of 227 responses were obtained, 203 via a telephone survey and 24 via an online survey.
While the survey can probably not be projected to the entire population of data users in Hong
Kong, given the low response rate, it represents the views of a wide-ranging set of data users,
in terms of both industry sector and number of Hong Kong employees and should have

considerable value in elaborating the views of data users on data protection and privacy.

3.2 Summary of the Data User Survey

Demographic profile of respondents

The combined sample is broadly representative, as it consists of responses from 13 different
sectors. The sample has not been weighted to match the data of the Census and Statistics
Department, as the low response rate makes it questionable whether we have a statistically
representative result. However, the wide range of sectors included allow us to see the range of
views across different sectors. Although small establishments (1-9 employees in Hong Kong)

are the most common in our sample, we have representation across all sizes of establishments.

Privacy Management Programme

For the level of understanding of PMP, the most common answer was no understanding at all
(arating of 0 on a scale from 0 to 10), by 25% of respondents, however 37.9% rated their level
as 6 or above. For the stage of implementation of PMP, the most common stage is no
implementation at all (a rating of 0), by 27.3%, however 49.7% reported the stage as 6 or above.
The primary benefit of PMP most commonly reported (70 responses) was better data protection,
followed by better compliance (5 responses), with all other responses only occurring once or
twice. The primary difficulty in implementation of PMP most commonly reported was difficulty
in educating employees (7 responses), followed by lack of management support (4 responses)

and lack of clarity in PMP (3 responses).

Data Protection Officer
Only 17.6% of respondents have a DPO.
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Privacy Impact Assessment
Only 14.1% of respondents have undertaken a PIA.

Compliance and complaints

For the difficulty that respondents have with compliance with the PDPO, the most common
answer is 5 on a scale from 0 to 10, by 21.4% of respondents, with 21.4% reporting the difficulty
as 6 to 10. For the number of privacy-related complaints that respondents have had received in
the last 12 months, the overwhelming majority (94.6%) reporting no complaints, with a mean
number of complaints of about 40 per organization, suggesting that most of the complaints

relate to a small number of data users.

Knowledge of relevant Mainland China laws and regulations

Most respondents do not have good knowledge of the two major Mainland China laws and
regulations on personal data protection, with more than half reporting no knowledge (0 on a
scale from 0 to 10) of the Cybersecurity Law (58.9%) and the Personal Information Security
Specification (59.0%).

Awareness of the PCPD

Among the different publicity channels used by the PCPD, awareness of the PCPD publicity
materials through mass media, advertisements (other than mass media), publications,
website/social media and events is highest for mass media (59%), followed by advertisements
(other than mass media) (28%), website/social media (25%), publications (24%) and events
(12%). For the most helpful form of additional support from the PCPD, the most common
suggestion was better promotion/publicity, especially online (27 responses); followed by free

or online training (13 responses) and better distribution of materials (10 responses).

Support for possible amendments to the PDPO

The data user survey covered seven major possible amendments to the PDPO. For significant
data breaches (such as the Cathay Pacific case), the amendments considered were: (1) requiring
organisations to notify the PCPD, (2) giving the PCPD the power to require customers to be
notified and (3) including financial penalties in the PDPO. For significant misuse of personal
data (such as doxxing), the amendments considered were: (4) requiring removal of contents
from social media platforms and websites that are controlled by entities in Hong Kong, (5)
require removal of contents from social media platforms and websites that are controlled by
entities overseas, (6) giving the PCPD the power of criminal investigation and (7) giving the
PCPD the power of prosecution for cases like this. The support for these seven amendments is
quite high, with over 80% supporting at a rating of 6 and above (on a scale from 0 to 10) for

the three data breach related amendments (over 60% giving full support for the notification
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amendments and over 45% giving full support for the penalties amendment) and over 60%
supporting at a rating of 6 and above for the four doxxing related amendments (around 30%

giving full support for all four amendments).

The online survey covered another eleven possible amendments to the PDPO, covering (1)
specification of the data retention period, (2) regulation of data processors, (3) clarifying the
definition of personal data, (4) adding a legal requirement on privacy accountability, (5)
enhancing regulation of sensitive personal data, (6) providing stronger protection for the
personal data of children, (7) updating the regulation of cross-boundary/border transfer of
personal data, (8) adding the right to be forgotten, (9) adding the right to object to automated
decision-making, (10) adding the right to data portability and (11) repealing the data user return
scheme. As the online survey was mainly completed by members of the Data Protection
Officers’ Club of the PCPD, we would expect that these respondents should be relatively well
aware of the rationale for these amendments. From the online survey, the level of support for
all eleven possible amendments to the PDPO was at least 70% supported at a rating of 6 and
above (on a scale from 0 to 10). Clarification of what is personal data, enhanced protections for
sensitive personal data and children’s personal data had full support from at least 40%.
Regulation of data processors, privacy accountability, updating the cross-boundary/border
protections, the right to be forgotten, rights regarding automated decisions and repealing the
data user return scheme had full support from at least 30%. Retention policy and portability

rights had full support from at least 20% of online survey respondents.

Implementation stage and privacy risks of new technologies

From the online survey, we have information about the stage of implementation of Artificial
Intelligence (Al), Big Data, Blockchain, Cloud Computing and Internet of Things (IoT) and
about their perceived privacy risk as regards excessive collection of personal data, transparency,
change of use, security and unnecessary retention of personal data. For the stage of
implementation, Cloud Computing (50% implemented) and IoT (41.7% implemented) are
furthest ahead. Again, as the online survey was mainly completed by members of the Data
Protection Officers’ Club, we would expect that these respondents should be relatively well
aware of the privacy risks of these new technologies. The respondents reported that Al and Big
Data are generally seen to involve high privacy risk, specifically as regards excessive collection
of personal data (64.3% for Al, 62.5% for Big Data), transparency in personal data processing
(57.1% for Al, 50.0% for Big Data), change of use of personal data (57.1% for Al, 50.0% for
Big Data), unnecessary retention of personal data (47.1% for Al, 43.8% for Big Data) and data
security (50.0% for Al, 43.8% for Big Data).
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3.3 Recommendations

Privacy Management Programme

While more than a third of the respondents reported their level of understanding of PMP as 6
or above, around a quarter had no knowledge at all, suggesting a broader need for educating
organizations about the concepts of PMP, so that they at least understand its relevance. The
stage of implementation matches up, with about a quarter having no implementation at all.
However, it is clear that most respondents clearly understood that the primary benefit of PMP
is better data protection. The primary difficulty in implementing PMP most commonly reported

was difficulty in educating employees, again highlighting the need for additional training.

Data Protection Officer and Privacy Impact Assessment
Less than 20% of respondents have a DPO or undertaken a PIA, suggesting a need to persuade

organizations of the value of a DPO and the PIA process.

Compliance and complaints

The level of difficulty in compliance with the PDPO reported is very variable, indicating the
need for identifying the sectors with greater difficulty in compliance (the PCPD data on
complaints is probably a sound basis for this). As the overwhelming majority reported no
privacy-related complaints, this suggests that most of the complaints relate to a small number

of data users and hence the continuing need for a targeted approach.

Knowledge of Mainland China laws and regulations on data protection
The majority of respondents reported no knowledge of the two major Mainland China laws and
regulations on data protection, though the survey does not allow us to check whether that

knowledge is relevant, so targeted training may arguably be required.

Awareness of the PCPD

Awareness of the PCPD publicity materials through mass media, advertisements (other than
mass media), publications, website/social media and events is highest for mass media, followed
by advertisements (other than mass media), website/social media, publications and events,
suggesting the need for some consideration of updating the publicity strategy, especially given
that the most common request for additional support from the PCPD was better
promotion/publicity, especially online; followed by free or online training and better

distribution of materials.
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Support for possible amendments to the PDPO

The level of support for the seven possible amendments to the PDPO relating to significant data
breaches and significant misuse of personal data (such as doxxing) was high, especially for
notification of the PCPD and customers and financial penalties for significant data breaches,
such as the Cathay Pacific case, although the level of support is less for the four doxxing related

amendments.

The online survey covered another eleven possible amendments to the PDPO. As the online
survey was mainly completed by members of the Data Protection Officers’ Club, it is important
to be cautious in interpreting the high level of support for these eleven possible amendments.
However, clarification of what is personal data, enhanced protections for sensitive personal data
and personal data of children had the highest level of full support, suggesting that they could
be prioritized in that informed data users are more likely to support these amendments.
Regulation of data processors, privacy accountability, updating the cross-boundary/border
protections, the right to be forgotten, rights regarding automated decisions and repealing data
user returns has a lower level of support. Retention policy and portability right had the weakest

level of full support.

Implementation stage and privacy risks of new technologies

From the online survey, we see that Cloud Computing and IoT are furthest ahead in
implementation. However, Al and Big Data are generally seen to involve high privacy risk by
about half of respondents, as regards excessive collection of personal data, transparency in
personal data processing, change of use of personal data, unnecessary retention of personal data
and data security, suggesting that the high privacy risks might be one reason why these
technologies are behind in implementation and hence suggesting that the PCPD guidance is

most important in these domains.
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3.4 Limitations of the data user survey

The response rate for the online survey was low, so it is unclear to what extent the responses to

the questions only included in the online survey are representative of data users.

The telephone survey sample frame used the Central Register of Establishments, which
includes commercial undertakings, semi-government organisations and non-profit making
bodies, but not the Government of the HKSAR.

The online survey sample frame relied mainly on membership of the PCPD’s Data Protection
Officers' Club, which in principle covers all establishments, including the Government of the
HKSAR, but is likely to over represent larger and more sophisticated establishments, who have

the resources to hire a data protection officer.
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Appendix A: Questionnaire for Data User Survey

Survey of Data User Attitudes on Personal Data Privacy Protection 2020
HRHE A& BRI NS RTARHIRRRE R E 2020

Bilingual Questionnaire

Part I: Introduction (Online version)

—&8n: A8

Social Sciences Research Centre of the University of Hong Kong is commissioned by the Office
of the Privacy Commissioner for Personal Data to conduct a survey on personal data protection
in HK. We would like to invite someone responsible for personal data protection or human
resources in your company to take part in this survey, which would take you about 30 minutes.
The findings will be used by the office of the Privacy Commissioner for Personal Data for
gauging the views of personal data users on matters related to personal data privacy. I would
like to stress that all information collected will remain strictly confidential. Individual details
will not be disclosed or identifiable from this survey. If you have any questions or concerns
about the research, please contact HKUSSRC at 3917-1600. If you have questions about your
rights as a research participant, please contact the Human Research Ethics Committee for Non-
Clinical Faculties, HKU (2241-5267).

BEABHEREMRPLORBAERDEEENELZTET " REREE ERER
AERNERRAE - RM8EF SELATREREBAABTRIANERNAESNILH
B BEANER 30 iE - AELERBREAERTIER TR A R E R EEE
AEREREBENEE - IEWEINERZRURE I EERBAEWERRIEA

EREAZWARNHENSE - MRIBERAEAEOUEHAETR - FHE 3917-

1600 @MFEBAZMAEREMIE P OEN - MRPENEES BT

\\>§D

ERE 2241-5267 BB AEBIEHBARMTIRTEEZERS -
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Part I: Introduction (telephone survey version)

HF—8MD: A8

Good afternoon/evening! My name is (surname). I am an interviewer at the Social Sciences
Research Centre, University of Hong Kong, conducting a survey for the office of the Privacy
Commissioner for Personal Data. I would like to contact someone responsible for personal data

protection or human resources in your company.

FL/MZ - BiEx - HEEEBRBLEREMRPOLEHBE - KBIRESEAERRL

REENZET - REEHRE AMAERE SQATREREBABERIADNEIRE

AB -

[vl Telephone # |
[vl BRI #]
[v2 Interviewer # ]
[v2 S E #]

<respondent selection for data users to ensure they are suitable to answer the questions>

<shEEBREARELNZHEEZERMERE  TESOZ/[E - >

Good morning/afternoon/evening! My name is (surname). I am an interviewer at the Social
Sciences Research Centre, University of Hong Kong, conducting a survey for the office of the
Privacy Commissioner for Personal Data. I would like to ask for your opinion on personal data
protection in HK, which would only take about 15 minutes. The findings will be used by the
office of the Privacy Commissioner for Personal Data for gauging the views of personal data
users on matters related to personal data privacy. Our conversation may be audio-recorded for
further data checking. I would like to stress that all information collected will remain strictly
confidential. Individual details will not be disclosed or identifiable from this survey. If you
have any questions or concerns about the research, please contact HKUSSRC at 3917-1600.
If you have questions about your rights as a research participant, please contact the Human
Research Ethics Committee for Non-Clinical Faculties, HKU (2241-5267).

BRFZ/MEZ - Tl x REEBARBEAZRBMAP OGBS - LR EBEAE

BIEEENBET -RERAE  FERESBNREEEREBAERIEER - Z(E
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MERRAY 15 0 - HEERBREABERTLEREEAZREF A ARBIRERA

ERAEBRRIEDE - HLBEHEZHRER  IEZRES - AWEIERE

HIRE - (EIMEIERBEFTWERIEEABERE B E R AR KEINSE - MRIREE

IHREATMUEHSER - FRE 3917-1600 MEFEBRBHERBMEDPLEN - W

RIFEEFTLEENRSEEEEL  BAE 2241-5267 BB KBIERIKATIRST

ml)»
b=[]]3

ZER -

We would like to invite you to take part in the survey. Do you agree to the audio recording?

Do you agree to participate in this survey?
KB BB RS EEIERE - mRNRERREREN - (REEBEEZSEEIERE?
If agree, interview starts, else interview ends, thank respondent.

MEE - shE B - GRIFIEGER - SHWHE

Demographics: BH5=

The following questions are about your company for analysis purposes only.

U NEEZERIRN AT ER L REREL TR

Q1. Which industry sector does your company belong to?

BB RMMETTE?

1. Manufacturing LS EES

2. Electricity and gas supply, and waste management ENNRISHE - K

3. Construction FELEES
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10.

11.

12.

13.

14.

Import/export trade and wholesale

Retail

Transportation, storage, postal and courier services

Accommodation and food services

Information and communications

Financing and insurance

Real estate

Professional and business services

Social and personal services

Travel

Other:

ELOB S RS

A

#ig - BF - BBKIR

AR TS

E1E REMRT

&Rl K@t

& R R AR

FEithE

BE KBRS

= R AB A BRTS

S

Hith ;

Q2. Approximately how many employees does your company have in HK?

ERTHEEERAANEZRET?

e

5.

1-9
10-19
20-49
50-100

Over 100 100 DL E

(Online survey only for Q3)
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Q3a. I would like to ask about the adoption by your company of and concern about privacy
risks of some new information and communications technology (ICT) for processing
personal data:

W7 BT BERBRA-EHNEMRBENREREREAER - DIRHE
DROFLS EL IR 2 B E:

Has your company considered adopting:

BERTARAERERA:

(a) Artificial Intelligence (Artificial intelligence (AI) refers to the simulation of human

intelligence in machines that are programmed to think like humans and mimic their
actions.)

ATERE (ANILEBE (Al) BEERSFRERARES  SERSIWENRTR

BABE—RBEZWEGMPIROENE - )

1. Not considered RBER
2. Considered but not yet implemented BEREEKREN
3. Implemented [F 5=

(b) Big Data (Big data is a combination of structured, semi-structured and unstructured
data collected by organizations that can be mined for information and used in machine

learning projects, predictive modeling and other advanced analytics applications.)

AREE (KBEBESHEBWESBL  FEBLENFEHBIEHENES  BLEEE

o ARKREEIEE - FARENEMSRITERRED )

1. Not considered REER

2. Considered but not yet implemented AZEEREN
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L]

3. Implemented [erS=yiii

(c) Blockchains (Blockchain is a digital database containing information (such as records
of financial transactions) that can be simultaneously used and shared within a large

decentralized, publicly accessible network.)

ERE (BRES—EHUENE SSEMWNEMRS i) BB

ol AFRNBE P ERERANEA )

1. Not considered ER
2. Considered but not yet implemented BEREXREN
3. Implemented [r =yl

(d) Cloud computing (Cloud Computing is an Internet-based computing method, in which
shared hardware and software resources and information can be provided to various
terminals and other devices of computers on demand. Also, using computer

infrastructure provided by service providers for operation and resources.)

EhEEE—BEREREENES T - BREES - HEMNK

‘)H
:ﬂ]ﬂw
DH

== Jif 428 &2
RSB RS o IR Tk R A B SEAIRMEMKE - ERRBHREHTN

BNERFEENER )

EH

1. Not considered RBER
2. Considered but not yet implemented AZEEREN
3. Implemented [ =S
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(e) Internet of Things (IoT) (i.e., connecting devices and equipment over the Internet. [oT
is not just to connect things together, it is more important to allow devices and

equipment to interconnect and exchange data and make required commands.)

Wi BNBREMALRENRBEEE I  VBEARZERASEER - B

BEZEMNEERENRE 2B o G H ERRBWERWIFLAIRENES
1. Not considered REER
2. Considered but not yet implemented BEREXREN
3. Implemented [r =yl

Q3b. For each area, if considered or implemented, then do you believe there is any privacy risk

as regards the following issues:

HRE—EMNEMAENRE -  IREFERACKAER FHERIATAER

FELUNRLAR AR IE?

i) Excessive collection of personal data %8/Z U EE A E R

1. Yes, and high risk T HERS
2. Yes, but low risk g - BERE
3. No N

4. Don’t Know REE

i) Lack of transparency and explain ability on personal data processing

AN EIR (B A B RHR = 3B AR A ¥ Al AR R
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1. Yes, and high risk g HERS

2. Yes, but low risk Z . BERE
3. No A=z
4. Don’t Know ARF0E

iii) Change of use of personal data without consent of the individuals concerned

AEABRERABE N EXEAERRAZE

1. Yes, and high risk - BERES
2. Yes, but low risk B E R
3. No A=z

4. Don’t Know A&

iv) Unnecessary retention of personal data @ Z iR EBE A&

1. Yes, and high risk T HERS
2. Yes, but low risk Z . BERE
3. No N

4. Don’t Know REE

v) Data security risk &l R % @ 2
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1. Yes, and high risk g HERS

2. Yes, but low risk g - BERE
3. No A=z
4. Don’t Know ARF0E

Q4. How well do you understand the concept of Privacy Management Programme (PMP) on a
scale from 0 to 10? (0 - totally do not understand and 10 - totally understand)

B IRE A REE S EINM B 782

GEHOZEI10DER -0 PHRETEATHE 10 PHREETHE )

1. 0—10 0-10
2. Noidea/don’t know AEN7E
3. Refuse to answer EBEOE

If rate higher than 0, then ask Q5-Q7
MRSBE 07 - BE Q5-Q7
Q5. What do you see as the primary benefit of PMP?

MR FEEIEETEI(PMP) WEREBHAZHEE?

Q6. What do you see as the primary difficulty of implementing PMP?

RSB REEETEI(PMP) WEZREZEE?

Q7. What is the stage of implementation of PMP in your company from 0-10? (0 - not yet
implemented and 10 - fully implemented)

B EACIBHAAREIEE2I(PMP)EIMMEREE? B 0 2 10 nFRR -0 RS

EAREN - 10 7RNRBTEZHENM -
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1. 0-—10 0-10

2. Noidea/don’t know RENE
3. Refuse to answer BELOE

Q8. Does your company have any data protection officer(s)?

il BraBARBEAERMREEE?

1. Yes B
2. No 2
3. Don’t Know AREnE

Q9. Has your company undertaken any Privacy Impact Assessments (PIA) for its operational

activities?

wE BRTEBEREMRMNEESZETREUARAEBREENTME (PIA)?

1.  Yes r=]
2. No 2
3. Don’t Know AxnE

Q10. How difficult is it for your company to comply with the Personal Data (Privacy)
Ordinance on a scale from 0-10? (0 - no difficulty at all and 10 - very difficult)

HR ELTEET (BAERGFMRIRA) ZEERE? FH0E 10 2ER®
(0 PRRTERERE - 10 PURIFEHEE -)
1. 0—10 0-10

2. Noidea/don’t know A&
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3. Refuse to answer O

Q11. What is the biggest problem in compliance?

AREETHRARBREEE

Q12. Approximately how many privacy-related complaints has your company received in the
last 12 months?

EBE R2ERT - SATWRIEZELRTEHEEIRER?

fiE]

Q13. What was the most common grievance of privacy-related complaint?

IR RE RN A RZEEE?

Q14. What is your level of familiarity on a scale from 0 to 10 with the personal data protection-
related laws and regulations in mainland China, specifically:

(0 - totally unfamiliar and 10 - complete familiarity)

HROEI00E~ MERPEERERERERAZERNVMEREZENRINATRREZE
YRIZ:
0 NPRERZTEBHE - 10 P KRTEZHE <)

a) the Cybersecurity Law and;

MBLEIEN,;

1. 0—10 0-10
2. Noidea/don’t know A&
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3. Refuse to answer O

b) the Personal Information Security Specification

BAGEELERE

1. 0—10 0-10

2. Noidea/ don’t know RENE

3. Refuse to answer BEOZE

Channels for learning about the office of the Privacy Commissioner for Personal Data
(PCPD) and the effectiveness and trustworthiness of the PCPD

TREANERDEBEERNEMNGRE  HTFURKOAERE

Have you been made aware of the work of the Office of the Privacy Commissioner for Personal
Data (PCPD) through the following channels?

MAERABREBUTHNEEERIEAERLREEAZNIE?

QI15. Mass media (e.g. news on TV, newspaper and radio or advertisements)

RREREE (WER - MANEERTENES )

1. Yes B

2. No =

3. Noidea AHNiE

4. Refuse to answer B4

Q16. Advertisements other than mass media (e.g. buses, trains/trams, other advertising panels)

RREERLSNNES (WEL - BE/EEREMESR)
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1. Yes B

2. No 2
3. Noidea KEnE
4. Refuse to answer EELOZE

Q17. PCPD’s publications (e.g. guidance notes, pamphlets, fact sheets and codes of practice)

BABERAMEZEERAZNTY) (WE5] - MM+ - BEfMERMERTH )

1. Yes 5
2. No B

3. Noidea A

4. Refuse to answer EBEZE

Q18. PCPD website and social media

BABERFEZEE R ZREIL KL IREE

1. Yes B

2. No =

3. Noidea AFNE

4. Refuse to answer B4

Q19. PCPD publicity programmes (e.g. seminars, workshops and exhibitions)

BABERMEZEERNEZNEREE (BIMBLE - TEHEEE)

1. Yes B
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2. No 2

3. Noidea ARF0E

4. Refuse to answer O

Q20. What additional form of support from the PCPD would be most helpful?

HIRRR - MABRMREERNZREMERIMISIEZEEEHEE?

Amendments to PDPO

fEe (EAZEHR (BT ) fRHI1)

The Government is currently considering making changes to the Personal Data (Privacy)
Ordinance (PDPO). I would like to ask you about some possible changes to the law and the
extent to which you support those changes on a scale from [0-10], where 0 means no support at

all to 10 means fully support these changes.

BFEREEZREY (BAER (B ) 5RE) ETIE - SBEIRE—EBSUABIT
BEZBE A URIMBEREE EXFHEEEU? L0-10]F=R  BHp 0 RIRTEAXSF

10 RNEEXHELEEN -

You may be aware that Cathay Pacific was hit by a data leak in 2018, affecting about 9.4 million
passengers, including passport numbers, email address and credit card data. Cathay did not
disclose the breach to the PCPD for more than 6 months after it first identified intrusion to its
systems and the PDPO does not currently require notification of data breaches and does not

currently have financial penalties for such a breach.

I

ROJEEABEE - BEMESBRN 2018 FRESKINE - BZIE 940 BREIFE - 5
FREEANERSEER RN - EHMMAMERFER - EREERBBELAARARE -
ARENEFRLXBOEAENMEEELNZBRABSN: WHBEA(EAEZR FAR )

R REREMERINRIELER - RORBHERINREUZIMR -
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How much would you support a change in the law to:

MAERREESZHFEUUERL:

Q21.Require organisations to notify the PCPD of significant data breaches like this?

EREBRUIBEXRERINESHEBNEAERTLERREELZ?

1. 0—10 0-10
2. Noidea/ don’t know ReENiE
3. Refuse to answer BEOZE

Q22. Give the PCPD the power to require customers to be notified of significant data

breaches like

this?
HBLFEANERTLEE EEREKRBIEEAENINESHBINEF?
1. 0—10 0-10
2. Noidea/don’t know A&
3. Refuse to answer fB4E O

Q23. Include financial penalties in the law for significant data breaches like this?

ERH PR E B IREAERINREHELATR?

1. 0—10 0-10
2. Noidea/don’t know A&
3. Refuse to answer BBEEE

You may be aware of numerous cases of doxxing in the last year. Currently the PCPD does not

have power to carry out criminal investigation or initiate prosecution themselves. At present,
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criminal investigations are conducted by the Police, and prosecutions, if so required, are
initiated by the Department of Justice. (Doxxing means where the personal data of individuals
was disclosed publicly in order to encourage taking action against those individuals and their
families)

ROJEEAERE - LFRETAE "®’E, NEX - BHal - BABERMAMREEREZER

AREDBTETHSRENRENRA - RN - NSHEZHELET  URALE - §l

HREIEREHA - (TEE) NEEZ22RERALREAER SRR HE(E

ABMHIKAZITE - )

How much would you support a change in the law to give the PCPD the power to:

MBEAEE LXHEEINETEASRMLEEEAERE:

Q24. Require the removal of doxxing contents from social media platforms and websites that
are under Hong Kong control

ERUEREFBEHNWARERETaNBEEMERER "EE ., NAS

1. 0—10 0-10
2. Noidea/don’t know AEN7E
3. Refuse to answer BEEE

Q25. Require the removal of doxxing contents from social media platforms and websites that

are under overseas control (e.g. Facebook and Google)

TORIEZBIMERRIAL IR T E MBS MR AR " K. (RS (FW

Facebook A] Google )

1. 0—-10 0-10

2. Noidea/don’t know A&

46



3. Refuse to answer O

Q26. Carry out criminal investigation of significant misuse of personal data like this?

HESEXERAEABERNTRAETHERE

1. 0—10 0-10
2. Noidea/don’t know RENE
3. Refuse to answer BEOZE

Q27. Initiate prosecution of significant misuse of personal data like this?

HEHREXNEREABERRITRREZENA

1. 0—10 0-10
2. Noidea/ don’t know ReNiE
3. Refuse to answer BEEE

There are some other possible amendments to PDPO, which I would also like to ask you about

your level of support on a scale from 0-10 (0 - no support at all and 10 - fully support):

o - BE-EEHMENR (BAER (FAR ) 1%61) RICIEEM - SBEIREELEEMAX

REE BHOZE 100N (0RNEEALZS @ 10 RRTEXFELERENR)

(Remaining questions are online survey only)

Q28. Data retention period — Currently the PDPO only requires retaining personal data for not
longer than is necessary, without specifying the retention period. The possible amendment
is to require a data user to formulate and disclose a clear retention policy which specifies
a retention period for the personal data collected. The rationale is that the longer personal
data is retained, the higher the privacy risk.
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REBAZERBHIR - BaT - (BAZER (FABR ) 156]) REXRFRERERAZRARE

Il

BEAEBBERAT  WRBREMREBHAR - BRAENOER  EBXERMEREE
5] M K IREE— BB MRV R B EUER - 1RARFT W ERVEI A BERIBIREBHAIR - mIE A Z(E

ABERNREHERE - DEBERMES -

1. 0—10 0-10
2. Noidea/ don’t know ReENiE
3. Refuse to answer BEOZE

Q29. Regulation of data processors — Currently the PDPO does not regulate data processors.
The possible amendment is to impose legal obligations on data processors on data
retention, data security and data breach notification while the rationale is that outsourcing
of data processing work to other service providers has become more common. Regulating
data processors will strengthen personal data protection and pose a fairer sharing of
responsibilities between data users and data processors.

MEERNEREZE - Hal (BAER (TR ) RE)) IABERNREZETRE -5
FENIER -  HERREZmMNBEERMRE - ERZZMMERINEIEL R

ROZRER MEREFEREELRIMNGEMRFSHEECEREESE - HE

I

BHRBEETHRE BEMREABERMRERENZEERENEREREER

S AESE -
1. 0—10 0-10
2. Noidea/don’t know A&
3. Refuse to answer BBEEE
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Q30. Definition of personal data — the possible amendment is to clarify the definition of
“personal data” under the PDPO to cover information relating to an “identifiable” natural
person (currently it only includes the data that can be practicably used to ascertain the
identity of an individual), the rationale is that a clearer definition will provide stronger
protection to personal data privacy in this digital age and minimise the dispute on whether

a piece of data is personal data.

BABERNESR- BREENRER - & (BAER (AE) %61) TEE "EAE

8 NERES  LURZES " ol #&Eh  WABRRER (BarRZ el ARE

EREASDHER) ERSESEEBERN  BEEMNERRSREAERAER

HEBNRIE - WEDHRELEERNZEBREAERNNES -

1. 0—10 0-10
2. Noidea/ don’t know ReNiE
3. Refuse to answer BEOE

Q31. Legal requirement on privacy accountability — the possible amendment is to require data
users to implement policy and measures to facilitate compliance with the PDPO,
including appointing data protection officers, the rationale is that data users are in the best
position to develop appropriate measures to address privacy risks, without significantly
compromising their business objectives and legitimate interests; prevention is better than

cure.

HIEFEERVEABIZER - BREENOIER  EBXRERMERBEREERMEN - B

pEs (BAER (AE) FE)  eRZEEERREEE  EHEERERERE

)4]

~iE E NETE S BERER MRS ELRER MASBREBRELTEBNGA

Nz - ETRHBIRES

1. 0—-10 0-10

2. Noidea/don’t know A&
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3. Refuse to answer O

Q32. Enhanced regulation on sensitive personal data — the possible amendment is to define
“sensitive personal data” and introduce stronger regulation on the collection and use of
sensitive personal data, such as requiring explicit consent by the data subjects. The
rationale is that collection and use of sensitive personal data may inflict greater harm on

the data subjects, such as stigmatisation and discrimination.

REESREAER - BEENIER BERE REAERN ) EE - &Y

BREABERMNWENERERERENES  AINEROERNES AREARER

EHRWENEASREAERZIEHERNESAERRERNEE - fIW

WEEZEMIXE -

1. 0—10 0-10
2. Noidea/ don’t know ReNiE
3. Refuse to answer BEEE

Q33. Stronger protection on children’s personal data — the possible amendment is to introduce
stronger regulation on the collection and use of children’s personal data during online
activities, such as requiring parental consent. The rationale is that children are considered

more susceptible to advertising techniques and crooked materials online.

MaRERERAER — BREENCIER  MRESRE RTINS K ER

}

NEEEAER  NIEXXROR  ERERETERFIRIW LESRIGAMEH

MRS -

1. 0—10 0-10
2. Noidea/don’t know A&
3.  Refuse to answer BEEE
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Q34. Cross-border / cross-boundary transfer of personal data — the possible amendments are to
repeal the “white list” for transfer under s.33(2)(a) of the PDPO; recognising privacy
certification as a basis for transfer; and requiring data users to notify data subjects about
the place to where the personal data will be transferred; implementing s.33 of the PDPO
after the amendments. The rationale is that to maintain and update the “white list” will
create a lot of challenges due to rapid change in overseas data protection laws; privacy
certification is increasingly popular internationally as one of the legal bases for cross-

border / boundary data transfer.

BiRa2REAERER - AREENRCER - 5LER (BAER (AR ) 15KRE)
5 332)(a) R MN ARE  BERBEBEE . KRB JARREERERBERKE -

WERERMEAZEBHNES ABRAEBEAERSZHREBRIRMES - I E RHA
% Bt (BAER () KA £ 331% - MEZZHRFAEN "ARE, 88
HHRZHE  ARBIMREERAERDENE  EBFE L - ARREERER

Bl - e O R R/EFEATSNERREARIkEBZ— -

1. 0—10 0-10
2. Noidea/don’t know AEN7E
3. Refuse to answer BEEE

Q35. Right to be forgotten - the possible amendment is to give data subjects the right to demand
data users to erase their personal data where the personal data is no longer necessary and
the rationale 1s that retention of unnecessary personal data by data users may create higher

privacy risk to individuals.

HOETHE - BRENJER  £#RABERABEFZENER N  FERNESAA

HERERMEAZEMFREEAER EREEREREREAVENEAER - O

ﬂlﬂ)

LPESATRESHAEER
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1. 0—-10 0-10

2. Noidea/don’t know RENE

3. Refuse to answer O

Q36. Right to object to automated decision-making — the possible amendment is to require data
users to notify data subjects the existence of automated decision-making; giving data
subjects the right to object to automated decisions which produce legal effects concerning
them or significantly affect them, and the right to obtain human intervention on the part
of the data user. The rationale is that automated decisions are inherently risky because the
information used in deriving the decisions may be inaccurate or incomplete and the

algorithms may be defective or biased.

AERHBIRR - BRENER  EFENILEERESDBENRRE - &

ERMEAZBAERESZA  EEFRRUHESAEERE ARV EERNF
R BYESABERYEERER AEEEREMERBUASTEARRR:
HEHEEMRREBEBRAR - ARTTERRAERNEM IS ERATE

BERAUBEAREIAERR -

1. 0—10 0-10
2. Noidea/don’t know AEN7E
3. Refuse to answer BEEE

Q37. Right to data portability — the possible amendment is to give data subjects the right to
direct data users to transmit their personal data to other data users in a structured, open
and machine-readable format and the rationale is to enhance the flow of personal data

among service providers and improve competition in the data economy

EROEE - BRENYER  MPENESABREREREAERERBAE

BB ASR - FRANER I ENEER 2 EMERERE - BEEURAR

A ED B EABRRRE - DUARIERERIRAE FHGHRS -
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1. 0—-10 0-10

2. Noidea/don’t know RENE

3. Refuse to answer O

Q38. Data user return scheme — the possible amendment is to repeal s.14 to s.17 of the PDPO
relating to the requirements of data users to submit prescribed information (i.e. data user
returns) to the PCPD and the rationale is that implementation of data user return scheme
will create administrative and financial burdens to both data users and the PCPD which
is disproportional to the expected benefits of the scheme.

BERMEAZRRETE - AREBUTER - B (BAZER (AR ) RHE1) 5 14 1%
EF 17T REAREXRERERAEZRQEAERLEEEAZZ2RFBEN EVERME
RESR) EHEEMERERZRREE ZAERERZREAERDEES

PNESRTBHNBFRE SRR EIRTRRANGE AR -

1. 0—10 0-10
2. Noidea/don’t know AEN7E
3. Refuse to answer BEEE

Thank you for answering the questions.
BEE5eh - B -
End of Questionnaire

i
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