Guidance on the Ethical Development and Use of

Artificial Intelligence




for organisations which develop artificial m'telllgence (Al) or use AI in thelr operatlons The
objectives of the Guidance are to facilitate the healthy development and use of Al in Hong
Kong and assist organisations in complying with the provisions of the Personal Data (Privacy)
Ordinance (Cap. 486) in their development and use of Al. This pamphlet highlights the core
recommendations of the Guidance.
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ETHICAL PRINCIPLES FOR AI

ACCOUNTABILITY

Organisations should be
responsible for what they do
and should provide sound
justifications for their actions

TRANSPARENCY AND
INTERPRETABILITY

Organisations should
disclose their use of Al and
the relevant policies to
stakeholders while striving fo
improve the interpretability of
automated and Al-assisted
decisions

FAIRNESS

Unijust bias and
unlawful discrimination
should be avoided in
the use of Al

RELIABILITY,
ROBUSTNESS

AND SECURITY
Al systems should operate
bly, should be resilient

HUMAN OVERSIGHT

The level of human
involvement in the
operation of Al should be
proportionate fo the risks
and impact of using Al

DATA PRIVACY

Effective data governance
should be put in place to
protect individuals’ personal
data privacy in the
development and use of Al

BENEFICIAL Al

The use of Al should
provide benefits and
minimise harm fo
stakeholders
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4 Major Business Processes for Ethical Development and Use of Al

Establish

Al Strategy and Governance

Conduct

LB —O— Risk Assessment and Human

Oversight
Re-assess risks when 9

there are significant
changes

| @@ Execute

Development of Al Models and
Management of Al Systems

Fine-tune Al systems to
address stakeholders’

concerns Foster
Communication and Engagement

with Stakeholders




Al Strategy and Governance

Provide directions from the top
Al Governance Committee to oversee the development and use of Al
Staff training and awareness raising

4 —o Conduct

Risk level of Al system

° Risk Assessment and Human Oversight

Comprehensive and early risk assessment, consider:

» What is the potential impact of Al on stakeholders?

» How significant is the impact if it occurs?

» How likely will the impact occurs?

Take a risk-based approach to adopting appropriate risk mitigation measures
Determine appropriate level of human oversight

Human-in-the-loop
Human actors retain control in

the decision-making process to
prevent any errors by Al

Human-in-command
Human actors oversee the
operation of Al and intervene
whenever necessary

Human-out-of-the-loop
Al makes decisions without
human intervention

Level of human oversight




@@ Execute

Development of Al Models and Management of Al Systems

e  Ensuring quality and lawful use of data for training Al models
e Testing Al models to ensure reliability, robustness and fairness
e  Ongoing monitoring and review of Al systems

Ensuring Quality and
Lawful Use of Data

Evaluation and Testing Al Models
Adjustments of Al Strategy Before Use
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Foster

Communication and Engagement with Stakeholders

e  Being transparent with stakeholders
e Channels for engagement with stakeholders
e  Comprehensible communications using layman's language
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LREARER
PCPD website
pcpd.org.hk

Z B Enquiry Hotline : (852) 2827 2827

8K Fax : (852) 2877 7026

ik Address : FRBFERXKER248MAH &P/ 13181303E

Room 1303, 13/F, Dah Sing Financial Centre,
248 Queen's Road East, Wanchai, Hong Kong

EH Email : communications@pcpd.org.hk
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This publication is licensed under Attribution 4.0 International (CC By 4.0) licence. In essence, you are free to share and adapt this publication, as
long as you attribute the work to the Privacy Commissioner for Personal Data, Hong Kong. For details, please visit creativecommons.org/licens-
es/by/4.0.

SR Disclaimer
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The information and suggestions provided in this publication are for general reference only. They do not serve as an exhaustive guide to the
application of the law and do not constitute legal or other professional advice. The Privacy Commissioner makes no express or implied
warranties of accuracy or fitness for a particular purpose or use with respect to the information and suggestions set out in this publication. The
information and suggestions provided will not affect the functions and powers conferred upon the Privacy Commissioner under the Personal
Data (Privacy) Ordinance.
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